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Computer Networks III

Wireless Access Networks

Kaustubh Phanse
Communications Research Group

Department of Information Technology

Wireless personal area network 
(WPAN)

Network between devices carried or worn by or near a person
Wireless communication within a personal operating space (POS): defined as 
a radius of 10m around a person

IEEE 802.15 WPAN Working Group
Initiated as a study group from within the IEEE 802.11 WLAN working group 
(March 1998)
Formally established in March 1999
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Technologies
IEEE 802.15.1 medium-rate (MR-WPAN) 
Bluetooth

IEEE 802.15.4 low-rate (LR-WPAN) ZigBee

IEEE 802.15.3/ 802.15.3a high-rate (HR-WPAN)
WiMedia

Bluetooth: history

Special interest group (SIG)
Founders: Ericsson, Intel, IBM, Nokia and Toshiba

Goals
Develop a single-chip, low-cost, low-power, radio-based technology for 
cable replacement
Embed in existing portable devices and inspire new devices and 
applications
Enable ad-hoc networking of devices without operator intervention and 
without explicit human intervention



3

Bluetooth: history
Name origin: “Blåtand”

Harald Gormsen, King of Denmark
Was named “Blåtand” because of his dark complexion (and not because 
he had a blue tooth!)

1999 (Lund, Sweden)10th century (Jelling, Denmark)

Bluetooth: characteristics
Radio spectrum

Unlicensed 2.4 GHz ISM frequency band, 79 channels (2400-2483.5 MHz 
in most countries), 1 MHz carrier spacing

Radio layer
Gaussian frequency shift keying (G-FSK) modulation
Transmit power (1-100mW); typical range: 10-100 m without obstacles

Multiple access
Interference immunity through
spreading
Frequency hopping (FH-CDMA)
Uncoordinated pseudo-random 
hopping sequence (1,600 hops/s)
Time division duplexing (TDD)
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Bluetooth: characteristics

Capacity
1 Mbps per channel
Theoretical capacity of 79 Mbps cannot be reached due to non-orthogonal 
hopping sequences

Link types
Synchronous connection-oriented link (SCO)
Asynchronous connectionless link (ACL)

Topology and medium access control
Master-slave architecture

Bluetooth: piconet

Collection of bluetooth devices synchronized to the same 
frequency-hopping sequence

A device that establishes the piconet and 
determines the hopping sequence becomes 
the master (M)

Other devices participating in the piconet 
act as slaves (S) and sychronize to the
hopping sequence

Number of simultaneously active devices
is limited to 8: exactly 1 master and a maximum of 7 slaves

• Each active device has a 3-bit active member address (AMA)
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Bluetooth: piconet (contd.)
Master implements a centralized control

Controls the medium access via polling

Any two or more Bluetooth devices can form a piconet
A device acts as a master and sends its clock and device ID
Hopping sequence determined by device ID (48 bit, unique worldwide)
Phase determined by the master’s clock
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Bluetooth: hop selection

Pseudo-random frequency hopping sequence
Determined by the master’s clock and identity
Cycle repeats after about 23 hours

32 hop consecutive sequence covers about 64 MHz spectrum
Frequencing spreading over a short time interval

On average, all frequencies are visited with equal probability

Changing the clock and/or identity changes the clock sequence 
instantaneously



6

Bluetooth: power management 
modes

Stand-by (SB) or idle
Devices not connected in a piconet
Extremely low duty cycle (less than one percent): scan for 10 ms every 
1.28-3.84 seconds

Parked (P)
Devices are part of a piconet, but not active
Devices periodically scan the channel to resychronize the clocks
Assigned an 8-bit parked member address (PMA)

Hold (H)
Similar to parked mode, but devices keep AMA
Often used to interconnect different piconets

Sniff (Sn)
Used only by slave devices for power conservation
Device is active, but listens to channel at a reduced rate

Bluetooth: scatternet
Interconnection of multiple piconets

Feasible due to slotted nature of medium access
Every piconet defined by the frequency hopping sequence of the master
At any instant of time, a device can communicate only in one piconet
Device can jump from one piconet to another by adjusting parameters 
(master identity and clock)
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Bluetooth: scatternet

Device participation in a scatternet
Device can be a slave in different piconets
Device can switch roles when jumping between piconets: slave in a 
piconet and master in another piconet
By definition, a device cannot act as a master in different piconets

Bluetooth: packet based 
communication
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Bluetooth: physical links

Synchronous connection-oriented link (SCO)
Circuit-switched, point-to-point, 64 kbps duplex, optional forward error 
correction (FEC)
For voice (maximum of 3 simultaneous connections)
Master reserves periodic slots
Single-slot packets

Asynchronous connectionless link (ACL)
Packet-switched, point-to-multipoint (including broadcast), upto 433.9 kbps 
symmetric or 723.2/57.6 kbps asymmetric
Slots remaining after SCO reservation are used
Variable packet size (1-, 3-, 5-slot packets)

IEEE 802.15.3 (HR-WPAN): 
background

Goal
Provide a WPAN solution with high data rates (up to 55 Mbps)...more 
than currently supported by Bluetooth
Quality of service (QoS) enabled multimedia communication between 
portable consumer devices
Low cost, low complexity solution
Small form factor (embed into portable devices)
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IEEE 802.15.3: characteristics

Range and data rates
At least 10 meters (up to 70 meters possible)
11, 22, 33, 44, 55 Mbps; 802.15.3a: 100-400 Mbps

Dynamic topology
Based on the “piconet” concept
Ad-hoc peer-to-peer connectivity
Short time to connect (<1s)

Quality of service (QoS) for multimedia applications
TDMA for streams with time based allocations

Multiple power management modes
Designed to support low power portable devices

IEEE 802.15.3: characteristics

Secure network
Support for authentication
Key distribution and management
Shared key encryption and integrity

Ease of use
Dynamic coordinator selection and handover

Designed for a relatively benign multipath environment
Personal or home space
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IEEE 802.15.3: usage models

Audio/Video distribution
Home theater, interactive gaming, camcorder to TV, PC to LCD projector 
or other HD displays

High speed data transfer
Personal storage, digital imaging: camera to PC/kiosk, scanner to PC or 
printer

Piconet

Piconet Coordinator 
(PNC) 

Piconet

Piconet Coordinator 
(PNC) 

IEEE 802.15.3: reference model

802.15.3 Medium Access Control (MAC)

802.15.3 PHY
11, 22, 33, 44, 55 Mbit/s

802.15.3a PHY
Ultra-Wideband (UWB)

IEEE 802.2 
Logical Link Control 

(LLC) 

TCP/IP 

802.2 FCSL 
(mandatory)

IEEE 1394 FCSL 
(optional)

USB FCSL 
(optional)

Wireless 
FireWire

Wireless 
USB
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IEEE 802.15.3: piconet

Piconet: a set of devices in the POS (~10m range) and 
controlled by a piconet controller or coordinator (PNC)

PNC provides basic timing reference for the piconet
PNC manages the QoS for the piconet
Maximum of 256 devices in a piconet
Piconet Identifier (PiconetID) used for identifying the piconets
Peer-to-peer data communication

Parent Piconet Controller
Piconet Device
Child/Neighbor Piconet Controller
Piconet Relationship
Peer to Peer Data Transmission
Independent Piconet Controller

IEEE 802.15.3: superframe 
structure

Beacon
Transmits control information to the entire piconet, allocates resources 
(GTS) per stream ID for the current superframe and provides time
synchronization
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IEEE 802.15.3: superframe 
structure

Optional Contention Access Period (CAP) (CSMA/CA): 
Used for authentication/association request/response, stream parameters 
negotiation, … (command frames)
PNC can replace the CAP with MTS slots using slotted Aloha access

Contention Free Period made of:
Unidirectional Guaranteed Time Slots (GTS) assigned by the PNC for 
isochronous or asynchronous data streams
Optional Management Time Slots (MTS) in lieu of the CAP for command 
frames

IEEE 802.15.3a: physical layer

802.15.3 has created a Study Group to investigate the creation 
of an alternate PHY to address very high data rate applications

Uses ultra-wideband (UWB)
Goal of very high-rate (VHR) WPAN (> 110Mbps @ 10 m, > 400 Mbps @ 
5 m)

Applications 
Wireless video projection, image transfer, high-speed cable replacement 
(e.g., wireless USB)
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IEEE 802.15.3a: ultra-wideband 
(UWB)

UWB is a form of extremely wide spread spectrum where RF 
energy is spread over gigahertz of spectrum

Wider than any narrowband system by orders of magnitude
UWB signals can be designed to look like imperceptible random noise to 
conventional radios

Pulse width Inter-pulse spacing: uniform or variable

Narrowband (30kHz)

Wideband CDMA (5 MHz)

UWB (Several GHz)

Frequency

Part 15 Limit

IEEE 802.15.4 (LR-WPAN): 
background

Why another wireless standard?
Focus of previous wireless standards has been high data throughput, low delay 
applications
Existing wireless standards (including Bluetooth!) are complex
Need an enabling technology for applications that do not need or cannot use 
higher-end wireless technologies

Newer embedded systems applications (home networking, industrial 
automation, medical, vehicular, ...) require:

Simple wireless connectivity 
Relaxed throughput and latency requirements
Low cost
Extremely low power consumption
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IEEE 802.15.4: history

IEEE 802.15.4 (LR-WPAN) working group set up in December 
2000

Cooperation between ZigBee and IEEE 802.15 standard groups

Goal: provide a wireless standard with
Ultra-low complexity
Ultra-low cost
Ultra-low power (battery operation for several months or years)
Low data rate (few bits per day to few kilobits per second)

ZigBee specification 
Set of high-level communication protocols based on the IEEE 802.15.4 
LR-WPAN radio

IEEE 802.15.4: physical layer
Channelization

27 frequency channels across the three frequency bands
Dynamic channel selection possible: using receiver energy detection, link 
quality, channel switching
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IEEE 802.15.4: physical layer
Multiband, multirate

Two physical layer options across three frequency bands with different 
transmission rate

2.4 GHz ISM frequency band
Transmission rate: 250 kbps
Worldwide mobility, larger market, lower manufacturing costs

868/915 MHz frequency band
868 MHz in Europe and 915 MHz ISM in the United States
Respectively offer 20 kbps and 40 kbps
Alternative to growing congestion/interference in the 2.4 GHz band, and 
longer transmission range for a given link budget

IEEE 802.15.4: data link layer

Data link layer divided into two sublayers
Logical link control (LLC) layer standardized by IEEE 802.2
IEEE 802.15.4 Medium access control (MAC)
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IEEE 802.15.4: Superframe mode
To accomodate applications with dedicated bandwidth 
requirements

Superframe structure
PAN coordinator transmits superframe beacons in predetermined intervals 
(15 ms – 245 s)
The time between two beacons is divided into 16 equal time slots
(independent of the superframe interval)

Guaranteed time slots (GTS)

IEEE 802.15.4: topologies

Star network topology
Single hop communication between PAN coordinator 
and devices
Low latency, dedicated bandwidth

Peer-to-peer network topology
Devices can communicate over multiple hops
Large area coverage (wireless sensor networks)
PAN coordinator

Device

Device capable of 
routing
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IEEE 802.15.4: topologies

Hybrid topology (star + peer-to-peer)

PAN coordinator Device Device capable of 
routing

WLAN standards

HomeRF
2000

High Performance Radio LAN
HiperLAN (1996)
HiperLAN2 (2000)

IEEE 802.11
1997 onwards
WiFi alliance (http://www.wi-fi.org)
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802.11 WLAN: overview

IEEE 802.11 working group established in 1990 (16 years ago!)

First standard in 1997 (already 9 years ago!)
Frequency band: 2.4 GHz ISM
Physical layer: DSSS, FHSS and InfraRed
MAC layer: CSMA/CA with acknowledgement
Typical range: about 30 m indoor and 200 m outdoor
Bandwidth: 2 Mbps

Access point: $1000
PC card: $495

802.11 WLAN: overview

Since then, the 802.11 technologies have seen exponential 
proliferation and decrease in per unit cost

Today, average costs are: for PC cards < $50 and  for access point < $100

Traditional applications (PC cards, access points)
Embedded applications (game systems, audio/video systems)
Average Sales Prices (ASP)

Source: Merrill Lynch
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802.11: family of standards

802.11b802.11b802.11NoneBackward 
compatibility

2.4 GHz unlicensed2.4 GHz 
unlicensed

2.4 GHz 
unlicensed

5 GHz 
unlicensed

Frequency 
band

OFDM with multiple 
antennas (MIMO)OFDMDSSSOFDMPhysical layer

> 100 Mbps54 Mbps11 Mbps54 MbpsBandwidth

~100 m indoor
~30 m indoor

~200 m 
outdoor

~30 m indoor
~200 m outdoor

~15 m indoor
~100 m outdoor

Typical range

Pre-standard 2005200319992001Products 
since

Expected 2006200319991999Year

802.11n802.11g802.11b802.11a

802.11: ongoing standardization 
activities

Task group C
Improvements to 802.11a (there is no 802.11c)

802.11d
Extended frequency hopping for use across multiple regulatory domains

802.11e
Extended MAC layer for quality of service (QoS) support

802.11F
Inter Access Point Protocol (IAPP) for handover between directly
connected access points

802.11h
Made 802.11a to conform with European regulations
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802.11: ongoing standardization 
activities

802.11i
Extended the MAC layer for improved security support

802.11j
Made 802.11a to conform with Japanese regulations

802.11k
Enhancements for improved radio resource management

802.11m
Maintenance of the standard

802.11p
For automobiles – wireless access in vehicular environments (WAVE)

802.11r
Enhancements for fast handover or roaming

802.11: ongoing standardization 
activities

802.11s
Enhancements to use 802.11 as a mesh networking technology

802.11T
Defines test and measurement specification

802.11u
Defines internetworking with other technologies

802.11v
Defines wireless network management

802.11w
Protected management frames
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802.11: family of standards

Physical layer
802.11a (h, j)
802.11b
802.11g
802.11n
802.11p

MAC layer enhancements
802.11e
802.11i

802.11: WLAN architectures

Internet

Basic service set (BSS)

Distribution system

Extended service set (ESS)

SSID

Edge router

AP-1

AP-3

AP-2

STA
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802.11: WLAN architectures

Basic service set (BSS)
Comprising an access point (AP) and wireless devices or stations (STA) 
associated with it

Extended service set (ESS)
ESS is identified by a service set Identifier (SSID), i.e., all APs in an ESS 
are given the same SSID

Distribution system
Backbone network connecting several APs within an ESS
Logical component of 802.11 responsible for forwarding frames between 
appropriate AP and destination

802.11: WLAN architectures

Independent basic service set (IBSS)
An ad-hoc collection of wireless devices communicating directly with each 
other
No access point needed
All devices must be within transmission range of each other

Independent Basic Service Set (IBSS)
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802.11: mobility support
Distribution system

AP-1

AP-3

AP-2

ESS 1

ESS 2

Seamless transition between 
APs of same ESS

No seamless transition 
between APs of different ESS

802.11: protocol architecture

Application

TCP/UDP

802.11 PHY

802.11 MAC

IP

802.3 MAC

802.3 PHY

Application

TCP/UDP

802.3 PHY

802.3 MAC

IP

802.11 MAC

802.11 PHY

LLCLLC LLC

802.3 PHY

802.3 MAC

IP

LLC

802.11 wireless STA

802.11 wireless AP
Edge router

Wired end host
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802.11: layers
Medium access control layer (MAC)

Access mechanisms, fragmentation

Physical layer (PHY)
Physical layer convergence protocol (PLCP) responsible for clear channel 
assessment (CCA) signal (i.e., carrier sense)
Physical Medium Dependent (PMD) responsible for modulation, coding

PMD

PLCP

MAC

LLC

MAC Management

PHY Management

PH
Y

D
LC

Sy
st

em
M

an
ag

em
en

t

802.11: layers

MAC layer management entity (MLME)
Association, reassociation, power management, MAC authentication, 
synchronization, ...

PHY layer management entity (PLME)
Scanning, channel selection, transmit power control, ...

System management entity (SME)
Not formally specified by 802.11 standard
Method for device drivers and users to interact with the 802.11 network 
interface and gather status information
Interacts with MLME and PLME management information base (MIB)
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802.11: DSSS physical layer
Non-overlapping channels

2400
[MHz]

2412 2483.52442 2472

channel 1 channel 7 channel 13

Europe (ETSI)

US (FCC)/Canada (IC)

2400
[MHz]

2412 2483.52437 2462

channel 1 channel 6 channel 11

22 MHz

22 MHz

802.11: DSSS physical layer

Clear channel assessment (CCA) or carrier sensing
Mode 1: if energy detected on a channel is greater than the energy 
detection threshold, then the channel is busy
Mode 2: if an actual DSSS signal is detected on a channel, then the 
channel is busy
Mode 3: Combination of 1 and 2
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802.11b: HR/DSSS physical layer

DBPSK and QPSK used for 1 and 2 Mbps transmission modes
Backward compatible with classical IEEE 802.11

Complementary Code Keying (CCK) used to achieve higher 
rates (5.5 Mbps and 11 Mbps) by encoding 4 or 8 bits per 
symbol

802.11a: 5-GHz OFDM physical 
layer

Operates in the 5-GHZ ISM band
5.15-5.25, 5.25-5.35, 5.725-5.825 GHz

Bandwidth up to 54 Mbps

Higher frequency means smaller transmission range and higher 
power consumption



27

OFDM: background

If delay spread (due to multipath propagation) is large, it can 
cause significant inter-symbol interference (ISI)

Irreducible bit error rate
Limits the maximum achievable data rate R = 1/T

τ large
T

τ small
T

0

11

T 2T

Channel Input
Channel Output

0 T 2T

0 T 2T

OFDM: background

One solution to mitigate ISI is to divide a high-rate sequence of 
symbols into several low-rate sequences

Duration (T) of symbol becomes large

Transmit the low-rate sequences in parallel over multiple 
narrowband sub-channels or ”sub-carriers”

Multi-carrier modulation: divide the total bandwidth B into N channels each 
with bandwidth B/N
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OFDM: principle

Tighter packing of the sub-carriers than in conventional FDM
Make the sub-carriers orthogonal

At the peak of a sub-carrier, the magnitude of other sub-carriers is zero
Subcarriers overlap but do not interfere with each other

802.11a: PMD

Binary phase shift keying (BPSK)
6 Mbps and 9 Mbps

Quadrature phase shift keying (QPSK)
12 Mbps and 18 Mbps

16-Quadrature amplitude modulation (16-QAM)
24 Mbps and 36 Mbps

64-QAM
48 Mbps and 54 Mbps
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802.11g: Extended-rate physical layer 
(ERP)

ERP-DSSS and ERP-CCK
Backward compatible with 802.11b

ERP-OFDM
Very similar to 802.11a, but in the 2.4 GHz band
Supports same data rates as 802.11a

ERP-PBCC
Optional extension to PBCC standard in 802.11b
Data rates of 22 Mbps and 33 Mbps

DSSS-OFDM
Optional hybrid scheme
Backward compatibility with 802.11b by encoding frame header with 
DSSS; payload is encoded using OFDM

802.11n: MIMO basic concepts

MIMO: Multiple-Input Multiple-Output
Multiple antenna elements used at the transmitter and receiver

Spatial multiplexing
Transmission of multiple data stream in parallel on different antenna 
elements

Advantages
Increased throughput
Improved robustness to multipath fading using diversity
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802.11n: work in progress

Two proposals being considered
Task Group n (TGnSync): focus on providing higher peak rate
World-Wide Spectrum Efficiency (WWISE): focus on making the MAC 
layer more efficient

Physical layer enhancements
Use of 20 MHz and 40 MHz channels (optional in WWISE)
Use of aggresive coding

MAC layer enhancements
Block acknowledgements
Frame aggregation
Bursting
Data compression

802.11 MAC: coordination 
functions

Access to wireless medium controlled by coordination 
functions

Distributed coordination function (DCF)
Contention-based medium access using CSMA/CA
Mandatory in all 802.11 standards

Point coordination function (PCF)
Contention-free medium access (optional)
Restricted to infrastructure networks (access point controls the medium 
access)

Hybrid coordination function (HCF)
Quality of service (QoS) support
Used in 802.11e
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802.11 MAC: interframe spacing

Short interframe space (SIFS)
Used for highest priority transmissions: RTS and CTS, 
acknowledgements, polling

PCF interframe space (PIFS)
Used in the PCF mode
Stations with data to transmit during the contention-free period can start 
transmission after PIFS interval

time

Medium Busy SIFS
PIFS
DIFS

Frame transmissionContention window

802.11 MAC: interframe spacing

DCF interframe space (DIFS)
Minimum medium idle time in the contention based operation
Stations may have immediate access to the medium if it has been idle for 
a period longer than DIFS

Extended interframe space (EIFS)
Variable duration
Used in case of error in frame transmission
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802.11: different interframe 
spaces

28 µs50 µs34 µsDIFS

10 µs10 µs16 µsSIFS

9 µs (if no 802.11b devices are present)

20 µs (if 802.11b devices are present)
20 µs9 µsSlot time ∆

802.11g802.11
b

802.11
a

Revisiting CSMA

Carrier sensing
Prospective sender listens to the medium
If the medium is idle, the sender transmits
If the medium is busy, the sender defers transmission for a certain time 
(aka ”back off”)

Back-off mechanism determined by one of the following 
strategies

Non-persistent CSMA
Persistent CSMA
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CSMA back-off strategies

Non-persistent CSMA
Sender selects a random waiting time from a certain interval [t1, t2]
After waiting, sender senses the channel again and transmits if the 
channel is idle

Persistent CSMA
Sender continues to sense the channel and awaits the end of current 
transmission
Sender then transmits or waits according to a back-off strategy
For example: In p-persistent CSMA, once the channel is idle a 
prospective sender transmitts with probability p and waits for a certain 
backoff period with probability (1 – p)

CSMA in 802.11 (DCF)

Idle channel: transmission

DATA

DIFS

Node senses the 
channel. It is idle!

Node continues to sense 
the channel for a period 
of length DIFS.

Node begins transmission as 
the channel is idle for DIFS

time
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CSMA in 802.11 (DCF)
Busy channel: backoff

Node senses the 
channel. It is busy!

DATA

Node begins transmission 
once the backoff counter 
reaches zero

DATA

Backoff procedure:

• Node sets a backoff counter to a 
random integer chosen from [0, CW]

• If the channel is idle for ∆, the node 
decreases the backoff counter by one

• If the channel is busy, the node 
freezes the counter till the channel 
becomes idle again.

time

DIFS

Node continues to 
sense the channel.

Random backoff 
interval

Slot time ∆

Random backoff 
interval

Slot time ∆

CSMA in 802.11 (DCF) example
Device A

DATA

Device B
(receiver)

Device C

Device D

Time
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CSMA in 802.11 (DCF) example
Device A

DATA

Device B
(receiver)

Device C

Device D

ACK
SIFS

Time

CSMA in 802.11 (DCF) example
Device A

DATA

Device B
(receiver)

Device C

Device D

ACK
SIFS

DIFS

Time



36

CSMA in 802.11 (DCF) example
Device A

DATA

Device B
(receiver)

Device C

Device D

ACK
SIFS

DIFS

DATA

Time

CSMA in 802.11 (DCF) example
Device A

DATA

Device B
(receiver)

Device C

Device D

ACK
SIFS

DIFS

DATA

ACK
SIFS

Time
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CSMA in 802.11 (DCF) example
Device A

DATA

Device B
(receiver)

Device C

Device D

ACK
SIFS

DIFS

DATA

ACK
SIFS

DIFS

Time

CSMA in 802.11 (DCF) example
Device A

DATA

Device B
(receiver)

Device C

Device D

ACK
SIFS

DIFS

DATA

ACK
SIFS

DIFS

DATA

Time
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802.11 backoff or contention 
window

Size limited by the physical layer
Expressed as 2k-1 slots
For example, the DSSS physical layer limits the window size to 1,023 
slots, i.e., kmax = 10 (the minimum window size is 31 slots, i.e., kmin = 5)

The device randomly chooses a value from the set {0, 2k-1}

Once the window reaches its maximum size, it remains there 
until reset to its minimum size

The window is reset following a successful transmission or if the retry 
counter reaches its limit and the frame is discarded

802.11 contention window 
example

. . .

. . .

. . .

. . .

. . .

. . .

DIFS

Time
First retransmission

Second retransmission

Third retransmission

Fourth retransmission

Fifth retransmission

Sixth retransmission

Previous 
transmission

Initial transmission
CW = 31 slots

CW = 63 slots

CW = 127 slots

CW = 255 slots

CW = 511 slots

CW = 1023 slots

CW = 1023 slots

. . .
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CSMA/CA in 802.11 (DCF) 
example

In addition to the physical layer carrier channel assessment 
(CCA), 802.11 uses ”virtual carrier sensing”

Network allocation vector (NAV): contains duration of the planned 
transmission
RTS and CTS messages used to inform other nodes that they should
abstain from transmitting during this time

Device A

RTS

Device B
(receiver) CTS

SIFS

SIFS

DATA

ACK

SIFS DIFS

NAV NAV (RTS)

NAV (CTS)
Contention window

Access to medium deferred

Time

802.11: fragmentation

Length of higher-layer packet exceeds the fragmentation 
threshold (i.e., the maximum transfer unit or MTU)

The frame is fragmented into several fragments for transmission
Frames have the same sequence number but ascending fragment 
numbers to aid in reassembly
Frame control information indicates whether there are more fragments to 
follow
Fragments are transmitted as a fragmentation burst
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802.11: fragmentation burst
Sender

RTS

Receiver

CTS

SIFS

SIFS
Fragment 0

ACK 0

SIFS DIFS

NAV
NAV (RTS)

NAV (CTS)

Contention 
window

Time

SIFS

Fragment 1

SIFS

ACK 1

NAV (Fragment 0)

NAV (ACK 0)

802.11 generic frame format

Frame control
Managment and control information

Duration/ID
NAV

Address 1
Receiver address

Frame
Control

Duration/
ID

Address
1

Address
2

Address
3

Sequence
Control

Address
4 Data CRC

2 2 6 6 6 62 40-2312bytes

Protocol
version Type Subtype To

DS
More
Frag Retry Power

Mgmt
More
Data WEP

2 2 4 1
From

DS

1

Order

bits 1 1 1 1 1 1
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802.11 generic frame format

Address 2
Source address

Address 3
Destination address

Address 4
Used as a transmitter address for wireless distribution system (WDS)

Sequence control
Fragment number + sequence number

Data
Higher layer payload

CRC

The contents of the address fields 
depend on the value in the ”To DS”
and ”From DS” fields

Metropolitan and wide area 
wireless networks

Broadband wireless connectivity (for the last-mile)
Mostly fixed and low mobility
Wireless backbone or mesh networks
IEEE 802.16

Enable connectivity over national, continental or global level
Seamless connectivity at high speed mobility
Relatively low bandwidth (for now, higher bandwidth is expensive)
GSM/UMTS, satellite systems
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802.16: Background

IEEE 802.16 standard (aka 802.16-2001)
Approved in 2001 (published in April 2002)
WirelessMAN™ air interface for wireless metropolitan area networks  
(MANs)

Market potential and usage scenarios
Provide broadband wireless access to businesses and homes
Alternative to wired access technologies like fibre optics, cable and DSL
Cover broad geographical areas at low cost

802.16: Background
Communication between a central base station and a receiver 
installed on a building with exterior antenna

The receiver will connect to individual users through in-building LANs, e.g., 
Ethernet, WiFi, …
Future standards to allow direct communication between base-station and 
user device (e.g., laptop, PDA)
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802.16: Physical layer
Support for multiple frequency bands and hence multiple 
transmission ranges and bandwidth

10 to 66 GHz
802.16-2001
Direct line of sight between transmitter and receiver
Single carrier modulation
Up to 75 Mbps per channel (on both uplink and downlink)

2-11 GHz
802.16a (2001)
No line-of-sight required (better penetration of barriers)
Single and multiple carrier modulation (OFDM)
More flexibility with point-to-multipoint transmissions
Support for mesh deployment

802.16: Enhancements

802.16b
Use of spectrum in the 5 and 6 GHz frequeny range
Enhancements for supporting quality of service (QoS)

802.16c
Details added to 802.16-2001 (10 to 66 GHz)
Encourage more consistent implementation and interoperability

802.16d
Minor enhancements to 802.16a
Creates system profiles for compliance testing

802.16e
Support (e.g., fast handover) for communication between base-station and 
mobile users moving at vehicular speeds
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802.16: Physical layer

Burst single carrier modulation
QPSK
16-QAM
64-QAM

WirelessMAN-OFDM 
256-carrier OFDM
TDMA for multiple access

WirelessMAN-OFDMA
2048-carrier OFDM
Multiple access provided by assigning a set of carriers to each receiver

802.16: Physical layer

Adaptive burst profiles
Transmission parameters such as modulation and FEC settings can be 
modified for each SS on a frame-to-frame basis
Downlink Interval Usage Code (DIUC)
Uplink Interval Usage Code (UIUC)
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802.16: Burst profiles

Radio link control (RLC)
Controls power control, ranging and transition from one burst profile to 
another

Ranging request (RNG-REQ)
Grant per connection (GPC)
Grant per SS (GPSS)

Ranging response (RNG-RSP)

802.16: MAC layer

Connection-oriented
All traffic including inherently connectionless traffic is mapped into a 
connection
Provides ability to map QoS and transmission parameters for every 
connection

• Each connection is associated with a service flow
Connection identifier (CID)
Reserved CIDs for management, broadcasts, …
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802.16: MAC layer

Each SS has a unique 48-bit MAC address
Mainly serves as equipment identifier
Primary addresses used during operation are the CIDs

Upon initialization, SS is assigned three management connections
in each direction

Transfer of short time-critical MAC and radio link control messages
Transfer longer, more delay-tolerant messages, e.g., used for authentication 
and connection set-up
Transfer management related messages, e.g., SNMP, DHCP, TFTP

802.16: QoS support

Unsolicited grant service (UGS)

Real-time polling service (rtPS)

Non-real-time polling service (nrtPS)

Best effort
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Evolution of mobile 
telecommunications systems

1G 2G 3G2.5G

IS-95
cdmaOne

IS-136
TDMA
D-AMPS
GSM
PDC

GPRS

IMT-DS
UTRA FDD / W-CDMA

EDGE

IMT-TC
UTRA TDD / TD-CDMA

cdma2000 1X

1X EV-DV
(3X)

AMPS
NMT

IMT-SC
IS-136HS
UWC-136

IMT-TC
TD-SCDMA

CT0/1

CT2
IMT-FT
DECT

C
D

M
A

TD
M

A
FD

M
A

IMT-MC
cdma2000 1X EV-DO

HSDPA

Cellular subscribers
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System architecture of a cellular 
network

Radio sub-system

MS: Mobile station

BS: Base-station

BSC: Base-station 
controller

Network switching 
sub-system

MSC: Mobile switching 
centre

HLR: Home location 
resgiter

VLR: Vistor location 
register

GMSC: Gateway MSC

BSC
BSC

MSC MSC VLRVLR

GMSC

HLR

Another 
network

Internet

MS MSBS

BS

BSC
BSC

MSC MSC VLRVLR

GMSC

HLR

Another 
network

Internet

MS MSBS

BS

Radio sub-system (radio access 
network)

MSC MSC VLRVLR

GMSC

HLR

Another 
network

Internet

BSC
BSC

Connectivity between mobile stations and base-stations

Radio resource management
Setup, maintenance and release of channels
Call admission control

Micro-mobility management
Call/session handover between base-stations



49

Network and switching sub-
system (core network)

MSC MSC VLRVLR

Gateway 
MSC

HLR

Another 
network

Internet

BSC
BSCConnectivity between radio access networks and other 

infrastructure networks
Mobile switching centre (MSC)

Storage of user data and macro-mobility management
Home location register (HLR)
Visiting location register (VLR)

Service provisioning

Routing call to mobile user

MSC HLR

VLR

GMSC

Public switched 
telephone 

network (PSTN)

BSC

1
MSISDN

2 MSISDN

3
MSRN

MSRN 4

6
TMSI

7
TMSI

8

8
TMSI TMSI

TMSI
9

5
MSRN

BSC

MSISDN: Mobile Subscriber ISDN 
Number

MSRN: Mobile Station Roaming 
Number

TMSI: Temporary Mobile Subscriber 
Identity
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Handover (or handoff)

Transfer of an ongoing call or session from one base-station 
to another

When user moves from coverage of the old base-station into the 
coverage of a new one
Should be transparent to the user
New resources (channel) should be allocated by the new base-station

Proper design of handover algorithm crucial
for seamless mobility

Generally not standardized; up to the 
network operator

BSC

Handover strategies

Controlled by the MSC
Based on the received signal strength indicator (RSSI) at the base-station
∆ = Prhandoff – Prminimum usable

If ∆ is too small, may not allow enough time for handover resulting in a 
dropped call
If ∆ is too large, it may cause unnecessary handovers

Mobile assisted handover (MAHO)
Mobile station makes handover decision based on received signal strength 
of its current base-station and neighboring base-stations
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Handover strategies

Mobile assisted handover (MAHO)
Received power

BSold

Received power
BSnew

MS MS

HO_MARGIN

BSold BSnew

Types of handover

BSC

BSC

Intra BSC 
handover Intra MSC 

handover

BSC

MSC MSC

Inter MSC 
handover

BSC

MSC

Inter technology 
handover, e.g., 
GSM to UMTS
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System design issues
Cell shape

Why hexagonal?

Approximation to simplify 
modeling and analysis

Ideal omni-directional 
isotropic propagation

Real non-isotropic 
propagation

Frequency reuse

Space division multiple access (SDMA)
Efficient use of limited spectrum bandwidth

f4

f5

f1
f3

f2

f6

f7

f3
f2

f4

f5

f1

f4

f5

f1
f3

f2

f6

f7

f3
f2

f4

f5

f1
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Frequency reuse

Cellular system with:
Total number of duplex channels = S
Divided into a group of N cells
k of these channels are allocated to each cell
So, total number of duplex channels can be expressed as

The N cells which collectively use the complete set of available 
frequencies is called a cluster

The factor N is called the cluster size

S = k x N

Frequency reuse

If a cluster is replicated M times, then the total number of 
duplex channels C represents the system capacity and is given 
by

Based on hexagonal geometry, N can only have values which 
satisfy the following equation

where i and j are non-negative integers

C = M x k x N = M x S

N =     + ij + 2i 2j
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Frequency reuse distance 
calculation

Given the total area to be covered, the frequency reuse distance
D is a function of the cluster size (and the cell size)

Co-channel reuse factor is expressed as

f4

f5

f1
f3

f2

f6

f7

f3
f2

f4

f5

f1

f4

f5

f1
f3

f2

f6

f7

f3
f2

f4

f5

f1

D/R =        = Q3N

D

Frequency reuse patterns

f1

f3

f2

f4

f2

f3

f1

f4

f5

f7

f6

f1

f3

f2

f3

f1

f4

f5

f7

f6

f2

f3

f1

f4

f5

f7

f6

f2

f4

f2f4

N = 4 (i = 2, j = 0)

N = 7 (i = 2, j = 1)
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Co-channel interference

If io is the number of co-channel (i.e., using the same 
frequency) interfering cells, then signal-to-interference ratio 
(SIR) is expressed as

If distance D to all interfering cells is equal, then

where n is the path loss exponent

S/I = S / (sum of received power from io
interfering cells)

S/I =               / ion)3N(

System capacity

Trunking (also known as oversubscription)
Accomodate large number of subscribers in a limited radio spectrum
Exploit statistical behavior of users (i.e., not all users are expected to use 
the network simultaneously)

Grade of service (GOS)
Metric to measure performance of a trunked system
Ability of a user to access a trunked system during busiest hours
Expressed in Erlangs (one Erlang is the traffic intensity carried by channel 
that is completely busy, e.g., one call-hour per hour)
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Improving system capacity
Cell splitting

Subdividing a congested cell into smaller cells each with its own base-
station (and corresponding reduction in transmitter power)
Improve utilization of spectrum efficiency

A

B

C

D

E

F

G

F

G

B

C

D

E

F

Improving system capacity

Permanent cell splitting
Pre-determined, e.g., to accomodate increasing user population in a region

Dynamic cell splitting
To accomodate transient heavy loads, e.g., traffic jam due to accident, or 
rush at a football stadium
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Improving system capacity

Sectorization
Base-stations use directional antennas to transmit in a specified sector

1

2
3

1

2
3

1
2

3
4

5

6

1
2

3
4

5

6

120 deg. sectoring 60 deg. sectoring

Network layer support for mobile 
hosts

Enabling communication to and from mobile nodes
Data link layer solutions (handover) are important, but do not provide a 
”global” solution
How to route data to and from mobile nodes?

In infrastructure-based networks (e.g., Internet)...
How to handle end-host mobility? (Routers stay put)

In infrastructure-less networks (e.g., mobile ad-hoc networks)
How to route data when even the routers are moving (!) and the topology 
keeps changing?
What if the connectivity is intermittent?
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Some definitions...

Home link or network (of a host)
Link which has the same network prefix as prefix of the host’s IP address

Foreign link or network
Any link where the network prefix differs from the prefix of the host’s IP 
address

Mobility
Ability of a host to change its point of attachment from one link to another 
while maintaining communications and without change in IP address

Traditional routing

1.0.0.1

2.0.0.1 2.0.0.2
2.0.0.3

3.0.0.1

B: 2.0.0.254
C: 3.0.0.254

A: 1.0.0.254

Dest. Addr. = 2.0.0.3

C3.0.0.0/24

B2.0.0.0/24

A1.0.0.0/24

InterfaceTarget network/Prefix length

Routing table

Router uses routing table to forward 
packets to the appropriate interface

Router
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Traditional routing: mobile host

1.0.0.1

2.0.0.1 2.0.0.2

2.0.0.3
3.0.0.1

B: 2.0.0.254
C: 3.0.0.254

A: 1.0.0.254

Dest. Addr. = 2.0.0.3

C3.0.0.0/24

B2.0.0.0/24

A1.0.0.0/24

InterfaceTarget network/Prefix length

Routing table

Host moving to a 
foreign network is 
unreachable

Router

Dest. Unreachable

Using host-specific routes?

B2.0.0.0/24

C2.0.0.3/32

C3.0.0.0/24

A1.0.0.0/24

InterfaceTarget network/Prefix length

From our previous exampleRouters keep entries of mobile host 
address

Problems!
Change all routing tables to 
forward packets in right direction
Not scalable with number of 
mobile hosts and frequency of 
movement
Potential single point of failure of 
host-specific routes
Security concerns – denial of 
service
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Change IP address of the mobile 
host?

From our previous example

3.0.0.2

3.0.0.1

B: 2.0.0.254
C: 3.0.0.254

A: 1.0.0.254 Router

Change IP address of the mobile host to conform to the network 
address it is attached to

Problems!
TCP and UDP operation based on end-host address – will cause packet 
loss; TCP connection breaks down
DNS updates take long time; mobile host not reachable during this time
Changing IP address allows nomadicity, but not mobility

Mobility management

Really need two addresses...
One address for locating the mobile host
Another address for identifying the communication end-point
This is the basis of Mobile IP

Standard IP uses one address for both
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Terminology

Home network (home link)
Network to which the mobile host (MH) is associated with

Home address
Known IP address for the MH (assigned in the home network)

Care-of-address (COA)
IP address used to locate the host when attached via a foreign network (a 
network other than its home network)

Terminology

Home agent (HA)
Device in the home network that intercepts packets for MH
Registers the location of the MH; tunnels IP datagrams to the COA when 
necessary
Usually the subnet router; otherwise, it intercepts packets by other means 
such as proxy ARP or gratuitous ARP

Foreign agent (FA)
Device in the foreign network to which the MH is currently attached
Forwards the tunneled IP datagrams to the MH; typically the default router 
for the MH

Corresponding node (CN)
A node communicating with the MH
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Basic functions in Mobile IP

Agent discovery
Home agents (HA) and foreign agents (FA) advertise of service
Mobile hosts (MH) can send solicitation to discover if an agent is present

Registration
When roaming, MH registers its care-of-address (COA) with its HA 
(directly or through its FA)
HA updates its location directory

Tunneling
HA tunnels IP datagrams (addressed to the MH) to the COA
IP-in-IP encapsulation used

IP tunneling

IP-in-IP encapsulation

Care-of address COA
IP address of HA

TTL
IP identification

IP-in-IP IP checksum
flags fragment offset

lengthDS (TOS)ver. IHL

IP address of MN
IP address of CN

TTL
IP identification

lay. 4 prot. IP checksum
flags fragment offset

lengthDS (TOS)ver. IHL

TCP/UDP/ ... payload
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IP tunneling

Minimal encapsulation
Optional
Avoids repetition of identical fields
Only applicable for unfragmented frames

care-of address COA
IP address of HA

TTL
IP identification

min. encap. IP checksum
flags fragment offset

lengthDS (TOS)ver. IHL

IP address of MN
original sender IP address (if S=1)

Slay. 4 protoc. IP checksum

TCP/UDP/ ... payload

reserved

Agent discovery
Allows a mobile host to

Determine whether it is currently connected to a home link or foreign link
Detect whenever it moves from one link to another
Obtain COA when connected to a foreign link

Agent advertisements sent out periodically by agents
Extension of the ICMP router adevrtisement message

Agent solicitation message used by MH that cannot wait for the 
next agent advertisement

Extension of the ICMP router solicitation message
In absence of a FA, the MH can use DHCP or manually configured IP 
address called co-located COA
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Registration scenarios

Registration via FA

Direct registration

Arbitrary 
intermediate 
network

HA FA

MH2

4

1
Registration request

3

Registration reply

Arbitrary 
intermediate 
network

HA

MH

2

Registration reply

1
Registration request

Registration scenarios

De-registration
MH de-registers after returning to the home link

Arbitrary 
intermediate 
network

HA

MH

2
De-registration 
reply

1
De-registration 
request
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Authentication
Registration must be authenticated

Use of mobile-home, mobile-foreign and foreign-home authentication 
extension

MH, HA and FA must maintain mobility security association, 
indexed by

Security Parameter Index (SPI)
Home address of the MH

Identificatoin field in the registration request changes with each 
new registration for replay protection

Prevent malicious snooping hosts from replaying request
Identification field in reply based on the identification field in the registration 
request

Mobile IP: Triangle routing

Home network HA

CN

FA

Home address:
1.0.0.2

MH Dest. Addr. = 1.0.0.2

Dest. Addr. = 2.0.0.3 Dest. Addr. = 1.0.0.2

COA: 2.0.0.3

Dest. Addr. = 1.0.0.2

Foreign network
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Mobile IP: Triangle routing is 
inefficient

Can prove inefficient if path is long
Long delays
Poor utilization of resources

Mobile IP: Route optimization

Home network HA

CN

FA

Home address:
1.0.0.2

MH

COA: 2.0.0.3

Dest. Addr. = 1.0.0.2

Foreign network

Binding 
update

Binding cache 
(COA)

Dest. Addr. = 1.0.0.2

1st datagram

2nd datagram
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