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Instructions to candidates: 

• This is a FIVE(5) hour examination. 
• Answer ALL questions in English. 
• The total mark is 100. 

 



Question 1 

(a) Draw the Internet Protocol Stack and name each layer.  [5 pts] 
(b) Explain the principal responsibilities in each of these layers.  [5 pts] 

 

Question 2 

(a) Name three services that TCP provides, but UDP does not provide. [6 pts] 
(b) Give the transport layer protocol and application layer protocol for following 

applications. [4 pts] 
• File transfer 
• E-mail 
• Web documents 
• Video streaming 

 

Question 3 

(a) Explain two ways that a host obtains its IP address. [4 pts] 
(b) The current version of the Internet Protocol (IP) is IPv4. Give two reasons that we need 

to move from IPv4 to IPv6. [6 pts] 

 

Question 4 

(a) Explain the differences between peer-to-peer architecture and client-server architecture. 
[2 pts] 

(b) Draw a diagram for each of the above two network architectures. [4 pts] 
(c) Give an application as example for each of the above architectures. [4 pts] 

 
 

Question 5 

(a) Define the role of a firewall in computer networks. In defining the role of a firewall, you 
should discuss the techniques that a firewall uses at different levels to prevent external 
attacks on the network and control traffic flow through the firewall. [6 pts] 

(b) Draw a diagram that shows where a firewall should be positioned with relation to 
protecting a local network. [4 pts] 



Question 6 

(a) Explain the difference between a symmetric key system and a public key system. [4 pts] 
(b) There are 5 people in a network, named A, B, C, D and E. Each of them can 

communicate with any other person in the network confidentially. For example, A can 
communication with B confidentially. Similarly, A can also communication with C 
confidentially.  

 

 

 

 

 

How many unique keys are required in the system as a whole if symmetric key 
encryption is used? Similarly, how many keys are required if public key system is used? 
[6 pts] 

 

Question 7 

Consider a datagram network using 8-bit host addresses. Suppose a router uses longest prefix 
matching and has the following forwarding table: 

Prefix   Link 
------------------------------ 
0010   A 
001011 B 
001   C 
0011111  D 
1   E 
*   F 
 

(a)  If the incoming IP packet has a destination address of 00101000, which link should be 
used to forward this packet? If the incoming IP packet has a destination address of 
00000000, which link should be used to forward this packet? [6 pts] 

(b) Specify the range of the IP destinations that will be forwarded through link A? [4 pts] 

 

A 

B 

C 

D E 

Confidential 
Communication 



Question 8 
(a) What is the purpose of the middleware? Name one example of middleware used in the 

course. [4 pts] 
(b) What is interface definition language (IDL)? [2 pts] 
(c) Compare programming using sockets API with middleware. What are the advantages and 

disadvantages of each approach? [4 pts] 
 
 

Question 9 
(a) What are the benefits of a distributed file system (DFS) when compared with a file 

system in a centralized system? [4 pts] 
(b) Under which circumstances would a client prefer a location-transparent DFS? Under 

which circumstances would she prefer a location-independent DFS? Discuss the reasons 
for these preferences. [6 pts] 

 

Question 10 
Please choose only one answer in each of the following questions.  

 
(a) Which of the following network is a circuit-switching network? [2 pts] 

(1) APRAnet   (2) Internet   (3) ALOHANet (4) ATM 
 

(b) Which of the following is NOT a TCP congestion control mechanism? [2 pts] 
(1) Additive increase     (2) Slow start 
(3) Available bitrate service (ABR)  (4) Fast recovery 

 
(c) Which of the following term means “association between an object and a name” in 

naming service? [2 pts] 
(1) resolving  (2) binding   (3) nslookup   (4) merging 

 
(d) Which layer does Secure Sockets Layer (SSL) work in the internet protocol stack? [2 pts] 

(1) Application layer (2) Transport layer (3) Network layer  (4) Physical layer 
 

(e) Which of the following standards is defined as the communication protocol in web 
services? [2 pts] 
(1) SOA (2) SOAP (3) UDDI   (4) WSDL 
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