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well as practicing (Linux) network tools and command usage.
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1 About thelab

Objectives
e Understanding of network layers (e.g. application, transpink)
¢ Understanding the role of services offered by each layer

e To gain deeper insight into web transactions using HTTP,thadesulting
network traffic

e Practicing network tools and command usage

Reading instructions

In the reading instructions below, the following abbregias are used to denote
different books.

CN Computer Networking - a top-down approach featuring therhet (3rd and
4th edition) - Kurose, Ross

e HTTP

CN 2.2

Routing
CN 4.1-4.2
e |IPV4

CN 4.4, especially 4.4.1 (datagram format)

Link layer
CN 5.1
MAC and ARP

CN 54

Theoretical and practical questions

There are a number of questions marked with a (T), these epedtfical questions
which do not require you to use your computer.
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Figure 1: The network setup

2 Lab description

General

In this lab you will use a network monitoring program (“seiff) to listen to all
packets that are sent on the wire connected to a certain rieb&od on your ma-
chine. It can be seen as a digital form of microphone thathe#s’ everything that
goes through the wire. Due to the network setup (switchedori) you will only
see packets to and from your computer + broadcast packet.isftyou can not
easily eavesdrop your neighbours traffic in this kind of retwby sniffing from
your computer’s network card.

The network, which in fact is a virtual network, will consist a number of
machines. The computer which is to be seen as the one youtting sit (and
the one which most of the work is done with) is named ‘clieatid is available
through a terminal. Later on during the lab you will also asca machine named
‘webserver’ through another terminal-window. In additie also have access to
a gateway and a nameserver on the network.

The sniffer program, Ethereal, contains a graphical iaterfwhich allows the
client to see the captured packets in a systematic and @tedctvay. The packets
are seen in the order they were captured, and the programatitally parses and
presents them in a tree-view based of the headers in thetpdtle makes it easier
for the client to quickly get an overview of the packets that @aptured.

However, it is important to realize that the packets thatcagtured are really
just chunks of bytes (as presented in the bottom window) tlaidEthereal is just
a tool for presenting the data.



(@ <capture> - Ethereal

File Edit Capture Display Tools

No. . ITime ]Source |Destination |Protocol Ilnfo
zoT = TS TUTY TR T
288 3.144489 192.168.0,254 192.168.0.10 TCP xll > 4618 [HCK] Seq=686063264 Ack=1440147285 1)
289 3,144614 192,1868,0,10 192,168,0,254 11 Requests: AllocColor, SetScreenSaver[Unreassemb
290 3,145337 192,168,0,10 192,168,0,254 H11 Requests: PolyText8, ChangeGC, PolyFillRectangls
291 3,145714 192.168,0,254 192,168.0.10 TCP x11 > 4618 [ACK] Seq=586063264 Ack=1440143105 1)
292 3,146892 192,168,0,10 192,168,0,254 11 Requestsi PolyFillRectangle, PolySegment, PalyS
293 3.186217 192.168.0.254 192.168.0.10 TCP x11 > 4618 [ACK] Seq=586063264 Ack=1440143237 I
294 3,328697 192.168.0,254 192,168.0.10 X1 Replies/events
295 3,330752 192.168,0,254 192,168,0.10 X1 Replies/events
296 3,332246 192,168.0.254 192.168.0.10 X1 Replies/events
297 3,334908 192 168,0, 10 192,168,0,254 H11 Requests. ChangellindowAttributes, ClearArea, Set
2 9 x11 > 4619 [ACK] Seq=531 A 0 I)
299 3,336390 192 168,0, 10 132 168,0,254 H11 Requests: Ehangeldmdnwﬂttmbutes, Clearfrea, Se
300 3,336776 192.168.0,254 192.168.0.10 TCP x11 > 4613 [ACK] Seq=531417241 Ack=1440287720 Il
301 3,409831 192,168,0,254 192,168,0,10 X1 Replies/events

U

302 2,411296 192.168.0,10 192,168.0,254 #11 Requests: ChangellindowAttributes, Clearfrea, Se:
| S| =
Frame 293 (54 on wire, 54 captured)
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Figure 2: Ethereal screen dump

Startup

e Begin the lab by clicking the icon named “Start Snoop lab”"@nbwvo termi-
nal windows will appear on the screen, they are connectdaetoamputers
‘client’ with text in green and ‘webserver’ with text in recespectively.

e Login to the machine ‘client’. Enter the usernamat and passwordiab.
This is the login and password used for all machines in thisDo not log
in to the machine ‘webserver’ yet.

e Start a sniffer program in the ‘client’ terminal. This is dohy entering the
command
et hereal &
in the ‘client’” window.



Stage 1 - Packet examination
Introduction - How to capture packets

¢ In Ethereal: Click the menu-item Capture->Start, seletdrface ethO and
press théOK button. The program will now listen to all packets that anet se
to/from the computer ‘client'Make sure you select the interface ethQ!

e Go back to the ‘client’ terminal, start a web browser by engpr
nozilla &

and go to http://www.genielab.net/ . You will see a new pggeear in your
web browser.

e Wait approximately 20 secondsto make sure you capture all packets before
performing next step.

e Switch back to Ethereal, and press ®ep button to stop collecting data.
Now the upper table should be filled with data. Each row of #imet corre-
sponds to a packet. To see more detailed information abobtpscket mark
the row and look at the middle window. You can click the plumsf+) to
expand a row to see more detailed information. When markiroyvan the
middle window, you will see the corresponding portion of tHEX-dump
highlighted in the bottom window.

Assignment

You now know how to capture packets with ethereal, it is tim@ut that knowl-
edge to use! Visit the web page at http://www.genielaldadet/

You will see a page with two links. Capture data with Etherghlle accessing
pagel. You should use the data from Ethereal to answer thestians:

1.1 (a) Which transport protocol is used for web traffic?

(b) Inwhich IP header field can you get that information?

(c) Which value (number) identifies this transport prot@col




1.2 (a) Which application protocol is used for web traffic?

(b) When your computer receives a TCP/IP packet, how doescitdd to
which application it should send the packet? E.g. to choosethver
your web server or mail server should handle the packet?

To answer question 1.3 it might help you to also capture thifidrfor page2
at www.genielab.net/lab1/ and compare with the capturingagel, you will
have to start another instance of ethereal and capturedfiie fior page2 in
this window. Compare the data in the different etherealdais to find the
answer.

When capturing the traffic for page2, make sure you enterakeeid the field
and press the submit button. Save one of these capturds Filie>Save...),
you will need it for Stage 3, Question 3.2.

1.3 When the web server receives a packet, how does it determtiich operation
to perform?




1.4 Why are there so many packets (other than those thaticd#ita P data) sent
to/from your computer when clicking on a link? Identify thther packets.
Why is it important to wait 20 seconds before ending the aaptas you did
since you carefully read the instructions?

1.5 (T) Draw a picture of a complete HTTP packet (includinchahders, like the
IP header, etc.) and mark where the different headers ardhtaeare located.
Do not draw individual fields in the headers. Draw the packed eectangular
box.



1.6 How much overhead does the entire transfer have for thee/feb1/overhead.html.
Calculate the total size of all packets transferred (alkptscthat you captured),
from Ethernet frame to data. The total packet size can bedfgum the mid-
dle window of Ethereal, by expanding the Frame x (where x isralver). The
payload is considered to be thEfML code that is sent to the client. Present
your calculations and give an answer as a percentage (%).

Stage 2 - Addressresolution at different layers

You will be visiting the link http://www.genielab.net/sea which is a minimalistic
search site (like http://www.google.com/). Search forgsmagith cars using the
search word "cars". You will get a hit list of three entriesckPthe one you like
most and visit that URL (Hint: copy/paste if the address ig)o The URL will be
shown in the field at top of the web browser.

Assignment

2.1 Where is the page located? Answer with the host namet:(Hge informa-
tion from the URL)

2.2 Start a new capture in ethereal and use the DNS (DomaireNgystem) to
resolve the IP address of the host. This is done witthibet command.




2.3 (a) Consult ethereal and determine which transporbpobts used for DNS.

(b) Which number is this transport protocol represented by?

(c) (T) Why do you think this protocol has been chosen?

2.4 Capture the packets in ethereal while retrieving the pagie of your choice
(inside the genielab.net domain). Look at the "Destindtigeid in the Ether-
net frame of a packet sent from the machine ‘client’. Try &mg - n com-
mand, to see the ARP (Address Resolution Protocol) cache.

(HWaddress == MAC address)

(a) Which IP address does the MAC address resolve to? (IgherE).20.10.250
address.)

(b) Look at the IP header of the packet, especially the fielst Addr".
Why do the destination address in the Ethernet Il headercfwhou
resolved to an IP address in (a)) and the IP header differ?




If the ARP cache is empty do the request again, it expires afteuple
of minutes.

(c) (T) Why do the ARP entries expire?

(d) (T) Why are they cached at all?

2.5 In question 2.4 you saw that the packet is not sent dyréatthe destination.
You can confirm this by runningr acer out e www. geni el ab. net ,which
prints the route to the host.

(&) How does the sender decide whether to send a packetlyicgatot?
(Hint: r out e command)
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(b) (T) Why is routing/IP forwarding an important conceptXpkin and
give an example where routing/IP forwarding is necessary.

Stage 3 - The big picture

In this step you will capture packets at the webserver. Thesemver is located on
10.20.0.1.

Login to the webserver (red window) with the clientnanoet and password
lab. Then start a sniffer for capturing data by issuing the conuhed her eal &
in the red ‘webserver” window. Capture data on the interietté®.

Assignment

3.1 Capture data at both ‘webserver’ and ‘client’, while egging a web page.
Compare the data from both computers. For simplicity, chamse packet
(e.g. the first HTTP packet) and compare the same packet arcbotputers.
How do they differ?
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3 Thereport

You should answer all of the questions above. Also make sateybu covered all
subquestions.

You may write in English or in Swedish.

Follow the hand in instructions on the course home page.
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