
Databases are so commonplace that one man has become one of the richest in the world. 
These databases contain every single detail about our lives. Data Mining,the automated extraction 
of hidden predictive information from databases  has been used for years by businesses and analysts 
to help improve profitability, help make forecasts, and predict customer behavior. 

However now it has taken on a new use, trying to stop terrorism. DARPA (Defense Advance 
Research Project Agency) created a project called, Total Information Awareness, previously called 
Terrorism Information Awareness, is a project which is designed to use real time collecting of 
information from banks, credit card companies, airlines, court systems , the IRS and any other 
institution which collects and store information in databases on individuals. This information would 
then be “mined” in order to search for behavior which looks suspicious and could possibly be that 
of a terrorist. The follow is an example of the type of information which would be used:

• What you buy in grocery stores
• Which books you have borrowed
• Which ATM you have used 
• Where the money comes from 
• Where you have used you credit card 
• What web sites you have visited 
• Information on court rulings against you and even parking tickets

What are the ethical implications with the implementation of such a system? This problem 
will be analyzed in the following stages. First by using the Heteronomi-Autonomi method. The 
second analysis will be an Autonom analysis and finally by answering several OLE questions.

Problem owner: Department of Defense
Concrete : Is an database used to check the transactions of citizens a good idea in order to fight 

      terrorism?

Heteronomic Autonomic
Terrorism must be fought at all costs!
Security is the most important issue!
Its not that big of a sacrifice for citizens they 
give up some privacy everyday!

Dogmatic fixations
Its our job to protect this country and its 
citizens!

How can we make sure that the system is not 
misused. 
Will this take our focus away from traditional 
forms  information gathering. 
Could we be going too far in order to catch the 
bad guys. 

Alternatives                                 Parties Involved 



(Safety ) DOD Institutions Individuals
Design system as 
envisioned

-improve chances of 
stopping terrorist 
attacks  

None Possibly keep citizens 
safe from terrorist 
attacks

Alter System to 
take ethical 
concerns into 
consideration

- decrease the chances 
of stopping terrorist 
attacks 

None Possibly keep citizens 
safe from terrorist 
attacks

Don't create system Maintain the status quo 
in regards to stopping 
terrorist attacks – some 
successes some failures 

None Trust  current 
protections against 
terrorism 

Improve current 
system of 
intelligence 
gathering

-improve chances of 
stopping terrorist 
attacks 

None Possibly keep citizens 
safe from terrorist 
attacks

(Integrity  
Violation)

DOD Institutions Individuals

Design system as 
envisioned

Possible backlash from 
public 

Could be forced to 
violate its own policies 
and give out customer 
information

Major violation of 
integrity 

Alter System to 
take ethical 
concerns into 
consideration

Backlash from public Could be forced to 
violate its own policies 
and give out customer 
information

Can insure safeguards 
for personal integrity

Don't create system None None None
Improve current 
intelligence 
gathering 

Support from public Again could be forced 
to do somethings 
against it's own policies 

Current safeguards 
would insure some of 
the current protections 
individuals have



(Cost) DOD Institutions Individuals
Design system as 
envisioned

Enormous cost! May need to update or 
standardize could 
involve some costs

As a taxpayer will 
assume the cost of such 
a system 

Alter System to 
take ethical 
concerns into 
consideration

Could cut down on the 
cost but still substantial 

May need to update or 
standardize could 
involve some costs

As a taxpayer will 
assume the cost of such 
a system

Don't create system  No costs No costs Not costs 
Improve current 
system of 
intelligence 
gathering

Some costs If improvements still 
centered around 
databases could incur 
some costs 

If institutions are 
forced to incur some 
costs could pass those 
on to customers

OLE  Questions:
1. Uppstår etiska problem och konflikter i den verksamhet där IT-SYSTEMET ska användas?

There could be some conflicts but they would be very minimal since this project is part of 
the Depart of Defense and it is a result of the September 11 attacks on the United States, and 
showed our inefficiencies in intelligence gathering, I would assume that all the people 
involved in the system are behind it 100%. Of course there could be some dissenters but 
in such a vertically structured organization there the decisions made from the top down so 
any conflicts would be minimal. There would be no ethical concerns. This is an organization 
that is used to going to war and killing people so the checking of transactions would seem 
like so little of an inconvenience that it probably wouldn't concern the military. 

 

2. Uppstår etiska problem och konflikter p.g.a. IT-SYSTEMET?

Yes, several ethical problems arise as a result of the system. One of the ethical problems is 
how intrusive can the system be on private citizens. If we start to examine every transaction 
made by people is their personal integrity (privacy) being sacrificed at the cost of security. 
This leads to a second ethical problem,  what weighs more personal integrity or security? 
The conflicts would likely arise from the secondary parties, the institutions who's databases 
will be used. Questions like who will pay for this system? How will it work with our 
existing systems and  who will have access to this information? 

3.  Vilka är de som har något intresse av eller blir påverkade av IT-SYSTEMETS 
     utveckling,användning och blotta existens (t ex personer, grupper, organisationer, 
     samhälle, miljö, etc)?

   In this example every person , group , organization would be affected. Every person who 
   uses a credit card or bank , or airlines would be affected by the system. Also society as a 
   whole has an interest  in this system since its supposed to protect us from acts of terrorism. 
  



4. Vad har de för värderingar, intressen, plikter, ställningstaganden och attityder i 
samband med användningen av IT-SYSTEMET? 

5. Vilken effekt kommer IT-SYSTEMETS användning att få på var och en av alla 
värderingar och intressen inblandade i denna situation? Kommer det att 
överensstämma med några värderingar och komma i konflikt med andra? Vilka 
värderingar och hur?

The Department of Defense would have the least amount of conflict of all the 
interested parties because it is such an hierarchal organization. If the leadership is 
behind an idea everybody else falls into line, but that is the nature of the 
organization. It is not meant to be a free thinking organization which is why the 
sort of autonomous thought needed to analyze the ethical implications of some of 
it's programs does not work. 
There could be some internal conflict on the cost of it system but when it's 
government money for the military there always seems to be enough for their pet 
projects. 

6. Vad ska du göra konkret för att säkerställa IT-SYSTEMETS optimala användning när det
gäller etiken? T ex anpassa produktens design, utbilda användarna, förändra organisationen,
informera berörda parter, etc. Hur ska du göra detta? 

The problem the system would be false positives. This is when the system identifies 
someone who is not involved in any terrorist activities. The system works by matching 
patterns with ones know to be used by terrorists. One way to make the system take the 
ethical concerns under consideration and still maintain the effectiveness of the system is 
since system runs automatically looking for these patterns is to constantly update the 
patterns after the system  has made a false positive would minimize the chance of it making 
that same mistake again. 


