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1. Outline 

Trojan horse is one of the most effective ways to inject malicious code into computer system. Millions 

of people have suffered from it and the number of victims is still increasing every day. The Trojan 

horse virus will never disappeared; however we can study and understand it to prevent to be infected. 

In the following, we will discuss what is a Trojan in computer world and history about it; how does it 

work, general protection and give a very popular example in recent years to understand the big harm of 

Trojan, and protection against that certain sort of Trojan horse; at last some comments about our 

reading and learning. 

2. Conception 

The Trojan horse, people usually talk about in recent days is original from a story in Homeric epics. It 

describes that since an ancient city called Tory was besieged by Greeks for ten years; neither Greeks 

nor Trojans seemed to be able to win in Trojans war. One of the Greek kings Odysseus of Ithaca at that 

time, thought an idea to build a very big wooden horse on wheels and hide a bunch of Greek soldiers 

inside the horse. They pretended to give up and go home, but they hid themselves around the corner. 

Afterwards, the Trojans rolled the big horse into the city of Troy. The Greek soldiers keep quite until 

every one inside the city fell asleep. Then they came out and killed all the guards. After converging 

with other soldiers outside the city, they finally conquered Tory and win the battle. 

However, it has further meaning in the modern computer world. In context of computing and software, 

the Trojan horse, as to be known as Trojan, describes a class of computer threats that appear to perform 

a desirable function but in fact performs undisclosed malicious functions that allow unauthorized 

access to the host machine, giving them the ability to save their files on the user’s computer or even 

watch the user’s screen and control the computer (The concept of Trojan horse, quote from Wikipedia . 

To make it easy understand, a Trojan horse is something similar as an unpredictable stealer in our daily 

life. When we leave home and unfortunately forget to unlock the backdoor, the stealer can enter into 

our house directly and take everything valuable away easily without any efforts. A Trojan however, is 

only slightly different from the example. Similarly it can steal files, delete them or even worse control 

victim’s computer and destroy it, but the victim may not be aware of the whole process even they are 

sitting in front of screen and working with other programs. 

3. History 

The history of Trojan horse virus is not long. It has only been a short period of time around two 

decades. PC-Writer Trojan is the first Trojan horse and it is appeared in 1986. It can be a representation 

of first generation Trojan horse. They usually pretended to be an authorized program, and intrude into 

users’ computers, but can not be transmitted. PC-Writer Trojan pretended to be version 2.72 shareware 



word processor, once the user launched and believed it; he started the PC-Writer Trojan. The Trojan 

would format the hard drive and delete all data stored in the computer. In fact, Quicksoft never 

published PC-Writer 2.72. 

AIDS, also known as Aids info Disk or PC Cyborg Trojan is a typical second generation Trojan horse 

virus. It is a physical disk which was posted by the author of the Trojan to the innocent people. To call 

it AIDS, because certain information about price of HIV medicines and prevention measures is stored 

in that disk. When the receiver opens the file to read the information, the Trojan is successfully 

installed. It does not design for destroying the whole system, but only replacing the AUTOEXEC.BAT 

file, and begin to count the number of times the computer boots. Once it goes beyond 90, The Trojan 

will hide dietaries and encrypt all the file names on drive C. Then user is asked to renew the license and 

contact PC Cyborg Corporation for payment. Compare with the first generation Trojan horse, the 

second generation can be transmitted although through an old traditional way: mailing. 

The third generation Trojan horse virus is improving based on both the first and second generation 

Trojan horse. In addition, it possesses some new characteristics. As TCP/IP protocol technology is 

commonly used and networked operating systems are widely adopted, “backdoor” attacks appeared 

through the internet and that is a new character of Trojan horse. Malicious remote access is allowed. 

Through it, the attacker can collect any personal secrets from the victim computer and even manipulate 

the victim to attack others. Keystroke remembering is another new character. The Trojan is able to 

record any key typing form the infected computers and send all the records in a log file. Hence the 

victim user may not have secrets any more. Moreover, New Trojan horse virus is harder to detect, 

because it runs behind the system and consumes little memory. 

4. Mechanism 

Almost all Trojan applications nowadays are third generation Trojans that establish connections 

remotely between attackers and victims and give attackers controls of the victims’ computer. The 

mechanism of these Trojan applications can be briefly described as a “client/server” approach. The 

server part of a Trojan application is a payload delivered by an attacker that runs on victim’s machine. 

And the client part is a controller used by the attacker to remotely control victim’s machine. Note that 

as a Trojan has the same client/server mechanism as other client/server applications like HTTP services 

except that the existence of client and server of a HTTP service is always known by the user, while 

client and server of a Trojan is always hidden from the user who is also the victim. 

Although simple the basic mechanism is, there are a set of questions remain to be answered. How can 

the server part of a Trojan be delivered to a victim’s machine? How to can the Trojan server get started 

on a victim’s machine? And how can the Trojan server hide when running? The answers to the 

questions are different among different Trojans applications. 

First look at the first question. A Trojan server can be delivered through different media: 

 E-mail: E-mail is the most commonly used delivery method. Trojans are sent in the attachments of 

E-mails. 



 Unsafe website: There are many unsafe websites on the internet. Files downloaded from such 

places should always be accepted with high suspicion. 

 Newsgroups and BBS: Newsgroups and BBS are also good places to spread Trojans. Trojans are 

posted with file attachments disguised by some attractive titles. 

 File sharing among friends: This is also a very common way of spreading Trojans. People are 

usually unaware that their files have been affected by Trojans. And this kind of spreading is 

difficult to protect. 

Of course, there are many other ways to deliver Trojans. However, a bigger problem to the attackers is 

how to get the Trojan servers run on the victim’s machine. 

 Changing name: Disguise is a must for a Trojan application to lure a victim to click on it. Nobody 

will run an application called “trojan.exe” anyway. Trojan servers are always portent to be 

something else, most commonly text files or pictures. For example, a Trojan can be disguised as 

“*.jpg.exe”. Since in Windows system, file type extensions are hidden by default, the file name is 

displayed as “*.jpg” instead. An inexperienced windows user might easily believe that it is a 

picture. 

 Binding with other applications: A more advanced approach is binding Trojan code with some 

“safe” applications. There are utility programs available that can combine a Trojan server with a 

“legitimate” executable file. There are no much difference between the original application and 

the polluted one, except that the file size is slightly different. If a user runs the polluted 

application, the application will act exactly as normal. But the Trojan code will also execute 

without notice and open a backdoor to the remote attacker. 

 Software flaws: Modern software is designed to be more and more intelligent. They also bring a 

lot of system flaws. For example, a piece of scripting language code downloaded from a 

dangerous website might run a Trojan secretly. 

 Attaching to system auto run: After being successfully installed, Trojans servers also want to 

survive system rebooting. This is usually done by modifying system startup configuration (e.g. 

win.ini, system.ini, system register under Windows) so that the Trojan servers can startup along 

with the operating system. Some Trojan servers even embedded themselves in system processes 

such as “explore.exe”. Through this way, it is not only guaranteed that the Trojan will run every 

time system startup but also the risk of being discovered is reduced. 

Many efforts are made by Trojan writer to keep Trojan servers on victims’ machines from being 

detected.  

 Setting program properties: Some operating system allows programmers to set different properties 

of their programs. Trojan programmer can make the program running on in background by setting 

certain properties. For example, a Trojan programmer can hide a Trojan from windows taskbar by 



setting the “Visible” and “ShowInTaskBar” property of the Trojan’s form to “False”.  

 Disguising as system services: System services usually have the privilege that they can get trust 

from the system or system users very easily. Taking advantage of that, Trojans are usually 

disguised as system services to avoid some regular checking.  

 Large port number: Most modern Trojans have Trojan servers listen on certain ports to 

communicate with clients. Most Trojans are tend to choose port numbers larger than 1000, 

because ports less than 1000 are widely used by regular applications. A Trojan with large port 

number is less likely to have collide with other applications, and thus less likely to be noticed.  

 Modifying system drivers and Dynamic Link Libraries (DLLs): Most recent kind of Trojans uses 

this technology and embeds themselves into system drivers and DLLs. This new mechanism 

creates no new file, opens no new port and starts no new process. So it is very difficult to detect 

such kind of Trojans. 

Mechanisms of Trojan are varying from each other. Common knowledge of how Trojan works is 

helpful to detect and protect Trojan. 

5. Protections 

Although not necessary do some harm, a Trojan is definitely a security risk to your system. There are 

some general protections that can help protect against Trojans. 

The best protection is prevention. Good behaviors will always help to prevent a user from potential 

threats. The following points are the most important ones. 

 Do not open unsolicited attachments in email messages.  

 Do not follow unsolicited links.  

 Maintain updated anti-virus software.  

 Use an Internet firewall.  

 Backup your important files.   

Although these points are simple and obvious to even an inexperienced user, it is not the case that 

everyone follows it. Most of the victims pay their lessons for ignoring one or many of the points. 

Another aspect of Trojan protection is Trojan detection. Most form of Trojan detection is based on 

techniques sometime referred to as object reconciliation. This technique is mainly against the kind of 

Trojans that embedded in applications, system files and drivers.  



The basic mechanism of object reconciliation is comparing certain objects such as files and directories 

against themselves at some earlier time. If the two is differ, and no change has been made by user or 

operating system, there is possibility of Trojan existence. Comparison of either last-modified-time or 

file size can be performed to this task. However, there is still possibility that an attacker can fake these 

data. A more secure way for the integrity checking is using hashed checksum mechanism such as MD5. 

6. Ice River Trojan – A case study 

Ice River is the one of the most famous Trojan horse in China, Millions of computers with Windows 

operation system in China used to be infected by it. Right now Ice River and its mutations still exist in 

over 400000 computers in China. It is the Trojan horse that infects most computers of China. 

6.1. Functionality 

Ice River is mainly used for remote control, its functions includes: 

1. Automatic tracking changes in the target screen, and at the same time it can completely simulated 

keyboard and mouse input, that is when synchronizing the changing of target screen, all the 

keyboard and mouse operations of controller will be reflected on target screen (LAN applicable); 

2. Recording password information: including the boot password, screensaver password, all kinds of 

shared resources password and the majority of passwords which used to appear in the dialog box; 

3. Obtaining system information: including such as computer name, current user, system path, 

operating system version, physical and logical disk information and so on; 

4. Restricting system functions: including such as remote shutdown, remote restart your computer, 

lock mouse, lock system registry, lock system hot-key and so on; 

5. Remote file operations: including such as creating, uploading, downloading, copying, deleting 

files or directories, file compression, fast browsing a text file, remote open a file and so on; 

6. Registry operations: including such as the browsing, adding, deleting, copying, rename of primary 

key, modifying key assignments and so on; 

7. Sending information: sending short information to target computer; 

8. P2P communication: Online chat with target computer in chat room style. 

6.2.  How it works? 

The server program of Ice River is G-server.exe, the client program of it is G-client.exe, and the default 

connecting port is 7626. The server program is actually this Trojan horse itself, and if it runs on target 

computer, target computer can be controlled by someone who has the client on his computer. The 



server program will generate kernel32.exe and sysexplr.exe under C:\Windows\system directory and 

delete itself after it runs.Kernel32.exe automatic runs when system start, sysexplr.exe associates with 

the txt file. Even though the kernel32.exe is deleted but the sysexplr.exe is not deleted, when you open 

txt file, sysexplr.exe will be activated and then generate kernel32.exe again. 

When the kernel32.exe is running on a computer, default port will be opened to listen client request, if 

a client sends connect request to this computer, corresponding programs will automatic run and answer 

this request. Then the client obtains full control of this computer. 

6.3. How it hide itself? 

Ice River is an illegal network service program, so it tried its best to hide itself. 

1. Hiding itself in the taskbar: Setting the visible attribute of “form” to “False”, “ShowInTaskBar” 

attribute to “False”, and then program will not appear in the taskbar. 

2. Hiding itself in the task manager: Setting the program as system service, so that this horse could 

easily pretend to be Bill Gate’s own army (“Hi, Windows, we are family, don’t tell others where I 

hide”). This function can be realized by following code: 

*/declaration*/ 

Public Declare Function RegisterServiceProcess Lib "kernel32" (ByVal ProcessID As Long,  

 

ByVal ServiceFlags As Long) As Long 

Public Declare Function GetCurrentProcessId Lib "kernel32" () As Long 

*/Register and cancel system service*/ 

Private Sub Form_Load() 

RegisterServiceProcess GetCurrentProcessId, 1 (Register system service) 

End Sub; 

Private Sub Form_Unload() 

RegisterServiceProcess GetCurrentProcessId, 0 (Cancel system service) 

End Sub; 

3. Auto start: Windows supports some kinds of methods that could automatically load applications 



when system starts: such as start group, win.ini, system.ini, registry and so on. All of them are 

good places to hide Trojans. Ice River adopts various ways to ensure that the system cannot get 

rid of it. First, Ice River will add key assignments “\kernel32.exe (system dir)” in 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run and Runservices, 

so that it will auto start when the windows stars. And just as mentioned before, if the sysexplr.exe 

doesn’t be deleted, even though you delete the key assignments from registry, the key assignments 

will be added again, after you open a text file.  

4. Port: The default port of Ice River is 7626, but it can also use other port. Normally it can use the 

port which port number is between 1000 and 65535, because port under 1000 is for common use. 

Taking possession of these ports would, probably, cause system exception, and then the Trojans 

might be discovered. 

6.4. How to clean it? 

Deal with common Ice River server: 

1. Delete or Rename Kernel32.exe and Sysexplr.exe from C:\windows\system; 

2. Make backup for the registry; 

3. Delete the key assignment--C:\windows\system32\Kernel32.exe from the registry item: 

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run and Runservices; 

4. Finally modify the default value of HKEY_CLASSES_ROOT\txtfile\shell\open\command, from 

C:\windows\system\Sysexplr.exe 1% to C:\windows\notepad.exe 1%, that means to recover the 

TXT file associating function. This step must be done, otherwise your TXT file cannot open then.  

Deal with Ice River server with name changed by attacker: 

1. At first, check the key assignment of HKEY_CLASS_TOOT\txtfile\shell\open\command, for 

example: C:\WINDOWS\SYSTEM\CX.EXE 1%. Then remember CX, and check 

HKEY_LOCAL_MACHINE\software\Microsoft\Windows\CurrentVersion\Run and 

HKEY_LOCAL_MACHINE\software\Microsoft\Windows\CurrentVersion\RunServervices, if 

CX is found in them, basically the CY.exe should be the Ice River Trojan. To make sure, you’d 

better check how big the file is. 

2. Then the Ice River can be handled as handling common Ice River; 

3. There is one more thing should be noticed: More than 1 Ice River might exist in the system, if 

some other files look quite similar to CX.exe, check operation should be down very carefully, and 

try to handle them.   

Most simple way: Format your disk and reinstall your windows. 



7. Conclusion 

Trojan is one of the major security threats to our machines. Trojan applications such as Ice River have 

become more and more intelligent. Modern Trojans develop new technologies and take advantage of 

new system flaws, which make it more and more difficult to detect and clean. However, there are still 

ways to protect our machines from Trojans. Keeping good behaviors of using our system is the most 

simple but efficient way to prevent Trojans. 
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