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Abstract

In the light of the experiences from real-world sensor nekneployments we are
faced with the problem of accessing sensor networks. Semtaorks are made up of
several sensor nodes using wireless communication to caricate. Due to the het-
erogeneity of sensor network implementations existingeasanethods are uniquely
tailored to fit a particular sensor network deployment. Dgrihis thesis work an ac-
cess architecture named Janus has been designed and imgdmianus is designed
to set a standard for providing uniform access to sensorar&ty Janus offers a high
degree of flexibility through on-demand dynamic negotiatid services and can be
shown to support existing access techniques. Janus alacasepthe access services
from the sensor network implementation allowing for easgrapes and extensions. A
prototype of Janus was also implemented to show the feigitiithe design. The pro-
totype implementation has been successfully tested wittmple command line client
connected to a sensor network made up of sensor nodes dedelbpreie Universitat
in Berlin.
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Chapter 1

Introduction

Sensor networks are an active field of research and theiicapipins can be found
in many different areas, such as environmental, habitati@ndsion monitoring. A
sensor network can be defined as a network made up of nodes wait monitor
their surroundings (e.g., sound, temperature or motior) etsing on-board hardware
sensors. Typically a sensor network is deployed using smatéless sensor nodes
which communicate using radio. The main advantage of hatiegensor nodes form
a network is that it is then possible to acquire their sensad @ithout physically
having to access all of the individual nodes. Instead a sertwork relies on a special
type of node called the sink. The sink acts as an access poihetsensor network.
The most common approach to make that sensed data avadabléave the sensor
nodes report their data to the sink which in turn delivere & passive external service,
such as a database. Having a sensor network run in compiation severely limits
its usefulness.

Real-world implementations of sensor networks enforcg ttlotion as they are of-
ten located in harsh or remote locations. This can makeficdif to access and maybe
even find the nodes after deployment. Being able to retrief@ration from within
the sensor network without physical access is particulasful if the sensors are used
to monitor animal habitats [16], trapped under a thick laykice during a large por-
tion of the year [17] or used for monitoring intrusion in emauildings [9]. In the
case of habitat monitoring the researchers obviously devaat to interfere more than
absolutely necessary since it could potentially ruin thesults. An example of this is
the Great Duck Island habitat monitoring network [16]. I thords of Mainwaring et
al.:

“Although personnel may be on site for a few months each suntire
goal is zero on-site presence for maintenance and adnatigsirduring
the field season, except for installation and removal of sdde

In order for a sensor network to be useful, real-world depients have shown the
need of external access mechanisms. After deploymentliasr® be a way to actively
monitor and query the status of the sensor network to cofleetdata sensed by the
network. Providing an external access mechanism to theos@aeswork is therefore
crucial to the operation of the network.
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1.1 Problem description

In the light of the experiences from real-world sensor nekneployments we are
faced with the problem of accessing sensor networks. Seretarorks are typically

very low on resources such as memory, processing powerggmerd connectivity.

This results in a wide range of implementations and comnatign standards in an
attempt to maximize the efficiency of each sensor networkeilBal communication

is handled by a sink node, which implements application ifippesupport to interact

with an external client. Due to the heterogeneity of senstwarks all existing access
methods are to some extent uniquely tailored to fit a padicsgnsor network deploy-
ment. This means that itis difficult to use existing work toilitate the implementation
of new work. For every new type of sensor network we deploywwald have to come
up with a new solution. This can be very time consuming. Ouyadtlgesis is that these
methods can be replaced by a general access architecturh isHlexible enough to
be used together with any existing and future sensor network

1.2 Goals and methods

The main goal behind this thesis was to design an archieétuprovide general and
flexible access to sensor networks. The design should béléesmough to encompass
existing access solutions and extensible enough to wotk fuiure ones. To reach
this goal the existing solutions had to be studied and etedua order to identify
the important features required in a new design. Althougs difficult to perform a
full evaluation of such a design, a prototype implementatian be used to show the
feasibility of the solution. Thus when the evaluation wassfied and the design was
complete a prototype was implemented to test the design.

The work has been carried out in an experimental fashionialrideas were dis-
cussed to give an understanding of their soundness. Thess itiat were found to
be sound were implemented and tested to see if they shouldvbstigated further.
Successfully implemented ideas were then refined and fudibeussed.

1.3 Thesis Structure

Chapter 2 describes the technical background of the thesik. \Whis includes previ-
ous solutions to the problem of accessing sensor netwdr&sntroduction of a sensor
network scenario to be referenced throughout the thesisdrikef description of the
network architecture which inspired our proposed solutidrdescription of our pro-
posed access architecture and its signalling mechanisiosvéoin Chapter 3. The
prototype implementation is presented in Chapter 4. Chgi@nd 6 discuss the re-
sults of the implementation and possible future work. Caaptconcludes the thesis.



Chapter 2

Background

This chapter begins with the introduction of a typical semstwork scenario in which

the sensors has been deployed for habitat monitoring. Fhie have an example
sensor network for the reader to relate to and we will coritaurefer to this scenario
in Chapter 3. Section 2.2 lists the design requirements hvhieve been collected
while evaluating previous solutions to the problem of ast®&ssensor networks. Our
proposed architecture relies upon some of the conceptdapmatin the SelNet [11]

project. We therefore conclude this chapter with Secti@d2scribing what SelNet is.

2.1 Sensor network scenario

A real-world example of a sensor network deployment is theaGbuck Island [16]
as mentioned in the introduction. A wireless sensor netweak deployed on an is-
land to monitor the microclimates in and around nestingdosrused by a rare colony
of birds. Their main goal, in which they succeeded, was taignon-intrusive and
non-disruptive monitoring of sensitive wildlife and hadig. In order to have a com-
mon example which we can relate to throughout this thesis ave ldecided to use a
similar habitat monitoring network as our sensor networdnsrio. We have chosen
this scenario because the Great Duck Island is a well-knowamele of a successful
sensor network deployment. It also illustrates some of thestions researchers would
like to ask the sensor network.
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Figure 2.1: Sensors monitoring wildlife on a remote island.
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In our scenario we want to monitor a rare colony of birds ledadn some remote,
Atlantic island depicted in Figure 2.1. Our example islara three different terrain
types: the beach, the field and the forest. The birds are dpetover the island
and inhabit all three terrain types with varying density.ckE&ensor node has a mi-
crocontroller, a low-power radio, memory and is powered bytdries. To monitor
their surroundings they have sensors for temperature, ditynbarometric pressure
and infrared for motion detection. Researchers would batéatoutside the island and
connect to the sensor network to discover the state of theoseria a network.

In this habitat monitoring scenario typical questions tegsarchers would like to
be able to ask to the sensor network may be:

e What is the temperature at a particular sensor right now?
e Whatis the logged barometric pressure of a particular gemssr the last week?
e Which of the sensors on the beach are detecting movement?

e What has been the average level of humidity in the forestfeipast month?

The sensor nodes in Figure 2.1 have been placed on the istandhe areas where
the birds typically nest. One of the nodes acts as a sink andd®es the sensor network
with external communication capabilities. This node wéllsed by the researchers to
pose questions to the sensor network and by the nodes ta grtain events to the
researchers. We will leave the example sensor network soefioa now, but we will
return to the scenario and these questions when discussrigdtures of our proposed
design in Section 3.2.

2.2 Previous solutions

Faced with this challenge of accessing sensor networks enargc way we will have
to study existing solutions to identify the important feasirequired for the successful
design of a general access architecture. In the followintjae we will present some
of these solutions and evaluate them. A sensor network isalp accessed through
a special node called the sink. The sink node acts as thesapoé# to the sensor
network and a sensor network can have one or more sinks. Atianed in Chapter 1
the most common approach is to have the sink gather data fremther sensor nodes
and report it to an external service. The existing solutionsrovide external access to
a sensor network can be divided into two categories:

e Event-driven accesselies on data to be propagated to the outside of the network
to be collected when a specific event occurs.

e On-demand accesselies on a gateway which makes it is possible to access the
sensor network directly and send queries to individual sode

2.2.1 Event-driven access

The easiest way to provide access to the sensed data of a semsork is to have

the nodes report their data to an external location. Mosloyep wireless sensor net-
works [3,9, 16] have implemented this type of event-driveamitoring. The basic idea
is that you have a sink inside the sensor network which canrbgrammed to react
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to events inside the network. At a given time interval or wkertain preprogrammed
events occur, data is propagated through the sensor netmarkollected at the sink.
The sink can either log the data for later processing, orstrahthe data to a con-
nected external entity. The external entity would run aisentypically some database
interface, which would allow the data to be accessed viaaorét

All event-driven access approaches require a decision tméde in regards to
which data is interesting and at which intervals they shdddreported before the
sensor network is deployed. After the point of deploymeet ¢iiternal service will
passively collect the data generated inside the networls pbssible to improve the
performance of the event-driven approaches by having égarted frequently or by
programming the nodes with thresholds to immediately repentain events. The ma-
jor weakness lies in the inability to pose direct queriesrtieriesting nodes or areas
within the network.

2.2.2 On-demand access

The on-demand access approaches provide a more advanedddatto the sensor
network, since it allows direct access to query the sensodesoUsing this on-demand
approach it is possible to mark certain nodes of the netwasksiore interesting than
others and decide to poll them more frequently.

Plutarch [5] is a network architecture for bridging dispgaraetworking contexts to
form a cohesive network. A context is a group of network eleta¢hat share naming,
addressing, routing and transport protocol. Contexts adged by the use of intersti-
tial functions (IFs) which are inserted between contexts&p between them. In this
sense Plutarch could be used to bridge an Internet type retwvith a sensor network,
but this has not been implemented yet.

Delay Tolerant Networking (DTN) [10] is a network architect that is designed
for environments with intermittent connectivity, scheellitransmissions, and possibly
very long propagation delays. DTN provides an overlygogvergence layeabstrac-
tion which allows DTN to be run on top of both TCP/IP and a senstwork protocol.
DTN have been used to connect sensor networks to the In{@irst insertinga DTN
gateway at the interconnection point.

Both Plutarch and DTN offer a solution in which we can insareges into the
sensor network by constructing packets that adhere to tteqwl defined by the sen-
sor network. These packets can then be injected into theseeswork which will
respond via the gateway. These solutions require the ctingedient to have intimate
knowledge of the sensor network implementation and the Wagénsor nodes can be
accessed. Because of this it can be very time-consumingtida support for another
sensor network type.

Buonadonna et al. [4] have developed the Sensor Networkidqge (SNA). The
SNA is a special purpose gateway running Linux. It has a rasddlule that is used
to communicate with the wireless sensors, an Ethernet atione as well as support
for satellite or cellular connectivity. To offer remote &ss for the sensor network the
SNA runs an ODBC-compliant database management systermad@ &P server.

The SNA offers a very useful solution, as it provides muétipervices and a way
to access the sensor network without the requirement ahatt knowledge of the
sensor network implementation. However, by implementirggdatabase management
system and the HTTP server at the gateway they have made oatidifis and upgrades
to the interface difficult. The motivation behind upgradeswdifications might be to
roll in security patches or to change the way the network ésented by the interface.
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Since the gateway is deployed together with the sensor mettwsuffers from the same
limitations in regards to physical access.

SNMP [13] provides a standard interface for accessing th@nees of the network.
However the expressiveness of SNMP is a concern. It provdges / set operation for
a Management Information Base (MIB). This provides theigtfibr both event-driven
and on-demand types of queries and responses from the setaark. However, it is
not straightforward to send specialized queries into tinesenetwork from outside the
sensor network. With SNMP, we are limited by what informatand events that are
defined in our MIB at the time of deployment. SNMP could pathyt be useful for
guerying a sensor network if we could make the assumptiarthigegateway node to
the sensor network will never be a sensor network node itSafice SNMP uses ASN.1
for representation it is not suitable for implementatiors@verly memory-constrained
devices.

Similar concerns about implementation in constrainedremvhents apply to ex-
isting RPC-style systems such as SUNRPC [12], Java RMI [CBIRBA [22] and
WSDL [21]. The representation systems used such as XDR or Xbdte not de-
signed for devices which are extremely memory-constragweth as sensor network
nodes. We must be mindful of the resources consumption dbttis that we choose.

2.2.3 Design requirements

During the study of the existing solutions the followingehrfeatures have been iden-
tified as important issues when designing an external aeecebgecture:

e Flexibility : The signalling has to be flexible in order to encompass batinte
driven and on-demand access approaches and support niegofa offered
sensor network capabilities.

e Modularity : The architecture needs interchangeable modules to akveral
sensor network types and access technologies to be sugporte

e Extensibility: It should be possible to allow new and upgraded accesscestvi
after deployment of a sensor network.

All three features are part of addressing the goal to achaegeneral and flexible
access architecture for sensor networks.

First the signalling mechanism has to be flexible in orderupp®rt both event-
driven and on-demand access approaches. Event-drivenaghas are useful to ag-
gregate data over time, to react to programmed thresholegeotts and to collect data
at an external point. On-demand approaches make it pogsiltenitor the sensor
network in a direct way, select which nodes are interestingrga certain context, and
to direct queries to nodes and areas in the network. Secansighalling mechanism
should also allow for dynamic negotiation of the offeredsmmetwork capabilities.
By supporting this we gain two things: We can expand the fonetity of the sensor
network without changing the access method, and we have aavegplement ac-
cess control allowing for varying degrees of control ovex tretwork. Therefore the
flexibility of the signalling is imperative for a successfdlution to our problem.

The next issue is the modularity of the access architecBeeause of the hetero-
geneous nature of existing sensor network implementatioodgularity in the imple-
mentation is important if we want to be able to use the samesacarchitecture for all
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network types. Having interchangeable modules for senstwark access and func-
tionality makes it possible to add support for new sensowaek types and hardware
without affecting other parts of the architecture.

In order to extend the longevity and usefulness of a sendwrank deployment,
we also see the need of extensibility. Upon original desighdeployment of a sensor
network it might be hard to foresee what the future needsheillWe might want to add
support for new access services. Also we might want to upgtiae access services
due to be able to roll in security patches or fix bugs.

2.3 SelNet

Our proposed access architecture has its roots in SelNet,chiitecture developed in
the Communications Research group of Uppsala Universitythis section describes
SelNet to give an explanation to some of its properties.

SelNet is an architecture that aims to create an abstrdetyen that provides basic
demultiplexing services over a network. The architectaseits this extra functional-
ity between the network and link layer in the IP stack. Selbiglds a virtual network
on level 2.5 which handles routing in a way invisible to theeplayers. The nodes
in SelNet are addressed using labels cafletkctors’. An incoming packet is sent to
the appropriate packet processing function based on tleetsel The selector label
is opaque and unique in the local context only, but there ipexial selector value
which is common to all SelNet nodes. This special selectdefined to receive and
process XRP (eXtensible Resolution Protocol) messages? XRised for SelNet'’s
control messages and provides an interface to access afigurernther nodes. Sel-
Net’s packet format is called SAPF (Simple Active Packetnfat).

An example of an existing application that uses the conagfptise SelNet archi-
tecture is LUNAR (Lightweight Underlay Network Ad-Hoc Rayg) [19], which is an
ad-hoc routing protocol and uses it to tell neighbors howotae traffic to the destina-
tion.

23.1 XRP

The eXtensible Resolution Protocol (XRP) is SelNet’s forifieet control messages.
These control messages are used for resolution requestelies, because selectors
have to be negotiated before any of the packet processirajiduns can be accessed.
The name has its roots in this mandatoegolutionstep. An example taken from
LUNAR is when we want to resolve an IP address to a multihop platough the
network. SelNet would then set up the necessary state inotda hode and in the
network, and return a label in the form of a selector valughinnext step we can use
this selector to send packets via the negotiated path.

Figure 2.2 shows the structure of the XRP packet format. TR® Xeader is four
bytes long and begins with an XRP command. In the most singaragio the XRP
command is either a request or a reply. The rest of the headgaios the Time To
Live (TTL) which is used to limit the spread of messages intleévork. The final
part of the header is reserved for future use. The XRP comrhaader is followed by
one or many XRP command parameters. The parameters can aeaifle length and
their semantics is given bya@assfield, which names the parameter, andass-type

1Hence the name SelNet from “Selector Network”.
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0 15 23 31

XRP command TTL Reserved | } 4-Byte Header
Length (bytes) Class Class-type
Contents of Parameter 1
First
Parametels
Optional
: : : Parameters
Length (bytes) Class Class-type
Contents of Parameter N
N:th
Parameteﬁ
0x0000 } EOM

Figure 2.2: The XRP packet format.

which defines the parameter’s data type. XRP parameterspg@aaanywhere inside
the parameter block, thus are not bound to a specific posifiarull object closes the
parameter list, making XRP a self-delimiting packet format

To send an XRP command to a remote host the sender must fiete @eeply-
channel. This is done by installing a reply function and ladggit with a new selector.
This selector value is appended to the XRP command to bentitted and used by
the receiving host to direct the reply. When an XRP commanddsived it is inter-
preted and executed on the receiving host. It can there®nesbkd to trigger remote
functionality through the use of specialized packet preiregsfunctions.

2.3.2 SAPF

The Simple Active Packet Format (SAPF) is SelNet's packentd. It is used inde-
pendent of which kind of packet we want to send through theowt.

The packet format relates to SelNet's simple demultiplg»philosophy and only
carries a selector identify its destination and a data @ad/loThe data payload could
either be any XRP command (eg. requests, replies) or pusatigdtic. As can be seen
in Figure 2.3 the SAPF selector has a fixed length of 64 bitstaedlata payload has
variable length. This means that SAPF packets have to bepsuleded in a protocol
which contains information about packet lenght, such asrIBtleernet. All selectors
are located in a local SAPF hash table so they can be lookediaklyg The selectors
in the SAPF table can be redirected to another selector ditzack packet processing
function along with the data payload as argument.
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0 31 63

64 bit selector

Data payload

Figure 2.3: The SAPF packet format.

2.3.3 SelNetin action

In a simple example of packet forwarding XRP would be usedsnlve the address
of the destination end point. When the resolution processptetes, there is a SAPF
path between the two end points. This path can then be usddrfearding packets
beneath the IP layer. One of the key design decisions of théeSapproach is to
separate the control and data planes of the IP header sohthaontrol plane can
be controlled and manipulated separately to forwardinge ftmctionality from the
IP header (e.g., identifying communicating end points) teaasfered into the XRP
resolution protocol where it can be extended and manageds I&8aves the task of
generic packet forwarding to simple label-switching.

The simplest form of resolution that SelNet can perform ighe style of ARP
where a node wishes to resolve an IP address to an Ethernetsadd/Ve can see a
diagram of this event in Figure 2.4. The diagram also shoeptsition of SelNet as a
virtualized link layer in relation to the other layers of theptocol stack. When SelNet
Node A wants to start sending packages to Node B it startsdiyirig up the receiving
host via an XRP request similar to a DNS lookup. This requasti§ies:

1. The type of address that node A wishes to resolve (e.gR adldiress)

2. What it wishes the address to be resolved into (e.g., agridhaddress)

Before Node A sends out it's lookup request, it installs action to handle the
reply. This function is identified by a unique selector andl ¢ used by Node B to
direct the reply. The lookup request from Node A is propadateough the network
while leaving a trail of reply-functions on each and evengthib passes. Each node
keeps track of these reply-functions using a hash tableagting SAPF selectors as-
sociated with a forwarding function. When Node B receivés thquest for resolution
it will

1. Checkif the requested address is the same as its own
2. Ifitis the same, check if the resolution is permitted

3. Ifitis permitted, send back a resolution reply (RREP) tud A
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The resolution reply is sent back to Node A using this chairepfy-functions to
pass the XRP reply back to the originating Node A. It containstwork pointer [20]
which is a tuple consisting of a selector and a link layer addr The selector in this
case represents the IP stack of Node B. Node A can now usedhi®rk pointer to
transmit data which will reach this packet processing fiomst on Node B. In this case
the packet processing function triggers an IP delivery efdata it receives, but it could
also forward data to another node or in reality representanyputing function on the
node. We will later show how we use this feature to provideeasdo a connected
sensor network. This can be made possible by designingadjzeci packet processing
functions, which can be invoked using XRP commands.

IP datagrams

Node B

A

Node A
P
IP data,
ARP
SelNet
Link Layer

XRP, SAPF

Intermediate Node

SelNet

Link Layer

y

XRP, SAPF

Figure 2.4: SelNet network overview.
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ARP

SelNet

Link Layer




Chapter 3

Design of the JANUS
architecture

The following chapter presents the Janus architecture as@oped solution to the
problem of accessing sensor networks. Section 3.1 desdfieedifferent parts of the
Janus architecture: the XRP agent, the XRP engine and the/agatWe will describe
their role in the Janus architecture and try to give somehtsito the design decisions
as they are introduced. The design was intended to be flexitdular and extensi-
ble and we will address how Janus meets these requiremeSgciions 3.2.1, 3.2.2
and 3.2.3 by referring to the example scenario from Sectitn 2

3.1 Description

The Janus architecture is a middleware system which is glaetween the sensor
network and the external access network. The architectsedf is divided into two
separate subsystems: one that faces the sensor networkaridat faces the access
network. This duality in the architecture led to adopting ttame Janus from the two-
faced Roman god of doorways. An overview of the base ardiitecan be seen in
Figure 3.1.

The XRP Agent exchanges XRP messages with the XRP Engine in order to set up
an interface to the functionality offered. Before the mlithegotiation the XRP Agent
has no knowledge of the sensor network except the addrebe gfatteway. The XRP
Agent also provides the external connectivity of the Jamahitecture. It can either
be implemented as an integral part of a connecting cliensa type of proxy which
can be used to gain access to the sensor network. A clienhearuse the negotiated
interface to receive event reports and to query the sensaonie

The XRP Engine provides the access network with an interface to reach theose
network resources. This interface is reminiscent of the RR€mnote Procedure Call)
client-server model. Requests to invoke local functionses in over the network in
the form of XRP messages from the XRP Agent. These commaadBem interpreted
as queries for the sensor network resources.

The Gateway s located between the external access network and thersegiso
work. It acts as a typical sensor network gateway in the wayittis the only ingress
/ egress point between the access network and the sensarrketfhis means that
it handles both incoming connections from the access n&taswell as the reports

13
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XRP Engine
fffffffffffffffffffffffffffffffffffffffff } GATEWAY
Sensor
Network

Figure 3.1: Base architecture overview: (1) XRP requests Isg the agent (2) XRP
replies sent by the engine.

and events originating from within the sensor network. lditdn to this the Janus
gateway contains an XRP Engine which processes incomingcdrinands.

To make this thesis easier to read we will refer to the XRP Agsrtheagentand
the XRP Engine as thenginefrom this point and forward.

The engine and the agent communicates using the eXtendeduRes Protocol
(XRP) which was introduced in Section 2.3.1. The XRP protoéfers very flexible
semantics. An XRP message begins with a command and is fadidoy an optional
number of parameters. In the Janus architecture we use tiRepX&ocol to provide a
dynamic RPC-style interface to the sensor network.

The signalling in the Janus architecture takes places leetiee two XRP en-
tities: the engine running on the gateway of the sensor mitwamd the agent that
communicates with the engine and provides a way for extegligits to connect to
the architecture. One of the main reasons to split the archite into two separate
entities was that it allows us to separate the access serfrimm the sensor network
implementation. The gateway provides the architecturé wit the necessary sensor
network specific knowledge. The signalling between the tigad engine is not de-
pendent on the way that the gateway accesses the sensorketvtbe way that an
external client connects to the architecture. The way irciviae use the XRP protocol
and the messages exchanged are explained in more depthtionS&8.4. A full list
of the XRP commands, parameters and messages used in oematghtion can be
found in the appendix section of this thesis.

3.1.1 XRP Agent

The role of the XRP agent is to exchange XRP messages witmtlieesto query the
resources of the sensor network. The agent exchanges XR$agesswith the server
in order to dynamically discover available sensor netwedources, to send queries to
the gateway concerning the state of the sensor network aredédve information from
the gateway about the events in the sensor network. Fig@reh®ws a client that has
connected to an agent in order to send queries to the sensarke The agent acts as
the translation point between the client and the enginedwige access to the sensor
network resources.
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Figure 3.2: The client sends queries to the agé&htwhich will translate these into
XRP commands to an engiti2). When the reply has been acquired from the sensor
network the engine will reply3) with an XRP message that is translated and sent to
the client(4).

Janus uses dynamic discovery of sensor network resourdegting the agent ne-
gotiate available services with the engine on the gatewhig i particularily usefulin
situations where the agent does not have explicit knowleddke exact nature of a
sensor network. It enables the agent to find out which ressuaee available to it via
the engine. One of the main advantages of the Janus arciigesthat the same agent
can be used to access completely different sensor netwattkswibeing forced to im-
plement this explicit knowledge. After the API has been riieged between the agent
and the gateway the agent can issue queries to the sensarkémwough the gateway
in a way similar to the RPC client-server model. This is dogesénding a request
XRP messages over the network targeting one of the selemtpated with the API.
Examples of these requests involve querying the currenpéeature, humidity levels
and motion sensing. Through the interface offered by thevgay it is also possible for
an agent to register an interest for a particular type of ewthin the sensor network.
The agent will then be notified when this specific event occliEgamples of these
events include when motion is detected anywhere insideeheark or when there is
a significant change in temperature in a given region. Thataggn be invoked by
separate access servers to provide user interaction asenir@ata to legacy clients.

3.1.2 XRP Engine

The engine is in charge of the agent interaction on the gateWas interaction takes
the form of XRP messages sent back and forth between the agenthe engine.
When an agent has connected to the gateway it begins to is$8Bee¥mmands. These
commands are interpreted by the engine. The agent can disttev available sensor
network resources in the gateway by sending a request foARieto the function
module on the API. The engine processes this request andosaspn XRP message
with the API represented as XRP parameters. This XRP messagen transmitted
back to the agent. This messages contains a list of the sddmiund to the individual
functions of the function module on the gateway.

Functions are invoked on the gateway when the engine presessXRP message
targeting one of these selectors in a way similar to the Rige-svocation. When
a local function is triggered it will communicate directlyittv the sensor network to
retrieve the answer to the posed question, build a reply agessontaining this answer
and transmit it back to the agent.
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3.1.3 Gateway

The gateway sits between the sensor network and the acdessrkand contains an
engine as seen in Figure 3.3. Its role is to handle incomimgpections from agents
in the access network and to listen to incoming events frarsdnsor network. When
an agent connects to the gateway it can begin to issue XRP aadsnwhich are
interpreted by the engine at the gateway.

The gateway consists of two modules: one that implementstbods in which
the sensor network can be accessed and one that implemerftstttionality of the
actual sensor nodes in the network. The access module igic@ttwith how to write
and interpret packets destined for and arriving from thessemetwork and exerts
control on this traffic. The functionality module has knodde about which basic
functionality has been implemented on the nodes and howsbesors can be queried
over the network. It is also possible to add more advancegosed functions to give
answers to complex queries (e.g., about areas or selecthb o the network). We
return to the discussion of the modularity of the gatewayent®n 3.2.2.

For every sensor network accessed with the Janus archieittere would have
to be at least one gateway. This is to provide the sensor mietwith an ingress /
egress point in which it can be accessed. In our examplegagognom Section 2.1
the gateway would be in direct contact with the sink node efgansor network. If
the need arises to create a gateway for a previously unsiggpsensor network only
the access and function modules of the gateway needs to leel.ctdother words it
would be necessary to implement an access method to be alimtaunicate with the
network and functions which can be used to query the sensdnaae on the actual
sensor nodes. Due to the dynamic nature of the Janus atchéealding a new sensor
network type like this would not warrant any changes outtidegateway. If we decide
to upgrade our nodes with a new type of sensors, we would amhg to change the
functionality module and could leave the access moduletnta

The functionality module contains all the functions whicdnde used to query
the sensor network. These functions can be exported usirig tgRillow an agent to
access and query the sensor network. Simplified, the APlpesented as a list of
the available functions and the corresponding select@d tesinvoke them. The list is
implemented using the special API-style XRP messages atat@ibed in more detalil
in Section 4.3.4.

JANUS !
() Gateway )
_— —_—
XRP XRP Engine '
— ——
@ @) Sensor Network

Figure 3.3: An XRP message comes in from an agent in the Jatwork (1) and is
received by the gateway which hands it over to the engineracgssing. The engine
invokes a packet processing function which queries theseretwork(2). The reply
comes back from the sensor netw@® and is passed on to the agé4).
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3.2 Features

The design was intended to show flexibility, modularity arteasibility. In this sec-
tion we discuss these issues and some details of the desigarthrelevant to them.
Before addressing these, we first review our basic design.

Janus is organized as a middleware system in which an ektdigat can access
the resources of a sensor network. In the basic design a gatatg at the edge of the
sensor network and implements access to functionality emddes. In our example
scenario researchers are using a client to connect to Jarardér to query the status
of one or more of the sensors in the bird colony they are manigo This could be
a simple question adVhat is the temperature at a particular sensor right nowpe
agent translates this query into an XRP command and serudbé gateway. When the
gateway receives an XRP command, this command is handed fatenpreted by the
engine. This command could for instance be the invocatiamfofhction, in this case
the function to query the temperature of a single node, wisisibsequently executed.
The answer from the sensor network (i.e., the temperatuteeafode) is reported back
to the agent. This process continues until the researchsrsrthects from the agent.

The performance and usefulness of a sensor network depesdat/gpn the nature
of the access architecture. This is in part because of thelimesources in regards to
memory, processing power, bandwidth and energy on the nddeSection 2.2.3 we
identified the need of an architecture which exhibits:

o Flexible signalling to encompass existing access solationl support on-demand
negotiation for sensor network resources.

¢ Interchangeable modules to allow several sensor netwprstyo be supported.

e The possibility to extend and add access services afteodeynt of the sensor
network.

3.2.1 Flexibility

In the list of requirements from Section 2.2.3 we put flexipiin the signalling mech-
anism as the most important feature of all. The reason behisdvas that it is only
with flexible signalling we achieve support for both eveniisen and on-demand access
approaches and the ability to provide on-demand negatificthe sensor network ca-
pabilities. It is also important to be able to encompassr&uaiccess methods.

We have achieved this flexibility by using the XRP protocokkechange messages
between the agent and the engine. The XRP protocol has s@veperties which
make it a very good candidate for the Janus architecture.t®tle nature of XRP as
an interpreted messaging protocol it is very expressiveXRP message is a command
that carries arguments in the form of parameters. By using Xd&place a query for
some information or data in the sensor network, this quesytbde processed by the
engine in order to return the appropriate the result. Thishigre the interpretation
takes place and where we can see the expressiveness of thprERPol. In contrast
to using a static packet format, XRP performs signallingdb g functions on the
engine to perform the tasks the agent has requested. Theniegdehind this design
choice is that it is easier for a signalling protocol to exgsra new piece of functionality
through its instruction set than a packet header format tihd@ame.

In the passive approach the agent would register the iritBnea particular event
at the engine. This subscription could either be limited $pecial type of event or use
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a more general setting for the level of verbosity. In the scenfrom Section 2.1 this
could be represented by the questidare any of the sensors on the beach detecting
movement?When this event occurs inside the sensor network it will be&ppgated
through the nodes to the gateway. The gateway will then dbitsisubscription list
and send an XRP message to the interested agents infornemgahd the connected
researchers of the event.

In the active approach the agent acts in a way similar to hoRR@ client would,
by sending requests for function invocation at the engirtés Tunction would be im-
plemented to give answers to questions about the registeresbr data of a particular
node in the network (e.gWhat is the logged barometric pressure of a particular sen-
sor over the last weel?By invoking a function the tasks that the agent has regaest
are performed and the result is returned to the agent.

The RPC-style interface used by an agent to invoke functsnsgotiated through
the use of XRP messages to request and describe the API ohtbeay. This on-
demand negotiation gives us the option of adding accessatant the gateway, but
more importantly it gives us an extra degree of freedom whearnes to changing and
expanding the functionality of the sensor network. It alfoves the agent to access
multiple different gateways as long as they follow the Jaamahitecture.

3.2.2 Modularity

Due to the heterogeneity of sensor networks it is importaritsve modularity in the
access architecture. This is particularly true if we wanléoable to use the architec-
ture as a general replacement of existing approaches. dahisves this modularity
by having the sensor network access method and functionsmsate modules in
the gateway. This is where the interface to either accedsatetl data or to query
the sensor network is placed. The three main methods usesiworld sensor net-
work deployments today are: directed data diffusi@h flatabase abstractions [15]
and event-driven monitoring. Event-driven monitoring laéready been discussed in
Section 3.2.1, but we will turn to the other two and see hoviherd¢hese can be used
within the Janus architecture. Dunkels et al. describefalf@mving examples [8].

Directed diffusion [14] is a data-centric routing protoéot sensor networks. The
protocol is based on a model in which a sink node first registdata interesiith the
network. When the interest has been propagated throughetiaeork, the sensor net-
work begins sending data in the reverse direction of thedstgpropagation. Directed
diffusion fits well with the Janus architecture and only regsia properly implemented
access module in the gateway. The initial XRP query from thenato the gateway
causes a data interest to be registered with the networkgatesvay will wait for the
reply from the sensor network and report the answer backa@agent when it is avail-
able. In Chapter 6 we discuss the possibility of injectingP<gueries all the way into
the sensor network using directed diffusion.

TinyDB [15] is a widely used sensor network database ahstracTinyDB makes
the sensor network appear as a database that can be queritedddrom the outside.
Data queries are made using an SQL-like syntax, and datarisgorted through the
sensor network back to the gateway. Data aggregation istaseduce the amount of
communication within the network. The database abstmagtiodel also works well
with Janus. The XRP query from the agent will be translatéalanspecific SQL query
which will be delivered to the network. After this the gatewaill wait for the reply
and report the answer back to the agent in standard fashion.
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Figure 3.4: Interchangeable modules in the gateway. InagidRP commandgl) are
interpreted by the engine and invoke the correspondingtimime(2) from the func-
tionality module. The access module is invoked using stathned calls(3) which
implements the specific communication requirements of émsaer network4).

The support of a sensor network type in Janus is defined bydtesa and func-
tionality modules of the gateway. Changing these does revighthe requirements on
the agent or client side. If the researchers in our examgea@ upgrade their sensor
nodes to include a microphone to monitor sound levels, itld/be a trivial task to add
the corresponding functions in the gateway.

3.2.3 Extensibility

The importance of the extensibility is simple to explain. irBgable to extend and
upgrade the access services we use to reach the sensorkhedmogreatly improve
on the longevity of a deployed sensor network. If an error oead arises that was
not conceived upon original design and deployment of a gemstwvork we want to
be able to make a correction or an addition to the accesscestviJanus separates
the access services from the sensor network implementaiidng it easy to perform
these upgrades and extensions. A view of the Janus arahiteminnected to multiple
access services and multiple sensor networks is depicteigjime 3.5. It is important
to note that the Janus architecture does not rely on a siiggletao function. Instead
there would typically be a number of agents, some implenteasean integral part of
the clients and some acting as proxies, active at the sange tim

The reason we want to use several application-specific a¢eebniques is to en-
able common access services such as HTTP, SQL or an SMS gateyweocess the
information gathered by the sensor network. In our exam@hsar network scenario
described in Section 2.1 the beach, the field and the forest ¢o fact be three dif-
ferent sensor networks monitoring different aspects ofgheronment. In this case
we may want to access the sensor network resources in diffesseys. We could be
instantly notified about special events on the beach by usm&MS gateway, log
humidity and temperature from the forest using an SQL daalma get an updated
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view of the entire island network using a web server. Janasiges this application-
specific access by letting the services connect to the nktuging an agent as a proxy.
By taking this approach we can offer application-specifiwises without sacrificing
the flexibility Janus provides us with. It would also be pbksito perform service
composition by dynamically combining functions and eveffedént sensor networks
together. The discussion on future possibilities like tiaatinues in Chapter 6, Future
Work.

S
)
SMS GW

XRP
Agent

—

XRP l XRP I
\4

|XRP Engine | |XRP Engine I
D S T S }GATEWAYS

Sensor
Networks

Figure 3.5: Extended architecture with access serversemad to multiple sensor
networks via an XRP agent.




Chapter 4

Prototype Implementation

The Janus architecture consists of three parts: the adenértgine and the gateway.
However for the purpose of testing a prototype implemeaotetiat is not enough. We
also need a sensor network to connect to and a client whichaass the agent.

This section will begin with a short description of the sensetwork implemen-
tation used together with the prototype implementation uedsimple command line
client which was used to connect to the agent. The focus ofllapter lies in Sec-
tion 4.3 on the description of how the Janus architecture wgdemented and an
in-depth explanation of the signalling between the engirteagent.

4.1 Sensor network

The sensor network used in the prototype implementationbwudson standard equip-
ment sensor boards developed at Freie Universitat inerFkchnical details regarding
the sensor boards can be found at the Scatterweb ESB hom§pagke sensors can
detect motion, light, temperature, vibration and sounde $ansors nodes run Con-
tiki [6], a small operating system for tiny devices whichoalled us to implement the
desired functionality in C. In relation to the example semsgiwork scenario presented
in Section 2.1 we have implemented a network where nodes starsed sound data,
aggregate it and deliver it to the edge of the network in raspdo individual queries.
The sensors also notice if they are moved and this speciat e&v¢hen automatically
reported. Connectivity is supported by attaching a USBasesrble to the sink node.
This work was done by Sergio Angel Marti as part of the Win&tiproject [8]. The
functions implemented at the gateway are:

e Active queries: Requests can be sent to the nodes to retrieve the answer to an
active query. In our network implementation the followingggies can be made:

— Query current : When the sink node asks a specific node about the current
sound level in one of its sensors, the node checks the cusesisor state
and sends back the result.

— Querylog: Nodes consult their sound sensor periodically, computeam
of the sound data every 5 seconds and store in their memopriod set
of measurements over the last minute. When a node receigasralog
message from the sink, it will reply with this set.

21
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e Event natification : Critical and/or interesting events in the network are g
to the sink for notification outside the network. In our implentation we have
the following events:

— Node detection When a new node joins the network, it reports this event
to the sink. Node access control is carried out by the sinkenadich
makes sure that only allowed nodes can be part of the senseorke

— Node selection When a button is pressed on the node it enters the selected
state. This is to simulate one of the sensors reaching ahtblictsalue on
one of its sensors (eg. loud sound, movement detected, ...).

— Node position: All nodes in our implementation are dynamically assigned
an identifier, which is not bound to the node hardware, bustgeéographic
position. When a node changes position and adopts a newetiffienti-
fier, it reports this event to the sink.

4.2 Client

The client used to connect to the agent in the prototype impigation was designed
with a simple text-based interface. Even though it is vemye it features on-demand
negotiation of sensor network functionality though therggand can query both single
nodes and areas in the sensor network. A view of the textfatercan be seen in
Figure 4.1.

$ ./denoclient
DEMOCLI ENT wai ting for conmands [1..n] or 'quit
1 == request AP

2 == subscribe to events
3 == is sink ok?

4 == query current val ue
5 == query | ogged val ues

== query which node has max in area

Figure 4.1: The text-based client used to connect to thepnoe implementation.

4.3 The Janus Architecture

We have implemented a subset of the Janus architecturenpeelsa Chapter 3 in C++
under Linux and connected it to a sensor network using sei$ attached to a sink
node. We have run tests with the agent and the gateway onasepaachines on a
LAN and with a sensor network of up to 16 sensor nodes.

4.3.1 XRP Agent

The role of the agent is to exchange XRP messages with anestmiquery the re-
sources of the sensor network and to receive events geddrside the sensor net-
work. The agent acts as the negotiator or translator betwleertonnecting client
and the Janus architecture. In our implementation a clienhects to the agent us-
ing Berkeley TCP sockets. To be able to offer the client thiétalo actively query
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the sensor network the agent must first request and parseRhefAahe gateway in a
way explained in Section 4.3.2. The agent can also registattarest to receive event
notification from the sensor network by sending an XRP SUBBERMessage to the
gateway. An agent can either subscribe to events of a givdrosiy (e.g., silent, crit-

ical, verbose, very verbose) or to specific events (e.g.janah a given area). The
engine will then add the agent to its list of subscribers arfidrin it when an event
takes place.

In our implementation the location (i.e., IP address) of glageway is statically
defined, but in the Janus architecture there would ideallydme kind of service dis-
covery to locate gateways in your vicinity. This could be darsing broadcasted XRP
resolution requests in a way similar to the one described1h. [

4.3.2 XRP Engine

The engine is in charge of the agent interaction on the gateiigure 4.2 captures this
interaction and shows the XRP messages sent back and fanthdiethe agent and the
engine. The agent can discover the available sensor netesokirces on this gateway
by sending an XRP message containing a QUERY for the API tg#teway. When
our implemented engine receives this request it will reshwith a pre-built XRP mes-
sage containing a DATA REPLY with the API. After this initlehndshaking the agent
will be able to invoke functions at the engine by sending QYER/le messages for
the selectors listed in the APIl. When this happens the QUERIemultiplexed in the
engine and a local function invoked with the data payload fametion argument. In
our implementation the function argument is either the adsliof a node (position 1-
16) or the alias of an area (e.g., beach, field, forest anateelginside the network.
The local function communicates with the sensor networkrahdns a result. An XRP
DATA REPLY message is then built and sent back to the agenpeAgdix C contains
examples of a few of these messages.

4.3.3 Gateway

The gateway sits between the sensor network and the acdessrkand contains an
XRP engine. It handles incoming connections from XRP agamddistens to incoming
events from the sensor network. In order to communicate thighsensor network an
access module using the USB serial port for sending anevétg messages had to be
coded. The semantics to communicate with the sensor netmenkvery simple which
turned out to be a limiting factor in composing more advanfitetttions. Despite
this limitation we successfully managed to implement tHwang functions in the
function module at the gateway:

e Query node: We allow direct access to the nodes by using a node identifier
our implementation the node identifier maps to a geograptsdipn.

— Query current : Retrieves the current sensor value (i.e., sound level).
— Query log: Retrieves a log of the sensor values recorded over time.

e Query area: We can define an area inside the sensor network, by grouping

several nodes at the gateway. An area can be queried by agla emtity. In
response to an area query, the gateway issues individugkgue the desired
nodes.
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— Query max: Returns the node identifier of the node with the highest@ens
value in a given area.

— Query mean: Returns the average sensor value of the nodes in a given
area.

e Event notification : Certain events in the network are reported by the sink to
the gateway. These events can be reported to an agent ugingretification.
We support the event of a new node being added to the netwioalkg@de being
selected by pressing a button, and of the geographic posifi@ node being
changed, i.e., it is moved.

Areas within the sensor network were statically defined exghteway as arrays of
the nodes geographic positions. This relates to the beadth gind forest of the sensor
network scenario in Section 2.1. However we decided to ussyikcial event of a node
being selected to define dynamic areas within the networls ifakes it possible to
direct questions to theelectechodes within the network. A real-world example would
be if all the nodes who have detected motion within the lastc®sds enter the selected
state. The client can then poll these nodes as a group to firdare information about
what is going on in active parts of the network.

To be able to demonstrate what was going on inside the seesoork we added
support for a graphical presentation interface in the gajewhe GUI was developed
in Java and acts as a graphical sniffer that visualizes gsieoming in for nodes and
areas in the sensor network, individual nodes responditiget® queries and the results
reported back to the client. A screenshot of the demonstra@Ul can be found in
Appendix D.

4.3.4 Signalling between Agent and Engine

We will now give an example of the signalling that takes plaeaveen the agent and
the engine. Before we go into the details of our signallingregle we will look at the
features of the XRP protocol, which makes this possible. Sssion 2.3 for a more
detailed description of the XRP packet format and [19] ferpibssible uses.

XRP permits us to specify a extensible number of parametesffer each packet.
This makes XRP expressive enough to meet our needs. The Xédetgdaegins with
an XRP command. In a sense the XRP protocol is so expresstehils could be
compared to a normal natural language command. In our ymeatmplementation
we have limited the support for commands to either a SUBSERHjuest, a QUERY
request to invoke a function or the delivery of an API, or a BAREPLY. The XRP
command parameters are of variable length can appear angwiside the parameter
block. This gives us a very high degree of freedom when dé@sigpommands and
their mandatory parameters. A full listing of the XRP commisiand parameters used
in our implementation can be found in Appendix A and B.

The XRP commands are essential to how Janus operates andliwibengfore
describe how we implemented the signalling between theteggghengine in detail.
A good example which shows the versatility of the XRP protagdow we build the
DATA REPLY containing the API of the gateway and how a funetis subsequently
invoked using said API.

All XRP messages in our prototype implementation are trattsthbetween the
agent and the engine using the UDP socket interface. All tinetfons to interact
with the sensor network are implemented in the access ardifuality modules at
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the gateway. We provide both low-level functions and higkel functions. Low-level
functions can be used to query individual nodes and higaHewctions allow for more
advanced queries, like the average sensor value insidea giea of the network.

1 Agent A Engine at Gateway G
[ N
x| XRP() QUERY (to<G,a>) | [x[XRP(
r| rrep() xrp style: API o al api()
reply to: <A, r > q| query_max(a)
| A
(2) AgentA Engine at Gateway G
[ N
x| XRP() DATA REPLY (to <A, r>) X[ XRP()
rirrep() h xrp style: API a| api()
payload: q| query_max(a)
\ ) api{ \ )
, N = query_max(a .
(3) AgentA }[q query_max(@)] Engine at Gateway G
[ O
X| XRP() QUERY (to <G, a >) X| XRP()
xrp style: QUERY al api()
s| rrep() reply to: <A, s > q| query_max(a)
payload: area_id
(4) AgentA Engine at Gateway G
[ N
X| XRP() _ DATAREPLY (to <A, s >) x| XRP()
. a| api()
xrp style: QUERY
s|rrepQ payload: node_id gl query_max(a)
|

Figure 4.2: Signalling: The left column in the table reprasgunction addresses and
the right table column represents function names. (1,2pExm the API of the sensor
network (3,4) Issuing an RPC by addressing a selector bauadtin ction together
with the packet payload as an argument.

The gateway listens to events that originate inside thessametwork and waits on
incoming connections to reach its XRP engine. Once an agemtects, it negotiates
with the gateway to retrieve an API of functions to reach theser network. After the
API has been exported to the agent, it can issue requestvdlitiig functions at the
gateway. The functions are accessed through a hash tabigirniog SAPF selectors
associated with different functionality. The signallirsgaichieved using a combination
of XRP request and DATA REPLY messages as shown in Figure 4.2.

In addition to this Figure 4.2 also shows a simplified view lvé function table
within each node in order to describe the inner workings efdlgnalling. The XRP
packets are sent between the agent and the engine at theagafeselector to handle
the reply is always installed prior to sending a request aaawll refer to this selector
below as thaeply selector Each request message contains the reply selector along
with the address of the sending node. This information isl lisethe gateway to target
its reply. We will take a closer look at two cases of signalifirst the way the agent
behaves to negotiate and retrieve the API of the gateway@rwhs the invocation of
a function at the gateway in order to query the status of thea@enetwork.

When an agent wishes to retrieve the APl from a gateway, Itingtalls a reply
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selector and issuegl) a request for the API to the gateway. When the engine receives
this request it will:

1. Checkif the request is permitted
2. Ifitis permitted, respond with a DATA REPLY containingetiPlI

The engine running at the gateway processes the requesespondg2) with a
DATA REPLY to ther selector on the agent. This would be an ideal place to impiéme
some type of access control for security reasons. If the tagessents itself in an
incorrect manner, the gateway will simply refuse to relatsAPI or release a severely
restricted version. The reply to the API request contaiesAR| represented as XRP
parameters inside the packet. Full examples of such a repbgage and other types of
messages can be found in the Appendix section. In Figured shaw thejuery max()
function along with the selector which identifies it. Tepeery max()function takes an
area as the argument and returns the node with the maximworsealue.

After the API has been exported, the agent can invoke funstat the gateway by
addressing selectors on the gateway with a QUERY style stquessage. Again the
agentinstalls a reply selectsto issug(3) a QUERY with the function argument as the
payload, in this case the requested area inside the netWdilken the engine receives
this request it will:

1. Check if this selector is present in its function has table
2. Ifitis present, invoke the corresponding local function
3. Wait for the function to terminate with a result

4. Respond with a DATA REPLY containing the result

If the selector is not present in the function has table, tReERY will simply
be ignored. In our example case the corresponding locatifumés thequerymax()
function. This function will issue individual requests file sensors within the given
area in order to identify the node with the highest sensarevalvVhen the function has
terminated with this information, it proceeds by buildindpATA REPLY containing
the returned value as an XRP parameter and séfdthis to the reply selector at
the agent. In this way any type of functionality can be adskdsthrough QUERY
messages targeted for other selectors from the API whichdvoe bound to other
local functions.



Chapter 5

Results

In this chapter we will present a summary of the results ammkegnces of this thesis
work. The first section takes a look at the design of the Jarastacture and presents
a summary of its features. In the final section we will turntte &xperiences from the
prototype implementation.

5.1 Design

We have succeeded in designing an access structure to ghlddlaccess to sensor
networks. During the evaluation of previous solutions wenidfied three important
properties for the design to be successful. The design habdw flexibility, modu-
larity and extensibility. The Janus architecture has bessigthed with these features
in mind. Thanks to the inherent properties of the XRP protdaaus offers maximum
flexibility through on-demand dynamic negotiation of sees. Through this flexible
signalling it can support both existing event-driven anedemand access techniques.
Modularity is achieved by using the gateway as a single smfegress point to access
the sensor network. Changes to the way the gateway accéssssrtsor network and
its functionality can be done without interfering with anther part of the design. It
is easy to compose new modules in order to use the Janusesitcing together with a
new type of sensor network. Extensibility is achieved inukamy using the middleware
approach of inserting a flexible architecture between thedisparate networks. This
makes it possible for both networks to fundamentally chamgéong as they adhere
to the Janus architecture. Alternative access applicaiiorservers may be deployed
on-demand to meet new system requirements. It is importar@rhember that differ-
ent types of sensor networks are useful for different s@gesailt is not our intention
to impose any limits on how the sensor networks are impleaterihstead we suggest
using the Janus architecture to allow all differnt sensawnek types to be accessed
in a clear and consistent manner. The design relies on the ptBtBcol to provide a
consistent interface to reach the functionality in the sengtwork.

The usefulness of these properties in the design can berexlorough the dis-
cussion ofinvariants[1] in network architectures as suggested in [8]. Invasanie
pieces of an architecture that cannot be changed withoppstg an architecture from
functioning. Ahlgren et al. [1] claim that all existing netvk architectures contain
invariants and we agree with their conclusions. Examplesuch invariants are the
IPv4 addresses in the Internet and the SIM card in mobile @hoBuring the design
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of Janus we realized that the access application and therseetsvork are potentially
quite disparate and variable. Because of this we do not thiakeither is particularly
suited to be the invariant of an access architecture forsseretworks. Instead we in-
sert the Janus architecture between the access applgatioithe sensor network and
propose that its flexible XRP signalling scheme should besgpdicit invariant of our
system [8]. This means that Janus remains useful for as Istigeaexpressiveness of
XRP is enough to capture the requirements of the systemsifpposed to support.

5.2 Prototype

The proof-of-concept prototype of Janus was implementétin under Linux to suc-
cessfully show the feasibility of the design of the Janusasarchitecture. The pro-
totype implementation was tested with a simple text-baBedtconnected to a sensor
network made up of standard equipment sensor nodes. By iingpigng this in the
prototype we showed that it was possible to combine basictimality on the actual
sensor nodes to implement reactive data operations foechegjions of the network.
The prototype was tested running on a LAN connected to a saeesaork made up of
standard equipment sensor nodes. A simple command linet gligs used to connect
to the prototype and use it to interact with the sensor nééwor

The running prototype shows that it is possible to mold thesp& and active ap-
proaches used in existing access solutions into a singkerayslit also shows that
dynamic negotiation of sensor network functionality caralbhieved by exporting an
API over the network. Finally it shows that XRP has the regdiproperties to provide
flexible access to sensor networks through the use of an RpEhsterface.

The only implicit requirements put on the sensor networké tt supports a proto-
col in which messages can be tracked using an enumeratar hetder. This is crucial
to the gateway as it lets it keep track of which replies belmghich requests.

5.3 Contribution

The major contribution of this thesis work is the design amghlementation of the
Janus architecture. The design has its roots in currenssadeehniques and can be
shown to be compatible with all of them. The reasoning behive design was a
collaborative effort in which all the members of the Wintetiprojet team took place.
The major work of the author of this thesis was to implementracfioning prototype
adhering to the features of the design. This prototype impl&ation has shown not
only that it is possible to implement the design but that theigh behaves as expected.
We were able to demonstrate the prototype at the SITI/SSFdewg the spring of
2005.

Our results provide a solid foundation to build on which abalentually lead to
the architecture being implemented in full and deployedwNeojects have already
been started in order to further develop the ideas surragrttiie Janus architecture. A
road map for future development is presented in Chapter 6.



Chapter 6

Future work

As the work on the Janus architecture continues there aeraedirections in which
to turn. This chapter will describe the next natural stepgexceive should be taken
to improve the behavior of the prototype and introduces somee advanced ideas for
future work.

The existing prototype does not allow for several clientseasing the agent nor
several agents accessing the gateway. Attention shoulgdyg en this since it offers
the possibility of testing the prototype and thus the faéisitof the design in bigger
network scenarios. Allowing for more advanced client iat#ion, such as being able
to manually define an area in the network should definitelynlsestigated. Also more
advanced composed functionality should be consideredraplimented. An example
of such a future function could be one that answers the quresthich are the regions
that have a temperature above 30 degrees Celsius?

More energy could definitely be spent on improving the semardgf the XRP
messages and parameters used in the prototype impleneentafiomposing agent
requests through natural language expressions could tirto ®e very interesting.

Adding support for legacy servers to attach themselvesdaoatient would show
that it is possible to successfully use existing servensteract with the sensor network
through the Janus architecture. A web server appears to belikely as the first step
as it would be very easy to show that it is possible to have alyotynamic client
setup complete with a graphical interface. Other intengssiervices could be a simple
database interface and some means of active notificatichape through the use of
an SMTP server. Similarly adding support for other sensdwaek types, by writing
access and function models for a new gateway is a very logtegl for future work.
Having a running prototype system where several accesgesrgonnect to several
sensor networks would truly show the possibilities the 3aarahitecture offers. One of
these possibilities would be to combine several sensoraré&smat the agent and to have
these accessed transparently from a client by ugirigal sensor network addressing.

Another promising direction for future work is to completéhtegrate Janus with
the Contiki Operating System to provide an active netwaglptatform for sensor net-
works [8]. We could use the dynamic program loading fundidy of Contiki to load
programs shipped in XRP messages. Code could be dynanmidegllgyed into the sen-
sor network and subsequently queried with XRP activatiossages. In other words
XRP requests can be sent into the sensor network which weifl thvoke code that has
been dynamically deployed at run-time.
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Chapter 7

Conclusions

During this thesis work an access architecture named Jaaes leen designed and
implemented. We saw the need of a general access archégatiich should exhibit
three important features:

e Flexibility : The signalling has to be flexible in order to encompass batinte
driven and on-demand access approaches and support niegofa offered
sensor network capabilities.

e Modularity : The architecture needs interchangeable modules to akveral
sensor network types and access technologies to be sugporte

e Extensibility: It should be possible to allow new and upgraded accesscestvi
after deployment of a sensor network.

Janus is designed to offer maximum flexiblity in the sigmajlby using the XRP
protocol to exchange messages between the agent and tine eDge to the nature of
XRP as an interpreted messaging protocol it is very expressn contrast to using a
static packet format, XRP performs signalling to set up fioms on the engine to per-
form the tasks the agent has requested. The signalling usJatows for on-demand
negotiation of services and can be shown to support exiatiegss techniques.

Due to the wide range of sensor network implementationsimfgortant to have
modularity in a general access architecture. Janus achikie modularity by using
the gateway as a single ingress / egress point to accessrbar seetwork. Changing
the way the gateway accesses the sensor network and itgoiugldly does not interfer
with any other part of the design. It is also easy to compogemedules in order to
use Janus with a new type of sensor network.

Being able to extend and upgrade the access services we tsactothe sensor
network can greatly improve on the longevity of a deployedsse network. Janus
separates the access services from the sensor networknirapiation by taking the
middleware approach. By inserting a flexible architectuseneen the two disparate
networks, it is possible for both networks to fundamentalyange as long as they
follow the Janus architecture. This makes it easy to perfionportant upgrades and
extensions even to already deployed sensor networks.

The proof-of-concept prototype of Janus was successfulpjémented in C++ un-
der Linux. Basic functions in the sensor network were coraito implement reactive
data operations for regions of the network. The prototypplémentation has been
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tested on a LAN connected to a sensor network made up of sthadaipment sensor
nodes and was demonstrated during the SITI/SSF day of tigs005.

The results of the initial design and prototype implemeataare very promising
and work to improve upon and extend the prototype have ajrstzited.
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Appendix A

List of XRP commands

A.1 SUBSCRIBE

Used to subscribe to passive event notification from themeretwork. When the XRP
engine processes a SUBSCRIBE request it will add the_ BEP and REPADDR to

its subscription list. The EVENTLVL defines the verbosity in the default scenario, but
can also refer to a specific event.

XRP command : SUBSCRIBE (0x0004)
Parameters : REP.SEL, RERADDR, EVENT_LVL

A.2 QUERY

Used to send a query for a selector. A valid function seleeitibe invoked with the
parameter FUNCARG as the argument.

XRP command : QUERY (0x0005)
Parameters : REP.SEL, RERPADDR, FUNC. ARG

A3 API

Used by the agent to send a query for the API.
XRP command : API (0x0006)
Parameters : REP.SEL, RERADDR

A.4 DATA REPLY

Used to send data back to the agent. The only special caseeis wh send an API
which uses a special DATA parameter described in Appendix B.

XRP command : DATA REPLY (0x0007)
Parameters . DATA or API_HDR
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Appendix B

List of XRP parameters

B.1 XRP parameter structure

Length (bytes) Class Class-type

Contents

B.2 REP.SEL
Used to specify the reply selector.

0 15 23 31

Length: 12 bytes CLASSREPSEL | CTYPESELECTOR

64 bit selector
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B.3 REP.ADDR
Used to specify the reply (IPv4) address.

0 15 23 31

Length: 8 bytes CLASS REPADDR CTYPE.IPv4
IPv4 address

B.4 EVENT_LVL
Used by the SUBSCRIBE command to specify the desired evesitde type.

0 15 23 31

Length: 6 bytes CLASSEVENT.LVL | CTYPEINTEGER

Event level Pad

B.5 DATA
Used to send pure data. Padded to the 32-bit boundary.

0 15 23 31

Length: (4 + payload) bytes CLASS.PAYLOAD CTYPE.DATA
Payload
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B.6 FUNC.ARG

Used to send the arguments when invoking function selecteeslded to the 32-bit
boundary.

0 15 23 31
Length: (4 + argument) bytes CLASSPAYLOAD | CTYPEFUNCARG

Argument

B.7 API_HDR

Used as the header of an APIi reply. The API header is follolwedne or several
API_AREA and APLFUNC parameters.

0 15 23 31

Length: 4 bytes CLASSAPI CTYPEAPI_HDR

B.8 API_AREA

Used to notify the agent of a pre-defined area which can besaedeusing the provided
areaid.

0 15 23 31

Length: 6 bytes CLASSAPI CTYPEAPI_AREA
16 bit area id Pad
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B.9 API_FUNC

Used to notify the agent of an existing function along wighrégturn and argument type
(e.g., integer, char, ...).

0 15 23 31

Length: 16 bytes CLASSAPI CTYPEAPI_LFUNC

64 bit function descriptor

16 bit function return type 16 bit function argument type




Appendix C

Example XRP messages

None of these messages contain the information about thettselector since that 64
bit identifier is located in the encapsulating SAPF packet.

C.1 QUERY for API
First we need to send a QUERY to retrieve the API of the gateway

0 15 23 31

API (0x0006) TTL: unused Reserved: null
Length: 12 bytes CLASSREPSEL | CTYPESELECTOR

Reply sel: 0x0000000000000020

Length: 8 bytes CLASS REPADDR CTYPEIPv4
IP:192.168.0.42

0x0000
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C.2 DATA REPLY with API

A DATA REPLY with the API is sent back to the agent. This exampbntains the
identifiers of two predefined areas and two functiamgery. currentwhich takes a node
identifier as argument and returns an integer represerttmgurrent sensor value, and
guerymaxwhich takes an area identifier as argument and returns theidedtifier of
the sensor node that holds the highest value.

0

15

23

38

31

DATA REPLY (0x0007) TTL: unused Reserved: null
Length: 4 bytes CLASSAPI CTYPEAPI_.HDR
Length: 6 bytes CLASSAPI CTYPEAPI_AREA
Areaid: 1 Pad

Length: 6 bytes CLASSAPI CTYPEAPI_AREA
Areaid: 2 Pad

Length: 16 bytes CLASSAPI CTYPEAPI_LFUNC

Descriptor: quencurrent

Returns: integer

Argument: node identifier

Length: 16 bytes

CLASSAPI

CTYPEAPI_LFUNC

Descriptor: querymax

Returns: node identifier

Argument: area identifier

0x0000
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C.3 QUERY for function

This is a simple QUERY to find out which node holds the maximemssr value in a
given area. The area identifier is provided as argument téutietion.

0 15 23 31

QUERY (0x0005) TTL: unused Reserved: null

Length: 12 bytes CLASSREPSEL | CTYPESELECTOR

Reply to selector: 0x0000000000000021

Length: 8 bytes CLASS REPADDR CTYPE.IPv4
Reply to IP; 192.168.0.42
Length: (4 + 2) = 6 bytes CLASS PAYLOAD | CTYPEFUNCARG

Argument: 1 (area identifier)

0x0000

C.4 DATA REPLY with result

The resulting node identifier is reported back. In this casden6 held the highest
sensor value in the given area.

0 15 23 31
DATA REPLY (0x0007) TTL: unused Reserved: null

Length: (4 + 2) = 6 bytes CLASS PAYLOAD CTYPE.DATA
Payload: 6 (node identifier)

0x0000




Appendix D

Demonstration GUI
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B Node id 1 [A] and 14 [N] have MOVED.
SICS ACKMOWLEDGEMENT received from node id 12 [L].

Luled Tekniska Universitet Node id 7 [G] status SELECTED. %

Figure D.1: Graphical interface used in the Winternet destiaion session.
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