Privacy-preserved Distributed Analysis for Sensitive
Datasets

The analysis of large datasets has brought new insights that have significantly influenced our daily
life. Sweden have significantly contributed to data collection and analysis of the genetic
architecture of medical and mental disorders [1,2,3]. The ultimate aim of such genetic studies is to
understand how actions and interactions of genetic and environmental risk factors affect
individuals, and to target prevention and treatment in a precision medicine context [5]. However,
accessing data, even in an unidentified form, is regulated by national laws and requires strict data
protection steps.

The conventional methods for data analysis proven to be effective but at the same time have raised
serious concerns about privacy, integrity, and security. The General Data Protection Regulation
(GDPR) is the artifact of the growing concerns. The legal framework of GDPR set the guidelines
for data protection and privacy. However, technically privacy preserved data analysis is an area
that still requires significant efforts [4]. The established machine learning models are rigid and
require a global view of the data i.e. single site contains the complete dataset. One of the
expectations from the privacy-preserved data analysis is that it will not require a global view of
the data. Organizations keep their sensitive data within their secure premises yet have means to
run the large-scale analysis. Different efforts have been made to accomplish this task using
integrity checks, secure communication protocols and identify a class of models that can execute
in distributed settings.

In this project, the task is to design and implement a framework that allows the privacy-preserved
distributed data analysis platform for sensitive biological data. For this, we will explore the
blockchain technology [6]. So far, transactional systems used blockchain as a successful model for
data integrity and reduce the need for the trust. The technology has a lot of potentials and we think
by using blockchain technology we can move one step further in the direction of the privacy-
preserving data analysis.

Eventually, the methods and tools developed in this project will be used for providing a secure
large-scale robust distributed computing platform for genetic analysis of medical and mental
disorders.
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