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Abstract
We explore and evaluate methods for validation of ad hoc routing protocols
which are used to set up forwarding paths in spontaneous networks of mobile devices. The focus is automatic formal verification but we also make an
initial account of a protocol performance comparison using structured live
testing. State explosion is a major problem in algorithmic verification of
systems with concurrently executing components. We comment on some of
the best reduction methods and their applicability to our work. For reactively operating ad hoc routing protocols we provide a broadcast abstraction
which enables us to prove correct operation of the Lightweight Underlay Network Ad hoc Routing protocol (LUNAR) in scenarios of realistic size. Our
live testing effort has thus far uncovered significant problems in the interoperation between TCP and ad hoc routing protocols. Severe performance
degradation results in networks of just a few nodes when very little mobility
is introduced. This indicates that verification for smaller network sizes is
also interesting since those configurations may be the only useful ones for
certain types of applications.
Keywords: Mobile ad hoc networks, routing protocols, live testing, formal verification, model checking, SPIN, UPPAAL, LUNAR, DSR.
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Chapter 1

Introduction
Today wireless computing is a natural component in many people’s homes
while just a few years ago it was an exclusively academic and industrial phenomenon. The times when wires were used to hook up a personal computer
are rapidly fading into history. Capabilities of mobile phones are reaching
the point where they interact with laptop computers in wireless local area
networks. The work presented in this thesis contributes to making wireless
networks more reliable by making sure that they function as expected.
It makes sense to improve on the availability of mobile computing since
it is becoming the norm. People are likely to expect their portable devices
to exchange files at the click of a button, regardless of hardware and without
prior configuration. In cities, so called “hot spots” are emerging in coffee
shops and other highly frequented places. These are connection points using
the standard technology for wireless networks, the base station. The radio
communication range of base stations is limited, which means that users
must remain in close proximity to stay connected. An interesting question
concerns what can be done in the absence of such a wireless infrastructure.
This might be the case when walking around in the forest or in a city park.
Fortunately, mobile devices can then connect directly to each other. When
obstacles are in the way or devices are out of reach it is sometimes possible
to communicate using a third device as an intermediary (see Figure 1.1).
This requires an additional piece of software, an ad hoc routing protocol.
Since the idea of ad hoc routing was first conceived, a plethora of protocols has emerged, each tailored for a particular situation. The specializations
have addressed issues such as how to save battery power on limited devices,
how to route quickly in highly mobile networks, and so on. If a particular
routing protocol does not perform as intended, the user may notice it in the
form of reduced quality of service. In the worst case an application might
not work at all. An additional problem with a malfunctioning protocol is
that the computer becomes vulnerable to attacks from malicious users.
In order to prohibit erroneous behavior, protocol designers generally sub1
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Figure 1.1: Ad hoc routing can extend communication reach. A and B
cannot communicate directly because of restricted radio range, but they
can communicate using C as an intermediary

ject their creations to validation. A common way to do this is to construct
a software model of the protocol and simulate a large number of usage
situations. The model is executed on virtual devices moving around in a
simulated environment. After a given time the simulation is stopped and
the result analyzed. One metric used for performance analysis is the average
amount of data that reaches its destination. A second approach often used
during development of the protocol is to perform live tests on actual hardware. Tests can be done more or less rigorously depending on how exactly
the movement can be repeated and to what extent external factors can be
controlled. In order for experiments to yield relevant information, they need
to be repeatable so that a number of tests can be performed and averaged.
Neither simulation nor testing is exhaustive. They can be used to identify the bugs that are most easily found but cannot rule out protocol design
errors. Still these methods can be very useful. Simulations are highly suitable for achieving a rough measure of performance in large networks and
under ideal circumstances. Live testing has limitations in the size of networks that can be studied simply due to logistic reasons. Experiments need
to be carefully choreographed and executed and this becomes more difficult
as the number of devices increases. The advantage is in the ability to catch
errors not visible in simulations due to idealizations in, for example, radio
propagation models. In this thesis we report on initial results from such a
structured testing study.
The third method to validate a protocol is to use formal verification
methods. A protocol model is checked to see if it conforms to user requirements. Instead of executing the model, its logical structure is analyzed.
This process works by using mathematical logic and can be more or less automatic. In the case of an ad hoc routing protocol the most general form of
requirements can be expressed as: “The protocol should enable data packets
to be forwarded between all devices in the network that are positioned on a
chain of radio connectivity.” There has been previous work on formal ver2

ification of ad hoc routing protocols but the methods proposed have either
been applicable only to small network configurations or required significant
experience on behalf of the verifying person. The aim of our work is to
develop general methods that can be applied by the average ad hoc routing
protocol engineer at early stages of development to make sure that a design
corresponds to the given requirements.
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Chapter 2

Wireless Network Operation
2.1

Wireless and Ad Hoc Networks

The traditional wireless network uses a specific piece of hardware, the base
station, as a central unit. Therefore, it is often referred to as an infrastructure based network. The base station is typically connected to a wired
network such as the Internet and enables computers nearby to connect to
it using wireless network cards. In the following we will refer to portable
computers with wireless communication capabilities as mobile nodes. Figure
2.1 depicts a traditional wireless network with communication cells defined
by the locations and ranges of base stations.

A
C

Figure 2.1: Traditional infrastructure based wireless network. Dashed circles
depict radio ranges
In situations where there is no base station available or it is out of range,
mobile nodes can still form a fully connected wireless network by operating
in so called ad hoc mode [49]. Nodes within wireless transmission range
of each other can then communicate directly in a peer-to-peer fashion. No
relaying is done, so nodes can only communicate with their direct neighbors.
A Mobile Ad hoc Network (MANET) is a network of mobile nodes operating in ad hoc mode. A MANET has the following main characteristics:
5

• Nodes of the network can communicate wirelessly, for example by
means of 802.11 [49] or Bluetooth [4].
• There is no fixed, centralized, infrastructure.
• Nodes are not required to remain in set positions. They can join and
leave the network area at any time and change position within the
network.
In short: connectivity between nodes and the network topology can vary
heavily. Additionally, mobile nodes have a limited transmission range, which
is one reason for a MANET to support the use of so called multi-hop paths.
This means that packets can be routed over intermediate nodes in order
to reach nodes outside the originating node’s transmission range. Thus, all
participating nodes need to function both as end nodes and routers. Other
reasons for deploying multi-hop can be to save power on limited battery
driven devices, to overcome obstacles, or avoid interference.
Potential applications for ad hoc networks include operations in remote
areas. These can be search-and-rescue missions or disaster recovery. In
everyday life one can envisage the use of ad hoc networks for quick and
easy collaborative computing at conference sites, on campuses, etc. Last
but not least, an important application of ad hoc networking technology is
in sensor networks. There, tiny devices are spread out over an area, for
example to sample environmental data which is distributed and aggregated
in the network for later collection and analysis.
The so called network diameter is defined as the maximum number of
hops, or intermediary nodes, between a sender and a receiver in the network.
The diameter has an upper limit at which the induced delays in the ad hoc
network become too high for many applications. The risk of a link break
somewhere on the chain also increases with the number of hops. In Paper A
it is argued that the maximum practical diameter, called the ad hoc horizon
may be as short as three hops.

2.2

Ad Hoc Routing Protocols

In the basic case of an ad hoc network without multi-hop paths, a node
that needs to deliver a packet to another node which is not within direct
transmission range will not be able to do so. This situation can be remedied
by running a routing protocol throughout the network in order to establish
such paths. If there exists a multi-hop radio path between two nodes, then
packets can be routed. The task of the routing protocol is to build routing
tables with forwarding information. The goal is for packets to come closer to
their destination and finally arrive there. Figure 2.2 depicts such a multi-hop
ad hoc network.
6

Examples of routing protocols used in the regular Internet are the Border
Gateway Protocol (BGP) [44] and Open Shortest Path First (OSPF) [37].
These protocols are not designed to react particularly swiftly to topology
changes, because they do not have to. In a wired network, the time scale at
which routers join or leave are rather in the range of days than seconds.

A
C
B

Figure 2.2: A multi-hop ad hoc network. Dashed circles depict radio ranges
and solid lines represent connectivity
Because of the characteristics mentioned in section 2.1, developing a
routing protocol for a mobile ad hoc network poses additional challenges in
comparison to the infrastructure based case. Ad hoc routing protocols need
to react quickly to topology changes and find alternative paths in order for
them to be generally useful. There have been over 70 protocol suggestions
[50] since the emergence of ad hoc networking. Two of these are currently
up for standardization by the IETF MANET group [25], namely the Dynamic MANET On-demand Routing protocol (DYMO) [6] and version two
of the Optimized Link State Routing protocol (OLSRv2) [14]. However,
even though there is much effort put into developing well functioning protocols, there have been few live performance studies and even fewer formal
verification attempts.
One common way to divide the proposed routing solutions is into the
following main classes [19].
• Those where nodes continuously map their environment in order to
already have routes available when a packet needs to be delivered
to a particular destination. This follows the strategy used in wired
networks and is typically done by regular distribution of control packets throughout the network. These protocols are usually referred to
as proactive or table driven. Examples include the Highly Dynamic
Destination-Sequenced Distance Vector routing protocol (DSDV) [41]
and OLSRv2.
• Those where nodes do not take action until there is a packet that needs
7

to be delivered from a source to a destination. Once this happens, they
attempt to generate a route as quickly as possible on-the-fly by flooding
the network with a route request. These protocols are referred to as
reactive or on-demand driven. Examples include DYMO, AODV [42],
and DSR [28].
• Those that combine features from both of the above, commonly referred to as hybrid protocols [45]. An example in this category is the
Zone Routing Protocol (ZRP) [21]. The Lightweight Underlay Network Ad hoc Routing protocol (LUNAR) (see Paper A) also combines
reactive and proactive elements.
In the proactive and hybrid protocols there is a tradeoff between the
amount of control and data traffic distributed in the network. More control
traffic, that is, exchange of topology information, in general increases the
reactivity to topology changes. The relation is however quite complex since
data traffic throughput is dependent both on the availability of routes for the
traffic and the amount of lower layer collisions with control packets. OLSR,
for example, uses specialized aggregation nodes in an effort to minimize
the number of packets used in the flooding of neighborhood information.
Proactive protocols can to some extent be tuned for the situation in which
they are intended to be used, for example if high or low mobility is expected.
The reactive protocols use a minimal amount of control traffic at times of
low activity since they basically only need to set up a route to a specific node
upon request. This, however, causes an inherent delay since routes may not
be available beforehand. In addition, the flooding of route requests leads to
bursts of control traffic. Last but not least, to detect link breaks several reactive protocol implementations use periodic broadcast beacons which add
to the underlying traffic load. In general, one can say that proactive protocols are preferred in situations with little mobility and that reactive ones
have a potential to become better as the amount of movement increases.
In order to optimize performance, reactive protocols can use other features
than control packet frequency tuning. In DSR, for example, other nodes
than the intended destination can answer to a route request if they happen
to be in possession of a cached route.

2.3

Types of Packet Transfer

At the link and network layers of a MANET there are in general two types
of packet transfer used: unicast and broadcast. Unicast means delivering
a packet to a single destination whereas a broadcast is received by all connected nodes. The difference is in reality artificial since all nodes within
range can receive a transmission. In traditional networks, there is the additional possibility for a link or network level multicast operation (see, for
8

example, [48]). For multi-hop wireless networks a multicast or network level
broadcast can be implemented by flooding [51]. We have formalized it as
Propagating Localized Broadcast with Dampening (PLBD) in Paper D to
be able to use it as a primitive operation along with unicast and broadcast.
In the DYMO protocol, the authors are using something they refer to as
DYMOcast [6] which is simply a unique multicast group. A route request
in DYMO is thus a message element destined for the special DYMOcast
IP address. This has the effect of transmitting the packet to all connected
DYMO nodes. It is not further specified how the multicast operation should
be implemented. The designers have thereby chosen to separate PLBD
from the ad hoc routing protocol specification in contrast to many other
suggestions where it is included. The IETF MANET group is currently also
working on something called Simplified Multicast Forwarding for MANET
(SMF) [35]. SMF is intended to be used for efficient flooding to all nodes of
a MANET routing area. Duplicate packet detection is a fundamental part
of the SMF flooding process.

2.4

The LUNAR Protocol

As a case study we have used the LUNAR ad hoc routing protocol both
because of its relative simplicity and because of our insight into the actual implementation. The protocol is thoroughly described in Paper A.
In our structured testing study we have further studied implementations
of the AODV and OLSR [27] protocols. Initial results from this study are
accounted for in Paper C. To give an essence of reactive routing protocol
operation in general, we here recapitulate Example 1, which is included in
Paper B. The example informally describes how the LUNAR route formation process works. One simplification compared to protocol implementations is that the simultaneous back path creation (see Paper A) has been
omitted.
(1)

(2)
ReplyTo
A

B

A

C

B

C

RREQ C

RREQ C
(4)

(3)
ReplyTo
A

RREP
B

C

A

B

C

Figure 2.3: LUNAR route formation overview
Example 1 LUNAR route formation. The situation is depicted in Figure
2.3. In the figure grey, dashed, bidirectional arrows indicate connectivity.
The black, solid, unidirectional arrows indicate paths that have been set up
in the network.
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1. Node A wants to set up a route to node C and therefore broadcasts a
LUNAR route request (RREQ).
2. The RREQ is only received by node B who concludes that it is not
the node sought and therefore rebroadcasts the request. Before doing
so, however, it connects the new request to a back path back to the
originally requesting node (which is A).
3. The RREQ is now received by both A and C. A, through the use of the
dampening mechanism concludes that the request originates from itself
and drops it. C on the other hand, receives and handles the request.
Since it is itself the requested node it sets up a “port” for later reception
of IP packets, after which it generates a route reply (RREP) destined
for B. When B receives this RREP it notes that it is a response to an
original request from A, therefore it forwards the response to A. Before
doing so, however, it sets up a relay so that packages received for C
are forwarded to the port set up there.
4. When A receives the RREP it constructs an outgoing port to which IP
packets destined for C are to be sent. This port is connected to the
relay at B which is in turn connected to the port at C.

2.5

Correctness and Performance Issues

The main property that we would like to verify in the operation of an ad
hoc routing protocol is that packets are routed correctly. In other words, if
a node has direct or indirect radio connection to another node, packets are
expected to be routed there. As mentioned before, an indirect connection is
through other nodes, by means of multi-hop operation.
More specifically this means that a route will be found if at least one
possible path exists. Additionally no routing loops are allowed to be formed.
A routing loop means that a data packet can enter a forwarding circle where
it does not make any progress on its way from source to destination. In
Paper B we have included an example of such a situation that could occur
in a previous version of the AODV protocol. In that paper we have also
formalized the above requirements.
When the main correctness properties have been established there are
also timing requirements. Routes must be found and packets delivered in a
timely manner. The protocol needs to be able to react swiftly to topology
changes. In Paper B and Paper D we extract time bounds in order to
check the LUNAR protocol’s best and worst case behavior in the different
scenarios. In Paper C we present initial performance results from running
TCP in an ad hoc network.

10

Chapter 3

Protocol Validation
3.1

Survey of Methods

Computer networking protocol validation is commonly done using a combination of simulation and testing. These are both valid approaches that to
some extent complement each other. Simulation offers the possibility to run
a large batch of tests under identical circumstances whereby some parameter can be varied and the effect studied. A very common assisting tool, or
framework, is the network simulator - ns-2 [26].
Live testing is often applied to some extent during protocol development.
An important application for the method is when checking interoperability
between different implementations. Live testing poses the difficulty of conducting several comparable tests, but if done in a structured way it may
very well expose errors or problems not visible in simulations. The gray
zone problem, reported by Lundgren et al. [34] is one example of such a
discrepancy. In Paper C initial results from a structured live testing study
are presented. The tool we use is called the APE testbed [38].
A third alternative is to use formal verification in order to be sure to
cover all situations possible in a system model. Testing and simulation are
not exhaustive methods and cannot guarantee that there are no undiscovered subtle errors or design flaws in a protocol. The objective of formal
verification is to improve on reliability by reasoning about systems using
mathematical logic. A formal system model can thereby be checked to fully
comply with a given set of requirements.
There have been comparatively few efforts at formal verification of ad
hoc routing protocols. The reason for this is twofold. First, there is the
presumption that the methods are difficult to use which is to some extent
true since there really is a threshold to cross before becoming proficient. The
deductive methods usually require more experience before it is possible to
carry out a proof for a non trivial system. Even then, it is often a very time
consuming process. Second, there are inherent limitations of the methods.
11

In the case of deductive methods they have a potential to be very powerful
and can be used to construct proofs for large or even infinite state systems.
However, the proof may be notoriously difficult to find or it may not even
exist because the problem is not well formulated.
Algorithmic verification methods, commonly known as model checking
[9], have been more successful in terms of industrial deployment because of
their easier usage. These methods have another problem that surfaces for
systems composed from a set of different components that can interact in
a non deterministic manner. Many possible interleavings of execution are
thereby possible, leading to exponential growth of the searched state space;
the state explosion problem [47].
Automatic predicate abstraction techniques, first introduced by Graf
and Saı̈di [20], represent a quite recent alternative which attempts to combine the advantages from theorem proving and model checking. These new
techniques thus have the potential for verifying infinite state systems automatically by abstract interpretation [15] followed by, for example, symbolic
model checking [36]. There is ongoing work on many fronts in order to lower
the threshold of use as well as on coping with the state explosion problem.
Here, we concentrate on some of the more user friendly tools, namely automatic model checkers. Our hope is to advocate the use of formal verification
by the average protocol designer.

3.2
3.2.1

Formal Protocol Verification
System Description Languages

In order to verify a particular protocol it first has to be described in a structured and unambiguous way. For this, there are two main choices. Either,
one can write an implementation in a regular programming language such
as C and thereafter verify the code directly. This approach has been used
by Engler and Musuvathi [18] to find errors in different AODV implementations. It is most often not used for exhaustive verification but rather as a
method of finding program bugs, even though Engler and Musuvathi were
also able to identify a routing loop error in the AODV specification.
The second approach to describing the protocol is to use a formal description language. This can either be a subset of first order predicate logic
or some more high level formalism such as PROMELA (PROcess MEta
LAnguage) used in the SPIN [23] tool. In reality, these languages are just
representations of transition systems. It is essential that the formal description matches that of the real system implementation, but normally some
parts have to be abstracted away from in order to make the problem feasible for verification. In the case of deductive verification the proof may
otherwise be too difficult to construct and in the case of model checking the
state space can easily blow up. When abstracting, one has to make sure
12

that the system model retains the same behavior as the implementation for
the properties of interest.

3.2.2

Requirement Properties and Specification Languages

Requirements on the system are commonly expressed in a temporal logic
such as LTL (Linear Temporal Logic) [43] or CTL (Computation Tree Logic)
[10]. Requirement properties can be categorized as either liveness or safety
properties [29]. Characteristic for a safety property is that a violation is
detectable using a finite system run. It can informally be described using
the sentence “something bad will never happen” provided that the property holds in all reachable system states. In contrast, a liveness property
corresponds to the sentence “something good will eventually happen”. In
order to produce a counter example for a liveness property it is sometimes
necessary to study infinite system runs.
An example of a liveness property is the one we used in Paper B and
Paper D, expressed somewhat simplified: under the appropriate premises, a
given routing protocol will eventually find a route to a particular destination.
As an example of a safety property, we will see the non-looping condition
used in [3, 16, 30]: the given routing protocol will not yield a state where a
route is set up so that packets are forwarded in a loop, never reaching their
intended destination. This property does not guarantee correct route setup
but prevents looping behavior, a common reason for failure.

3.2.3

Applying the Method

Model Checking
There are two main advantages of model checking in comparison to deductive methods. The first one is that once the system model has been constructed and the verification properties devised, the process is completely
automatic and outputs a “yes” or “no” answer. The other advantage is the
possibility to generate error traces in case a property is not fulfilled by the
system. This makes it possible for the user to modify the model accordingly. The main disadvantage of model checking is its limitation to finite
state systems. It can, however, be used in hybrid infinite state verification
approaches where model checking is, for example, a component in a CEGAR
(Counter-Example Guided Abstraction Refinement) loop [12]. Furthermore,
model checking of symbolically represented systems can be regarded as infinite state since the original system may contain an unlimited element (such
as continuous time). Using model checking, one can check safety as well as
liveness properties. Model checking algorithms work by exploring the state
space whereby the search stops at the first violation or when the complete
execution tree has been examined. Methods can be divided into explicit
state and symbolic model checking depending on if the individual states or
13

groups (sets) of states are used to represent the state space. Below are a few
examples of model checking tools. These three tools are the ones that we
have mainly used in our work. We selected them because of their widespread
use, continuous development, and wide acknowledgment as being powerful.
SPIN. SPIN is an on-the-fly model checker intended for verification of software systems. System descriptions are provided using the high level
language PROMELA and properties can be given in several different
forms, including LTL and assertions in the code. Apart from model
checking, simulation can also be performed with the tool and this simplifies debugging of the system model. Counter-example traces from
the verifier can thus be loaded into the simulator. In an effort to save
state space overhead, SPIN implements partial order reduction and
BDD-like storage techniques.
UPPAAL. With the UPPAAL [33] tool the user can perform simulations
and on-the-fly verification. Diagnostic traces can be loaded into the
simulator for visualization and debugging. Modeling is done through
a graphic interface where systems are described using networks of automata extended with clocks and data variables. The tool is especially
targeted towards time-critical applications such as communication protocols. Properties are specified using LTL and verification is symbolic
using constraints to describe clock zones. The verification problem
is thus reduced to manipulating and solving constraints. Optimized
data structures are used for compact representation of the constraint
systems.
NuSMV. NuSMV [8] is a symbolic model checker which is a reimplementation and extension of McMillan’s original SMV system [36]. System
descriptions are given in the NuSMV language in which transition relations are described using propositional calculus expressions. NuSMV
data types are finite. In addition to booleans there are scalars and
fixed sized arrays. The additional data types are, however, translated
to boolean representations prior to verification. Properties can be
given in LTL or CTL and the system supports BDD-based or SATbased (bounded) model checking.
Chiyangwa and Kwiatkowska [7] have studied timing properties of AODV
using UPPAAL. Their model uses a linear topology with specialized sender,
receiver and intermediate nodes.
de Renesse and Aghvami [17] have used SPIN to model check the ad hoc
routing protocol WARP. They use a general 5-node topology, and provide a
non-exhaustive verification (using the approximating bitstate hashing mode
[23]), covering 98% of the state space.
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Deductive Verification
In deductive verification the goal is to prove that a conclusion, the property
to be verified, can be drawn from a given set of premises, the system description. This was previously a tedious manual process which has been speeded
up with the emergence of semi-automatic tools, so called theorem provers.
One advantage of this method is that it can be used to prove properties of
infinite state systems, for example a protocol running in a network with an
unbounded number of nodes.
An invariant is an assertion that is true in all states of a system. A safety
property, expressed as an invariant, can be proven using mathematical induction. First it needs to be proven that the initial system configuration
implies the assertion. In the inductive step it is then checked whether all
state transitions preserve the property, that is, if the assertion holds before
the transition it will also hold after it. Hence, the verification does not require an explicit state space search. This avoids the state explosion problem
at the cost of a more cumbersome proof process.
The manual method was used by Ogier [40] to make a proof of correctness
for the TBRPF [39] protocol. He presents a proof where induction on the
number of hops is used to deduce that the routing module routes optimally
in terms of least number of hops. For the discovery module he further
presents a proof that the neighbor information exchanged is sufficient for
the functionality of the protocol.
Bhargavan et al. [3] utilized the HOL [46] theorem prover in their deduction of route validity and freedom from routing loops in AODV. They
used conditions on next node pointers, sequence numbers and hop counters
to form a path invariant on pairs of nodes (on the path from source to destination). Three lemmas were then verified using SPIN after which HOL was
used to prove that the three lemmas imply the path invariant theorem.
Das and Dill [16] also prove absence of routing loops in a simplified
version of AODV. The strategy is similar to that of Bhargavan et al., but
more automated. They use predicate abstraction and can discover most
of the quantified predicates automatically by analyzing spurious abstract
counter-example traces, albeit with some mechanical human involvement.
The initial predicate set is formulated in a manual step where conditions on
next node pointers, hop counters, and existence of routes are constructed.
The method successfully discovers all required predicates for the version of
AODV considered.
Lahiri and Bryant [31, 30], following the example of Das and Dill, also
verified loop freedom of AODV, but using their own tool called UCLID PA
[32]. Indexed predicate abstraction was used whereas Das and Dill’s verification was done using quantified predicates. Lahiri and Bryant’s verification
process requires manual consideration. Apart from devising the initial set
of predicates, some indexing is reportedly done manually. The initial pred15

icates used are the same as in the work of Das and Dill.

3.2.4

The State Explosion Problem and Remedies

The state explosion problem in model checking refers to the situation in
which the state space storage overhead grows exponentially with the size
of the model. This problem occurs because of the large number of possible
interleavings between processes in a reactive concurrent system. Verification
may thereby fail simply because the available amount of computer memory
is limited. There have been a number of suggestions for coping with the
state explosion, that is, to make verification feasible for realistically sized
systems. We list the major remedies below following the description by
Clarke et al. [9].
Symbolic representation. Symbolic representation refers to the use of
compact data structures for representing state space. For example,
by encoding the transition relations of a Kripke structure as a Binary
Decision Diagram (BDD) it is possible to save storage by exploiting
the often inherent regularity of a hardware or software system. Constraint system representation of continuous parameters such as clock
ranges, which is done in UPPAAL, is another example of a symbolic
representation. In that case it would not even be possible to store all
time points explicitly regardless of the amount of available memory.
Partial order reduction. Partial order reduction [24] is an optimization,
for example implemented in the SPIN tool. If a group of concurrently
executing processes do not exchange any data throughout their lifetime, then it does not make a difference for the end result if they are
run one after the other or in parallel. This makes verification simpler
since the processes can be verified in isolation. However, once processes cooperate, for example by message passing, which is certainly
the case for protocol implementations, then the possible interleavings
of operation have to be taken into account when verifying the system.
Partial order reduction is a way of disregarding process interleavings
that produce the same global state as some other interleaving. Note
that the verification property also needs to be taken into account since
it might introduce additional data dependencies between processes.
Keeping as much as possible local to each modeled process can thus
promote partial order reduction.
Compositional reasoning. This technique [2] involves decomposing the
system into components which are verified separately and in isolation from the rest. Global properties can then be inferred from the
composition of the components. If there are mutual dependencies
between components one can still verify each component separately
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under the assumption that the other components work as expected;
assume-guarantee reasoning. There are both manual and automatic
approaches available for compositional reasoning.
Abstraction. Abstraction [13] is always used to some extent in formal verification since the modeling step by necessity involves some simplifications. For example, in a networking protocol one often abstracts from
other parts of the protocol stack such as the physical layer. This can be
approximated by a possibly lossy channel. Partial completion, such as
a corrupt packet not caught by error detection codes are rarely modeled since complexity would then increase enormously. In hardware
verification one assumes that individual components below a certain
level of detail work as expected. In software verification a common
use of abstraction is to reduce large data types by replacing them with
abstract values; for example, it might be sufficient for verification to
only keep information about whether a number is even or odd. As
mentioned above, automatic abstraction methods are available and
they pose an interesting possibility to promote the wider use of formal
verification.
Symmetry. Symmetry reduction [11] works by partitioning the state space
into equivalence classes. A reduced model is then constructed by taking one representative from every equivalence class. The new model
will often be smaller than the original one and the state transition
graph is preserved. If there are replicated components in the system,
such as there is in an N-party networking protocol, there is a potential
to gain state space from using this type of reduction.
Clarke et al. [9] additionally list induction as a method to cope with
the state explosion. What they then refer to is the formation of a so called
invariant process behaviorally equivalent to an arbitrary instantiation of a
parameterized model.
Note that we have excluded optimizations that are aimed at bug checking
rather than making an exhaustive verification more feasible. On-the-fly
verification is one example of such a method, which means that the complete
state space does not need to be constructed prior to verification. The states
are instead calculated as the verification progresses.
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Chapter 4

Ad Hoc Routing Protocol
Modeling and Verification
4.1

Modeling the Protocol and Network

In order to perform verification of an ad hoc routing protocol, we first need
to construct a formal model. In addition to modeling the protocol instance
running on each node, we must specify the way in which nodes are connected.
There is a question of how abstract the model should be made, the tradeoff
being between verification complexity and relevance of the results.
In this work we use a rather rough model of layers above and below the
network layer, where routing functionality resides. Upper layers are seen
as generators and destinations of Internet Protocol (IP) packets destined
for a certain network address. For the lower layers (link and physical) we
specify if nodes are connected or not. No intermediate state is possible.
Connected nodes can send packets to each other without loss or corruption
during the time of connectivity. In the UPPAAL verifications (see Paper
B and Paper D), where timed automata are used for the modeling, we
additionally include a nondeterministic packet delivery delay.
Regarding the modeling of network configuration, we consider the following variants.
• Explicit modeling of topology and transitions. This means that the
connectivity between nodes and changes in this connectivity are explicitly expressed in the model. This is the strategy we use initially
(see Paper A and Paper B).
• Parameterization, for example on the number of network nodes. In our
case we parameterize on network diameter and number of link breaks
(see Paper D).
• Universal quantification of the parameters. This provides a general
19

network model which encompasses all numbers of nodes and all possible topology transitions. This is the topic of our future work.

4.2

Initial Verification Approach

Our first approach is to model each protocol instance as well as the connectivity between nodes explicitly. Topology changes are also included in
their exact form in the model, for example as “nodes 0 and 2 are initially
connected, but at any time this connection can break.” We make sure that
the dedicated sender and receiver nodes are at all times connected by some
path. Lower network layers are abstracted away from by providing a channel
on which packets are delivered provided there is connectivity. For simplicity,
intermittent transmission errors at the link/physical layer are treated as link
breakages in our model.
As described in Paper B, using this approach we are rather limited in
the number of nodes and the types of transitions. The maximum topology
that we are able to verify consists of six nodes where one can go down at any
time. We are, however, able to check liveness properties on the form “route
setup will eventually succeed,” etc. at the push of a button. Furthermore,
we extract bounds on route setup and initial IP packet delivery times.
Even though the ad hoc horizon limits the usable size of an ad hoc network, we would like to extend our verification to handle networks larger than
a few nodes and, more importantly, for general types of node transitions.
For this reason we review a few of the methods for coping with the state
explosion problem accounted for in Section 3.2.4.

4.3
4.3.1

Coping with the State Explosion
Symbolic Representation

To evaluate the usefulness of symbolic state space representation methods
we started to model LUNAR in the NuSMV tool. The model was explicit
in the sense that we adopted a network centered view with all the messages
exchanged between nodes modeled using equivalent data types. However,
explicit modeling turned out to be highly suboptimal due to the conversion of
scalars and arrays to boolean encoding. This led us into thinking of further
abstractions that could be implemented in a suitable NuSMV model. Once
we had developed the new modeling strategy, accounted for below, we were
no longer as constrained by state space storage. We then chose to use the
UPPAAL tool for our experiments instead because it enabled us to include
timing in our model in a straightforward way. The purpose of extracting time
ranges was then as an extra check to validate that we had not constructed an
erroneous model. As mentioned above, the UPPAAL tool also uses symbolic
20

Table 4.1: SPIN partial order reduction gain
Without partial
Using partial
Reduction gain
order reduction
order reduction
Scen.

States
gen.

Trans.

States
gen.

Trans.

States

Trans.

(a)
(b)
(c)
(e)

9653
539601
106621
2.78e+06

25049
1.70e+06
302862
1.03e+07

5715
269886
53614
1.41e+06

12105
731118
128831
4.59e+06

41%
50%
50%
49%

52%
57%
57%
55%

representation for the time ranges. In our SPIN verification we exploited a
form of symbolic representation as well by using COLLAPSE compression [22].
It did not, however, in this case enable us to verify larger scenarios.

4.3.2

Partial Order Reduction

We exploited Partial Order Reduction in our SPIN verification. Table 4.1
shows a comparison of the SPIN verifications of Paper B performed with
partial order reduction off and on respectively. We have only included the
scenarios where exhaustive verification could be performed with partial order reduction turned on. The table shows that the state space needed to
search in exhaustive verification decreases with 41-50% for these scenarios.
The gain from using partial order reduction seems to increase with scenario
complexity although we cannot be convinced by these few measurements.
Partial order reduction has not been implemented in the currently available UPPAAL versions [1].

4.3.3

Abstraction Techniques

Manual abstraction can be applied to a general class of protocols. When
thinking of suitable abstractions based on our work in Paper B we could
note that the operation responsible for most of the complexity in a LUNAR
network is the flooding of route request packets. The flooding operation was
in that paper explicitly included in the routing protocol model.
As mentioned in Section 2.3 we formalize the flooding operation as PLBD
in Paper D. In that paper we show that it is sound to abstract from the
flooding transmissions along all other paths than the so called fastest path.
The reason is due to the duplicate packet suppression which makes sure
that the destination and all other nodes only take action on the first request
they receive. By traversing the broadcast delivery path backwards from the
destination node to the source we identify what we refer to as the unique
PLBD path which is the same as the fastest path. The effect is that we can
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move the PLBD operation out of the model and assume it to be a primitive.
In other words, it may be simpler to think of the PLBD primitive as a
network layer that provides unique copies of each received PLBD and only
performs one resend.
This does not mean that we are not handling packet collisions. They are
treated as before, namely as link breakages. We are able to verify the same
properties and extract time bounds, but for much more general topologies
than in Paper B. Still, however, there is a tradeoff between network size and
number of link breaks. In Paper D we can verify route setup at a maximum
network diameter of eight hops with two link breaks. We choose to not study
the effect of more link breaks since we only perform two LUNAR resends
in our model. The protocol cannot be expected to guarantee successful
route discovery if more link breaks occur, since all retries may then be lost.
Using a modified protocol model, we would like to extend the analysis to an
arbitrary number of nodes and link breaks.
One option is to construct a fair transition system model of each protocol
instance and use a very general network model in which packets are collected
in a pool, an unbounded set of messages. All nodes can take action based
on which messages are in the pool. This is a very general topology model
in which packets can be repeated infinitely many times, arrive out of order,
and in which packets may arrive at an arbitrary time to their destination. It
has been used by Das and Dill [16] in their verification of the AODV routing
protocol, later followed by Lahiri and Bryant [31, 30]. With this network
model it is not possible to prove eventuality properties on the form “a route
will eventually be set up.” Invariant properties are instead used, in this case
a formulation of loop freedom.
Xiong et al. [53, 52] have modeled AODV using Petri nets. A topology approximation mechanism describes dynamic topology changes. They
report on a looping situation found during a state space search of a general
ten node topology. Their broadcast model works by sending out unicast
messages to an average number of nodes. This number is based on the
average degree and the total number of nodes in the graph. The resulting PLBD implementation is less abstract than ours and models redundant
packet transfers between nodes not on the fastest path between the sender
and receiver. In contrast to our approach link failure effects are not included
in their model as they assume regular unicast transmissions to be globally
receivable regardless of topology.

4.3.4

Exploiting Symmetry

In Paper B we exploited the network symmetry in a manual way by just
studying one network configuration in each family of isomorphic topologies.
In Paper D we moved further by representing each extended family by
a parameter configuration. We have not, however, been able to come up
22

with a suitable network invariant. Symmetry reduction is not implemented
in the standard distributions of SPIN and UPPAAL. There are prototype
implementations of both tools including this feature.
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Chapter 5

Conclusions and Future
Work
We have examined how to prove general properties of ad hoc routing protocols automatically. A requirement has been to not demand anything from
the protocol verifier but the most basic knowledge about formal methods.
Therefore, we have studied algorithmic as opposed to interactive deductive
verification methods. Using manual broadcast abstraction we were able to
perform verification of protocol operation in realistic situations.
Applying broadcast abstraction still requires additional effort from the
modeler in terms of thinking more abstractly about the model. The modeling style is packet centered, meaning that it focuses on packet transformations. In the case of our LUNAR model, all operations are packet driven
in the sense that actions are only performed upon receiving a packet. The
packet centered modeling has similarities to using message sequence charts,
which should facilitate for modelers who are already familiar with that.
We were furthermore limited in the number of link breaks in the LUNAR
model; there was a tradeoff with the network diameter. Other protocols may
not be completely packet driven and then we cannot apply our abstraction so
straightforwardly. In Paper D we explain additional steps that need to be
taken to verify the DSR protocol. Finally, the method yields a parameterized
model and variables have to be instantiated with some finite value. For all
these reasons we are interested in studying how new methods combining
theorem proving and model checking can be used in ad hoc routing protocol
verification.
One such method is predicate abstraction [20]. In our future work we intend to apply this method to be able to provide a general proof of correctness
in an automatic way. Das and Dill [16] used automatic predicate abstraction to prove loop freedom in a simplified version of AODV. We would like
to improve the method by attempting different optimization strategies to
construct a faster tool. The tool will be developed with the additional goal
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of being user friendly. Furthermore, we want to examine if other properties
than loop freedom can be proven or if loop freedom can be described in a
more general way.
Regarding our structured testing study, we are currently in the process
of finishing a complementary round of tests to further analyze the reasons
for the poor TCP performance reported on in Paper C. Tests with simpler
forms of traffic (UDP and Ping) are included as well as other basic tests
aiming at explaining effects caused by the radio medium and MAC layer.
All these analyses will be included in an upcoming technical report.
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Chapter 6

Summary of Contributions
The main contributions accounted for in this thesis are the following.
• A survey on efforts on ad hoc routing protocol verification as well as
a classification of their advantages and limitations.
• A formulation of the correctness requirements for ad hoc routing protocols. This definition has later been used by Chiyangwa and Kwiatkowska
[7].
• A set of well defined and motivated test scenarios for use in structured
live testing. These have been adopted by Borgia et al. [5] in their
work on protocol performance evaluation.
• SPIN and UPPAAL models of the LUNAR protocol. These have been
provided to several other researchers upon their request for use in
further protocol verification efforts.
• The original idea of abstracting from the flooding operation in order to
reduce the state explosion in algorithmic verification of ad hoc routing
protocols.
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LUNAR – A Lightweight Underlay Network
Ad-hoc Routing Protocol and Implementation
Christian Tschudin, Richard Gold, Olof Rensfelt and Oskar Wibling
Abstract— In this paper we describe LUNAR, a lean and efficient routing protocol for wireless ad hoc networks. We report on
its implementation, on performance comparisons and on a formal
validation result. The protocol departs in several ways from standard ad hoc routing protocols: it does not feature route repair,
route caching, route maintenance or packet salvation. Nevertheless
it closely matches the performance of AODV in settings inside of the
“ad hoc horizon”. We discuss the philosophy of LUNAR, report on
several ports including versions for Windows and a stripped down
LUNAR capable of running inside a microcontroller and operating
over infrared or Bluetooth.
Keywords— Wireless networks, ad hoc routing, routing protocol
implementation, LUNAR, formal validation.

I. I NTRODUCTION
D-HOC networks are typically described as a group
of mobile nodes connected by wireless links where
every node is both a leaf node and a router. This flat routing environment causes many challenges which have resulted in a slew of routing protocols and research projects
designed to solve the problems posed by ad hoc networks
[7], [15], [10], [8].
Many ad hoc routing protocols started with a simple
concept and then added “essential” features like route
maintenance or packet salvation for staying ahead in the
competition among protocols. While this happened at the
level of protocol design and simulations, the availability of
implementations of these refined ad hoc routing protocols
is far from satisfying; Stability as well as ease of installation and configuration are other domains that usually are
neglected too. This is in contrast to the continuous sophistication of ad hoc routing protocol specifications as is visible in their version numbers: All four top MANET protocol candidates went through 10–13 revision cycles, but for
some protocols there is no public implementation available
at all, others more or less have one reference implementation, and today none is cross-platform (Windows, Linux,
Mac and PDAs).


A. The LUNAR Approach
The aim with LUNAR was to explore novel ad hoc routing strategies and to constrain ad hoc routing protocol design to pragmatic boundaries. Low protocol complexity
helps to easily implement LUNAR in other environments,
as we demonstrate with LUNAR. Lean protocols also
form a good starting point for adding the important selfconfiguration elements, as we also show in this paper.
LUNAR adopts a hybrid routing style as it combines elements of both reactive and pro-active ad hoc routing ap
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proaches. It is reactive in the sense that it discovers paths
only when required; It is pro-active in the sense that it rebuilds active paths from scratch every 3 seconds, even if
everything is fine with the current path. This removes the
need for additional path maintenance procedures and link
repair actions and reduces the complexity of the protocol.
Another design choice was the separation of delivery paths.
Each host pair potentially has its own path and softstate
associated with it: It is the duty of the originating node to
keep that state alive. This makes implementation easier as,
for example, intermediate nodes can now be fully reactive
and do not have to start protocol activities by themselves.
B. Ad hoc Horizon
LUNAR limits itself to 3 hops. This decision was based
on our experience (when experimenting with the standard
MANET protocols over IEEE 802.11) that 3 hops is already pushing the limits in many ways. We hypothesize
that there is an ad hoc horizon beyond which it becomes
ineffective to handle topology changes as they occur in
mobile wireless networks. First, when multihop routing
is in place, it means that the wireless cards operate close
to their limits, resulting in a highly fluctuating connectivity space: Slight position changes or objects getting in the
way drastically change the neighbor set. Second, the freshness of routing information decays rapidly with the number
of hops – attempts to do local repair potentially mask or at
least delay the recognition of trouble spots. Third, the discovery and maintenance of routes by the use of flooding
beyond the ad hoc horizon disturbs the communications of
remote nodes more than it serves the local needs.
C. Underlay Routing and Internet Access
Another major departure from the MANET protocols is
that LUNAR positions itself below IP. Instead of making
ad hoc routes visible at the IP level, we create a subnet
illusion. To the IP stack is looks as if the mobile node
was connected to a LAN. Inside LUNAR we use an underlay at “layer 2.5” which emulates the LAN behavior
by establishing point-to-point multihop paths or point-tomultipoint multicast trees to mimic the broadcasts at the
LAN level. The underlay approach leads to immediate
implementation benefits as LUNAR does not have to interact with the IP routing tables. Moreover, the underlay
discovery mechanisms inside LUNAR permits to add selfconfiguration elements (address assignment, gateway discovery) in a very straightforward way.
II. R ELATED W ORK
Routing below the IP layer for ad hoc networks was independently adapted by [1] using label switching which

LUNAR – A Lightweight Underlay Network ad hoc Routing Protocol and Implementation
IP datagrams

IP

towards
fixed
Internet

IP

IP subnet illusion

IP data,
ARP
eth

XRP, data

LUNAR
WiFi

LUNAR

XRP, data

WiFi

IP data,
ARP
LUNAR
WiFi

Fig. 1. LUNAR as an underlay to the IP layer

is equivalent to the “selectors” that we use in LUNAR. A
similar project is [2] where the authors also aim at putting
L2.5 routing logic inside the (wireless) network interface
card.
There are four main routing protocols currently being considered for standardization by the IETF MANET
group. Two are reactive (DSR & AODV) and two are proactive (OLSR & TBRPF). There is a DSR click router implementation available which seems stable, unfortunately
it was not available at the time that this work was originally done. For AODV, which was recently raised to full
RFC status, there are four full AODV implementations are
available. For our comparisons we used AODV-UU [14]
which is a stable and mature implementation. OLSR [16]
is available in a stable implementation from INRIA and appears to work well, therefore it was also included in comparisons. Unfortunately, there is no publicly available implementation of the TBRPF protocol.
For AODV, formal validations have been carried out by
the Verinet group [19] at the University of Pennsylvania.
Using a theorem prover and a SPIN model of AODV in a
2 node setup (with an AODV router environment), it could
be shown that – with additions – it is in fact a loop free
routing protocol.
III. T HE LUNAR P ROTOCOL
LUNAR presents itself towards the IP stack as a network
interface card that attaches to a local area network. All
nodes participating in the LUNAR network will appear as
being one IP-hop away. Internally, this connectivity is implemented by forwarding data packets over multiple hops.
Figure 1 shows the position of the LUNAR network with
respect to the traditional IP stack. The design of LUNAR
is based upon the SelNet underlay network [17] which is
a frugal forwarding abstraction designed to support a wide
range of data forwarding and routing styles. Typically, SelNet is implemented at L2.5, but can also be put at L3.5 as
an overlay where it can be used for packet redirection.
The main idea behind LUNAR is to link ad hoc path establishment to ARP. Historically, DSR also followed this
approach by doing multihop ARP [9]. Typically ARP is
confined to broadcasting only to the subnet that the node
is currently residing in. For LUNAR, we decided to allow
nodes which receive such resolution requests to rebroadcast them to reach nodes which are outside of the original
radio range of the requesting node.

propriate handler routine based on a single packet header
field called “selector”. As a packet is forwarded through
a SelNet network, it will have a different selector on each
leg of its path because the SelNet network will rewrite the
combination of Ethernet address and selector on each hop,
in the same way as IP forwarding rewrites the Ethernet
address for each subnet crossed. A special selector value
is defined for XRP packets (eXtensible Resolution Protocol) which enables to create rewriting state in remote nodes
and, in the case of LUNAR, to address the LUNAR specific
forwarding logic. Delivery paths dynamically obtain their
own set of selector values such that XRP control traffic and
the multiple ad hoc delivery paths are kept separated.
B. SelNet Control Messages (XRP)
XRP (eXtensible Resolution Protocol) is SelNet’s external data format for requests and replies. Its name stems
from the philosophy that “resolution” is a mandatory step
before using SelNet’s forwarding capabilities. An example would be the resolution of a neighbor’s ethernet address such that one can send data to it, or a LUNAR resolution where we want to resolve an IP address to a multihop path. In both cases SelNet will set up the necessary
state inside the local host as well as in the network, and
return an opaque “handle” in form of a selector value. In a
second step on can use this selector for sending packets to
the now resolved destination; The corresponding API consists of a simple selnet_demux(selector, data,
length); procedure.
XRP messages are mere containers for parameters, its
format was inspired by the CASP proposal [3] and RSVP.
Here we describe the generic data structures and point to
some LUNAR specific parameters. XRP messages begin
with a header which is 4-Bytes long:
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
version
|
ttl
|
flags
|
reserved
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

This header details the version, Time To Live (TTL) and
the flags associated with that header. After the header, we
have the various parameters that we wish to send. There
can be multiple XRP parameters per packet.
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
length (bytes)
|
class
| class-type
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
|
|
... contents ...
|
|
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

A. SelNet

A “null” object closes this list so XRP becomes a selfdelimiting packet format.

The SelNet network basically offers a demultiplexing
service. An incoming packet will be dispatched to an ap-

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|
0
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
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A typical LUNAR “Route Request” would contain the
following parameters:
Request series (Len=12, class=request series, ctype=sel)
Address to resolve (Len=8, class=target, ctype=IPv4)
Requested resolution (Len=4, class=reqstyle, ctype=sel/eth)
Reply address (Len=20, class=reply addr, ctype=sel/eth)
The request series (opaque 64 bit field in form of a selector, ctype=sel) is used to identify each discovery wave
for preventing broadcast storms. We request the resolution
of an IP address (address to resolve, ctype=IPv4) and wish
to obtain the result in form of a selector/ethernet pair that
encodes the first hop of the delivery path (requested resolution, ctype=sel/eth). The reply address is our local address
where we wish to receive the result of this request.
The LUNAR “Route Reply” message will have only one
parameter contining a selector and ethernet address value
pair:
Forward address (Len=4, class=reqstyle, ctype=sel/eth)
This information tells the requesting node where to send
data traffic to. All data packets sent to this port will be
forwarded to the stack whose IP address was given in the
original route request.










C. SelNet Packet Format
As can be seen in the XRP example above there is no
field that specifies the LUNAR context in which the resolution should be carried out. In fact, this information is
encoded as a “well known” selector port to which all LUNAR requests have to be sent to, whereas LUNAR replies
are sent to a dynamically allocated selector port as indicated in the parameter list. This relates to SelNet’s basic
demultiplexing philosophy and its one-header-field packet
format:
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-...-+-+
| selector (64 bits)|
data
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-...-+-+

The same selector+data format is used for a) XRP requests, b) XRP replies as well as c) pure data traffic; Differentiation is made by the selector value only.
In order to underlay IP we define a new ethernet frame
type such that IP and SelNet frames can be distinguished
at arrival. A complete SelNet frame over ethernet thus has
the shape:
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-...-+-+
| dst (48)| src (48)| typ (16)| selector (64)|
data
|
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-...-+-+

D. LUNAR Protocol Logic
LUNAR interconnects with IP by trapping all control
traffic and translating it into explicit signaling at the SelNet level. When the IP stack issues an ARP request for
an IP number’s Ethernet address, LUNAR translates this
to a “route request” (RREQ) expressed as an XRP message. This RREQ is broadcast to all neighbor nodes. Rebroadcasting logic is then responsible for checking duplicate RREQs (each request has a unique ID which is stored
on each node it arrives to), for propagating the resolution
information to the next neighbors and for temporarily storing return information for the reply.
When the target node is reached, it sends back a “route
reply” (RREP) – this time using a unicast message – to the
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node from which it received the broadcast. Using the return information there, this reply message travels back towards the originator while at the same time creating a data
delivery path towards the target node. Data traffic travels
inside the delivery paths that LUNAR has established.
LUNAR also has to take care of IP broadcasts that the
communication stack might be sending (e.g. broadcast
pings). To this end we use a similar flooding based discovery mechanism and express such resolution requests
as XRP messages too. In order to emulate a L3 broadcast we send a L2 RREQ broadcast: all neighbors match
the discovery request and will rebroadcast it before replying. We delay this reply a little in order to fuse it with the
replies from downstream nodes. Depending on how many
downstream nodes replied, the intermediate node will install either a “broadcast forwarding handler” or a “unicast
forwarding handler”. The net effect is the creation of a delivery tree where edges are using broadcast in case a node
has more than 2 child nodes and using unicast otherwise.
All data forwarding state in intermediate nodes is phased
out after approximately 6 seconds. Therefore, the originator of a delivery path would have to periodically refresh
it. Instead of refreshing, we chose a more suitable strategy
for ad hoc networks by building a new path every 3 seconds. This way LUNAR is able to react swiftly to topology changes, although it does not use any hello beacons
or other link layer mechanisms to discover broken “links”.
Old state is garbage collected by each node without additional signaling overhead.
E. Intercepting DHCP for Address Self-Configuration
We have already described how LUNAR intercepts ARP
messages and turns them into RREQs for establishing forwarding paths. Similarily, LUNAR intercepts DHCP messages and translates them into its own address allocation
and resource discovery strategy. In fact, each LUNAR
node implements a fake DHCP server. If the DHCP client
asks for a specific IP address, LUNAR will try to resolve
this address using the XRP messages. If no delivery path
can be set up to the given IP address, we assume that the
address is not in use and LUNAR grants the corresponding
lease to the DHCP client. However, if a RREP message
was received, a new random IP address is picked and tested
several times before handing it to the client.
Gateways are also solicited using XRP resolution messages. In a variation of LUNAR’s path setup described
above, we allow several XRP replies to travel back instead
of a single reply. Back at the originator we collect them
and return the list of available gateways in the DHCP reply
message.
IV. I MPLEMENTATION
Figure 2 shows the software decomposition of LUNAR.
In a first approach we implemented LUNAR as a Linux
user space program that interposes itself between the IP
stack and the wireless card driver. The TUN/TAP device
is used to interface with the IP stack while NETLINK provides all information on pending ARP requests in an early
phase. Alternatively, one can also capture the ARP packets once the IP stack sends them out and use ARP reply
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user space

packets to signal that a delivery path was found. However,
because there is no ARP packet type that could be used
to remove an ARP entry, we still need direct access to the
ARP cache. The tight interfacing with ARP is essential for
throttling the IP stack as soon as a LUNAR delivery path
times out. This avoids that any (TCP) packets are lost because the IP stack will know that it has to redo an ARP
before continuing with the data transmission. In order to
avoid a stop-and-go behavior at the ARP interface level we
let LUNAR create a new delivery path after 3 seconds in
parallel to the existing one and switch silently to the new.
LUNAR removes an ARP entry only if no traffic is observed for a 3 second period and the path times out.
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B. A Tiny Multihop Ad Hoc Access Point
In order to demonstrate the reduced complexity of working below the IP layer, we fitted LUNAR and a Linux
system on a single 1.4 MB floppy disk. This “LUNARon-a-floppy” features an automatic gateway and contains
a NAT module which will map the 192.168.42.x LUNAR
subnet addresses to a topologically correct IP number in
the fixed Internet. As a result we have implemented a selfconfiguring access point which enables mobile nodes to get
Internet connectivity over multiple ad hoc hops.
C. LUNAR for Embedded Systems
LUNAR’s simplicity also permitted us to implement
the routing protocol in the very constrained environment
of the LEGO Mindstorms RCX. The RCX is equipped
with a h8300 Hitachi microcontroller with 32 KBytes of
RAM and communicates over an infrared device running
at 2400 Baud. The resulting system consists of a stripped
down BrickOS (7KB), LUNAR (3.5KB), Van Jacobsen header compression (4.5KB), IP[5] (3.5KB), a Web
server and the application (1.8KB).

Linux kernel





IP stack
data

ARP sol/repl

networking
hardware
driver

PC (console)
RCX
IR Tower

Fig. 2. LUNAR node architecture (user space implementation).

A new version of LUNAR has been development which
is fully kernelized and which does not have the TUN/TAP
and NETLINK dependency. This makes the deployment of
the LUNAR module simpler as users do not have to recompile their kernel for TUN/TAP and NETLINK support. The
kernelized LUNAR version also creates an ethernet device
which is used by the IP stack like any other subnet technology. The source code is published under the GPL and
can be accessed at [11].
A. Measurements
We measured the performance of LUNAR in a controlled setting of a linear network of three stationary nodes
and one mobile node that roams along this linear network
(see [12] for details). The following table gives the result
for UDP traffic (ping and MP3 streaming):
Protocol
Ping
MP3
OLSR
89.0% 91.9%
AODV-UU
91.9% 97.9%
LUNAR
96.5% 96.8%
AODV-UU+SNR 99.1% 99.7%
LUNAR had better PING performance than plain
AODV which is due to broadcast messages reaching farther than unicast messages: Because AODV trusts broadcast messages for identifying delivery paths, it can have
problems in so called “communication gray zones” [12].
LUNAR is not subject to this problem because it does not
really on HELLO beacons for link break dectection.The
patched AODV-UU+SNR version, which eliminates the
gray-zone problem, now outperforms LUNAR also for the
PING case. However, we consider the LUNAR performance of 96% to be sufficiently good for justifying not
adding new protocol features.

RCX

RCX

Fig. 3. Multihop IR coverage for mobile LEGO Mindstorm robot.

As an application we demoed the steering of an RCXcar over IP and the delivery of a dynamic HTML page
displaying the unit’s status. Because the IR device has a
limited reception angle of 60 , we covered a circle shaped
area with two additional LUNAR-enabled stationary RCX
nodes (see Figure 3). The mobile node in the center will
always be able to communicate with the console via either
a one-hop or a two-hop path.
To highlight the extremely constrained environment
we note here that in LUNAR we merged the link
layer address and the selector values, effectively making
layer 2 becoming the SelNet layer and shrinking the Ethernet+selector address fields from 48+64 bits down to 16
bits.




D. LUNAR for Bluetooth Scatternets
We have developed a LUNAR version which enables us
to route UDP and TCP traffic over multiple Bluetooth piconets. A Bluetooth piconet always has one master node
which connects up to seven slave nodes. All communication inside a piconet passes through the master node which
regularly polls the slaves. New nodes join a piconet by a
lengthy inquiry process and will become slave nodes. In
order to interconnect two piconets i.e., forming a so called
scatternet, it is necessary that one node switches back and
forth between the master role in one piconet and the slave
role in the other.
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Porting LUNAR to Bluetooth was not a straightforward
task. Firstly, there is no broadcast functionality within
piconets, all data communication is connection oriented.
Secondly, not all connected nodes are able to inquire for
new nodes, neither are all connected nodes fully discoverable. Currently we solve this problem by letting idle
slaves temporarily disconnect from the master and look for
new piconets to bridge to and then feeding this information
back as if it was gathered via a broadcast mechanism. This
proactive activity is necessary because of performance: A
source node, which according to LUNAR is responsible
for establishing the delivery tunnel and sending the data,
would otherwise have to frequently disconnect and subsequently reconnects only for finding nodes in potential
neighbor piconets.

for data packets which can prevent packets from looping,
should the routing protocol configure such a looping forwarding path. One safety net consists in that all forwarding entries in a node keep a “forwarding credit”, which is
decremented by every packet passing through as well as a
soft state garbage collection mechanism. Nevertheless, it
is important that the routing protocol does not lead to forwarding loops.
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E. LUNAR for Windows
In an effort to provide LUNAR for multiple platforms,
a Windows XP/2000 version has recently been produced.
It is based on the new kernelized Linux version of LUNAR and is implemented as an NDIS intermediate network
driver [13]. NDIS 1 is an interface for network drivers used
in the latest Windows operating systems. In this manner,
Ethernet packets going out to or coming in from the network card can be intercepted and new packets injected in
both directions. This is the main functionality that is required by LUNAR since it operates at a layer 2.5.
The porting process was greatly simplified due to the
strict modularization of kernelized LUNAR which separates the core logic from the networking and other platform specific details. Hence, the core logic is unmodified in the Windows version and the only parts that have
been changed are the LUNAR netbox and platform
modules. These modules respectively contain networking
and various other platform specific functionality needed by
LUNAR. To this end we wrote an NDIS wrapper which offers the same (Linux kernel) functionality that the LUNAR
kernel module relies on.
V. D ISCUSSION
A. Forced Path Re-establishment
At first sight, the forced re-establishment of delivery
paths after 3 seconds seems unusual and inefficient. However, it keeps up well with the actual behavior of other ad
hoc routing protocols. It takes approximately 2 seconds for
AODV to conclude that two consecutive HELLO messages
from a neighbor were lost and that the topology changed,
before AODV will start its route repair or rediscovery procedure. For LUNAR, the change in topology can occur
anytime inside the LUNAR interval thus on average at 1.5
seconds. We were able to observe this faster reaction time
in a qualitative way when listening to streaming of MP3
over AODV and LUNAR enabled ad hoc networks.
B. Formal Validation
LUNAR relies on the efficient forwarding of data packets using a simple packet format which features only a single field called the “selector”. Hence, there is no TTL field
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Fig. 4. Example classes of topology changes.

In order to verify the correct operation of LUNAR we
have carried out formal verifications using SPIN [6]. A
LUNAR version has been implemented in the modeling
language PROMELA in about 450 lines of code including topology generation. We have used this model to successfully verify the correctness of the established paths by
varying over the topology.
Due to the state space explosion of this exhaustive
search approach, we are so far limited to verify configurations with up to 5 nodes and belonging to selected topology classes. Figure 4 shows various topology changes that
were considered (single nodes coming and going away, and
connectivity being simultaneously gained and lost at different places in the network).
VI. C ONCLUSIONS
We have introduced the LUNAR ad hoc routing protocol
which targets the common-case of network clouds with 1015 nodes and a diameter of up to three hops. We believe
that such settings will be the most popular ones where ad
hoc networks can and will be put into operation. More
specifically, in larger settings and for IEEE 802.11 there
are such severe degradations occuring under any ad hoc
routing scheme that we do not consider this to be a relevant
use case that a routing protocol should try to address.
Although the LUNAR protocol does not include any
route repair or packet salvation optimizations, it offers
comparable performance at less than half of the code size
of other MANET protocols (despite LUNAR containing
self-configuration and Internet connectivity logic). LUNAR successfully exploits the constraints assumed concerning the network size, which justifies the extremely
lightweight approach.
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Abstract. Numerous specialized ad hoc routing protocols are currently
proposed for use, or being implemented. Few of them have been subjected to formal verification. This paper evaluates two model checking
tools, SPIN and UPPAAL, using the verification of the Lightweight Underlay Network Ad hoc Routing protocol (LUNAR) as a case study.
Insights are reported in terms of identifying important modeling considerations and the types of ad hoc protocol properties that can realistically
be verified.
Keywords: Mobile ad hoc networks, routing protocols, formal verification, model checking, SPIN, UPPAAL, LUNAR.

1

Introduction

Mobile ad hoc networks (MANETS) require efficient and correct routing protocols. So far they have mainly been evaluated by simulation and live testing, and
most of the formal verifications have involved a significant amount of user intervention. We here consider a completely automatic verification strategy where the
user specifies the protocol in a high level formalism and provides some general
properties. These are given to a tool which will output a pass or fail answer to
questions regarding key protocol properties, without involving the user in additional interaction. Compared to interactive methods much is gained in ease of
use for non experts. With this intent we evaluate two model checking tools, SPIN
and UPPAAL. This enables us to analyze the modeling constraints that have
to be imposed, and also to provide a comparison of the tools and their suitability for the verification of ad hoc routing protocols. The evaluation additionally
provides a good starting point for further work on infinite-state verification.
A MANET (Figure 1), is a spontaneous network of computers which communicate over a wireless medium. Nodes can join or leave at any time and are
free to move around as they desire. There is no centralized infrastructure and
so all participating nodes need to function both as end nodes and routers. Because the radio transmission range is limited, packets to distant recipients have
to be routed over some intermediate node(s) in order to reach nodes outside
direct transmission range. If one node has a path to another node, packets are
expected to be routed there correctly.
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A
C
B

Fig. 1. A mobile ad hoc network

The situations in which ad hoc networks can or will be applied are still
a topic of discussion, but scenarios such as search-and-rescue operations and
sensor networks have been suggested [1, 2]. An ad hoc network needs a specifically
designed routing protocol. There is ideally no pre-configuration in such a network
and the network structure is expected to change constantly over time. Therefore,
the nodes do not know beforehand or even during a session exactly which nodes
are currently their direct neighbors. Consequently, most ad hoc routing protocols
are based on broadcasting as a way to detect and map the current surroundings.
There have been numerous ad hoc routing protocol proposals [3]. Currently, four
of these are being considered for standardization by the Internet Engineering
Task Force (IETF) MANET group [4]. They are AODV [5], DSR [6], OLSR [7]
and TBRPF [8]. Very few attempts have so far been made to formally verify
their operation.
As in most other computer networking areas, simulations and live testing
[2] are most often employed to verify new protocols. The “Network Simulator ns2” [9] is commonly used for simulation studies, and for real-world comparisons
an assisting tool such as the “Ad hoc Protocol Evaluation (APE) testbed” [10]
can be utilized. Testing and simulation are not sufficient to verify that there are
no subtle errors or design flaws left in a protocol. If this goal is to be achieved
approaches based on formal methods will be needed. Our emphasis is deliberately
on automatic tools, since they are easier to use for non experts.
As a case study, the Lightweight Underlay Network Ad hoc Routing protocol
(LUNAR) [11] has been used. LUNAR has relatively low complexity compared
to many other ad hoc routing protocols and is intended as a platform to explore
novel ad hoc routing strategies. Even so, it has been shown to compete well with
more complex protocols such as OLSR and AODV [11]. The simplicity of the
core functionality in LUNAR enables us to more clearly study the modeling of
properties which are not tied to the protocol itself, such as connectivity, dynamics
and broadcasting. This way we can identify key considerations that apply to the
modeling of any ad hoc routing protocol.
The remainder of the paper is organized as follows. Section 2 describes ad
hoc routing protocols, problems that can occur in their operation, as well as a
definition of what we mean by correct operation. This section also introduces the
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LUNAR protocol. Section 3 describes the verification that has been performed.
Pros and cons of the different tools are discussed and lessons learned from applying them to LUNAR are presented. Section 4 covers relevant related work
and finally Section 5 provides conclusions and directions for future research.

2
2.1

Ad Hoc Routing Protocols
Correct Operation

The most fundamental error in routing protocol operation (ad hoc or otherwise)
is failure to route correctly. In addition to this, there are timing considerations
to be taken into account, since a protocol of this kind needs to be able to react
swiftly to topology changes.
In the following, when we say that a path exists between two nodes, we mean
that the path is valid for some time longer than what is required to complete the
route formation process. A route formation process is the process at the end of
which a particular routing protocol has managed to set up a route from a source
node to a destination node, possibly traversing one or more intermediate nodes.
The route can thereafter be used to send packets from source to destination until
the path becomes invalid as the result of a link breakage. This can occur because
a node moves out of range or because the protocol itself proactively dismantles
routes after a given time interval. For simplicity intermittent transmission errors
at the link/physical layer are treated as link breakages in our model.
A routing loop in a protocol is a situation in which, somewhere along the path
from the source to its destination a packet can enter a forwarding circle. This is
very undesirable since there appears to be a valid path, but in reality it cannot
be used to forward packets to the intended destination. As a practical example
consider the description of routing loop formation in the original formulation of
AODV [12] as described by Obradovic [13] (see Example 1).
(1)

(2)
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B
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RERR
(4)

(3)
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B

C

A

B

C

RREQ
RREP

Fig. 2. Example AODV looping scenario

Example 1. Looping behavior in AODV. The situation is depicted in Figure 2
and a brief explanation of the scenario is the following:
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1. Node A initially has a route to node C through node B. The link between B
and C then suddenly goes down.
2. The RERR message (an inherent part of the AODV protocol) from node B
to node A is lost and hence node A is not notified that the route to C has
become invalid.
3. Node B then sends out a route request for node C. Node A, still thinking
that it has a valid route responds that packets for C can therefore be sent
to it.
4. The result is a routing loop in which A will send packets for C to node B. B
on the other hand will send packets for C to node A.
These types of errors can be very subtle, and even expert designers may not
be capable of detecting flaws in new protocol specifications.
To assist us in determining the correctness of a particular protocol we provide
the following definition.
Definition 1. Correct operation of an ad hoc routing protocol
If there at one point in time exists a path between two nodes, then the protocol
must be able to find some path between the nodes. When a path has been found,
and for the time it stays valid, it shall be possible to send packets along the path
from the source node to the destination node.
The definition says nothing about the behavior of the protocol when there
are no paths between the nodes, but note that it excludes the possibility of loops
when valid paths are available. Consider the scenario above in situation 4. If the
link between nodes B and C goes up again then there is a valid path between A
and C, but the protocol will keep using the loop between A and B, thus breaking
the definition of correctness.
2.2

LUNAR - A Protocol Overview

Lightweight Underlay Network Ad hoc Routing (LUNAR) [11] is a reactive ad
hoc routing protocol. The term “reactive” is used to denote that the protocol
discovers paths only when required. However, route maintenance is proactive
meaning that LUNAR rebuilds active paths from scratch every three seconds.
LUNAR creates an Internet Protocol (IP) subnet illusion by placing itself
below the IP layer and above the link layer, i.e. at “layer 2.5”. The IP layer of the
platform on which LUNAR is running is not aware of the presence of LUNAR.
Outgoing Address Resolution Protocol (ARP) solicit requests are trapped by
LUNAR at which point its own multi-hop route request procedure is initiated.
When a route reply has been received, the ARP table of the host is manipulated
to contain an IP→selector mapping instead of an IP→Medium Access Control
(MAC) address mapping. Selectors are addressing units analogous to the notion
of a port and are used by LUNAR to determine the correct operation to perform
on a given packet. Hence, when an outgoing IP packet is trapped, LUNAR
uses the selector to determine the path for the packet. The packet is thereafter
wrapped in a so called SAPF (Simple Active Packet Format) packet and delivered
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to its destination. When a SAPF packet is received by a node, the selector value
which it contains is used to determine if it has reached its final destination, in
which case it is delivered up the IP stack. If this is not its final destination, it is
forwarded along the next hop.
Broadcast dampening is an important part of the protocol and makes sure
that packets are not rebroadcast more than once, thus avoiding broadcast storms.
Typical usage areas for LUNAR are spontaneous ad hoc networks and wireless
ad hoc Internet access links. Example 2 gives a short informal explanation of
the route formation process in order to facilitate the understanding of the algorithm. Note that the simultaneous back path creation has here been omitted as
a modeling simplification.

(1)

(2)
ReplyTo
A

B

A

C

B

C

RREQ C

RREQ C
(3)

(4)
ReplyTo
A

RREP
B

C

A

B

C

Fig. 3. LUNAR route formation overview

Example 2. LUNAR route formation. The situation is depicted in Figure 3. In
the figure grey, dashed, bidirectional arrows indicate connectivity. The black,
solid, unidirectional arrows indicate paths that have been set up in the network.
An overview of the route formation process is as follows.
1. Node A wants to set up a route to node C and therefore broadcasts a LUNAR
route request (RREQ).
2. The RREQ is only received by node B who concludes that it is not the node
sought and therefore rebroadcasts the request. Before doing so, however, it
connects the new request to a back path back to the originally requesting
node (which is A).
3. The RREQ is now received by both A and C. A, through the use of the
dampening mechanism concludes that the request originates from itself and
drops it. C on the other hand, receives and handles the request. Since it
is itself the requested node it sets up a “port” for later reception of IP
packets, after which it generates a route reply (RREP) destined for B. When
B receives this RREP it notes that it is a response to an original request
from A, therefore it forwards the response to A. Before doing so, however,
it sets up a relay so that packages received for C are forwarded to the port
set up there.
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4. When A receives the RREP it constructs an outgoing port to which IP
packets destined for C are to be sent. This port is connected to the relay at
B which is in turn connected to the port at C.

3
3.1

Case Study: Verification of LUNAR
The Model and Its Limitations

We have used a somewhat simplified version of LUNAR for our verification [14].
Apart from the simultaneous back path creation, features [11] such as automatic
address configuration and forced route rediscovery, etc. are missing in our description. The same goes for the RREQ Time To Live (TTL) field since the
diameters of the networks studied are small enough that we do not need to limit
them explicitly.
3.2

Central Modeling Issues

When modeling an ad hoc network protocol, apart from the usual considerations
regarding limiting the resulting state space, the following questions are central:
– How do we model broadcast?
– How do we model connectivity? This influences the handling of broadcast.
– How do we model topology changes (dynamics)? This directly influences the
connectivity graph.
In the two sections that follow, besides giving our model checking results, we
describe our solutions to each of the above issues.
3.3

Verification Using SPIN

SPIN [15] is a model checking tool that can be used for formal verification of
distributed software systems. System descriptions are given in the high level
language PROMELA (PROcess MEta LAnguage) and requirements to be verified can either be given as assertions directly in the code and/or by specifying
correctness properties as Linear Temporal Logic (LTL) formulae. SPIN works
on-the-fly, i.e. does not need to construct the complete state space prior to verification, instead this is done dynamically during processing. Furthermore, as a
measure to cope with the state space explosion problem, SPIN includes a partial
order reduction algorithm [16]. The state space explosion problem refers to the
situation in which the state space generated by the model because of parallelism
becomes so large that all the visited states cannot be stored. In the worst case
the state space grows exponentially with the length of the program.
We use SPIN because of its relatively low learning threshold and powerful
model checking capabilities. A PROMELA model of LUNAR has thus been constructed. The model consists of about 250 lines of code excluding comments. Our
initial approach, and the one described in this work, has been to naively model
the complete system and model check it as a whole. We feel that demonstrating
that this is possible will lower the resistance to using these tools and increase
the chances of more people verifying their protocols.
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Connectivity and Dynamics. The communication “ports” where each node
can be reached are modeled using PROMELA channels stored in an array indexed by node id. Node id and MAC address are used interchangeably in our
model, which provides a straightforward addressing of nodes. To model connectivity a symmetric, two dimensional, array of boolean values is used. The matrix
is symmetric since we assume nodes to be connected bidirectionally.
Node dynamics are modeled by modifying the connectivity matrix. In order
to reduce complexity, nodes either have or do not have connectivity. No intermediate state is possible as it would be in a more realistic link/physical layer
model. It would be straightforward to model lower layers in a more detailed way,
but this again increases complexity and reduces the chances of successful model
checking because of the state space explosion problem.
Broadcasting. Due to the transient nature of radio communication, broadcast
is heavily used in most ad hoc networking protocols and LUNAR is no exception. In our model, broadcast is modeled by unicasting to all nodes with whom
the sending node presently has connectivity. A PROMELA macro has been constructed for this operation. This macro consults the corresponding row in the
connectivity array for the sending node and sends to all connected nodes using
the channel array. The unicast operations that represent a broadcast are implemented atomically to ensure that no connectivity interruptions occur part way
through the process.
Limitations Imposed. In LUNAR, both remote and local selectors are randomly selected from different ranges. Since they are specified to be 64 bits long
[11], the space of possible values is huge. In our PROMELA model we are therefore forced to pick the selectors from a few limited values.
The local selectors, as their name implies, do not have to be globally unique
and are therefore selected from the same range for all nodes. However, the remote
selectors are meant to be globally unique and are chosen from different ranges.
When a new selector is needed, the selector port value is just monotonically
increased and assertions are used to make sure that the bounds are not violated.
The correct bounds to use are selected by experimentation. The abstraction of
selector values to a fairly limited range thus has no impact on the verification
since this range is set to accommodate the needed amount of values.
The abstraction of remote selector values could have had an influence on
the verification result if there was a possibility that the random selector values
in an implementation of the protocol were likely to coincide. However, because
of the large value space, this possibility is so minor that we consider it to be
insignificant.
Channel sizes, i.e. the number of outstanding messages in a channel at one
time, are in general kept as small as possible. These are selected by experimentation to hold the required number of outstanding messages and do therefore
not have any impact on the verification results.
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Verification. The verification of the protocol is performed by setting up the
model so that one node tries to send an IP packet to another node in the network.
The topology and node transitions are selected so that the two nodes are always
connected, possibly by traversing one or several other nodes. Initially, no routes
are set up in the network. The sending node therefore needs to initiate a route
discovery process and does so by sending out a LUNAR RREQ broadcast. If
and when it receives a reply it thereafter tries to send the IP packet along the
route that was set up. New RREQ:s are forced after topology changes and on
timeouts.
A global boolean message delivered is set to true when the correct receiving node has received the correct IP packet from the sending node (tagged
accordingly). A hop counter keeps track of the nodes traversed by the packet
before it reaches its destination and an assertion is used to verify that it does
not traverse more nodes than theoretically possible in the absence of loops. This
assertion is checked at the receiving node prior to setting message delivered.
Finally, another assertion is used in a timeout statement in order to check
that when one node times out because of inactivity, then message delivered
is true and the message has indeed been delivered. Using SPIN we also check
for the absence of deadlocks and conformance to the LTL formula <>message
delivered which verifies that a message will eventually be delivered.
In total, this is sufficient to show that the protocol functions correctly in
each situation studied according to the statement in Definition 1. In all our scenarios we have explicitly made certain that there is a possible path between the
two communicating end nodes and that each transition maintains this property.
If LUNAR had any looping behavior detectable in these situations, the LTL
formula above would not be fulfilled.
In our initial approach, the number of nodes is specified and then a topology
is generated nondeterministically. A recursive graph traversal is then performed
to see if there is a communication path possible between nodes 0 and 1. If there
is not, the program ends. If there is a possible path, then the node processes
are initiated and the route discovery is started, etc. In this manner, all possible
topologies are considered.
However, using this approach, the state space is already large without any
node connectivity transitions. When node mobility is also added, it is no longer
feasible to perform an exhaustive search even for a small number of nodes. Therefore, we choose to focus on a few especially interesting scenarios which are depicted in Figure 4. These scenarios have been selected in an attempt to capture
situations that could cause problems for the protocol. In scenarios (a), (c), (d),
(e), (g) and (h) a situation can occur in which a route has been set up, but
is then broken before the packet could be delivered. In this case, a new route
should successfully be set up and the packet delivered along that one instead. In
(b), (d) and (f) an extra node suddenly appears, which could potentially cause
confusion for a routing protocol.
For scenarios (a), (b), (c), and (e) we are able to verify correct operation.
This effectively shows that LUNAR is loop free for these topologies (and node

52

(a)

(b)
C

A

C
B

A

B

D

D

C

C

A

B

C

A

B

D

B

A

E
D

A

B

C

A

B

D

E
D

C
B

A

E

B

D

D

A

D

C
B

A

B

D

D

(h)
C

B

C

A

(g)
C

B

C

A

D

(f)

E

(d)

C

D

(e)

A

(c)
C

E

A

C
B

D

F

E

A

C
B

D

A

F

E
G

D

C
B

F

A

E
G

D

B
F

Fig. 4. Example classes of topology changes

transitions). For scenarios (d) and (f) we are not able to perform an exhaustive
search because of the state space explosion (see further below). Scenarios (g)
and (h) are not checked using SPIN.
Since we are doing brute force model checking it becomes important to utilize the most powerful hardware available. For this reason, we have used a Sun
Fire 15k server with 36 UltraSPARC III+ CPUs at 900 MHz and 36 Gb of primary RAM to model check our scenarios. Unfortunately, SPIN models cannot
currently be compiled to take full advantage of a multi-threaded architecture.
There has been work on distributed LTL model checking algorithms for SPIN
by Brim et al [17] and they have also implemented an experimental version. The
performance increase is reported as promising. However, at this time there is no
SPIN implementation with this feature publicly available.
Table 1 shows our results for scenarios (a)-(f). SPIN is here used in exhaustive
search mode as opposed to the approximating bitstate hashing and hash-compact
modes since we are interested in verifying correctness. Further note that both
partial order reduction and COLLAPSE compression [15] are used everywhere.
As a reference, the values with only partial order reduction are given within
parentheses (where they differ). As can be seen, the state space rapidly grows
with the number of nodes. Even using four nodes, when topology changes become
just a bit more complex, the model checking fails because of memory restrictions
(32 bit application). Interesting to note is that for both four and five nodes, the
state space becomes much larger for the situation where one intermediate node
comes up after a while, than when it goes down.
3.4

Using UPPAAL to Prove Timing Requirements

UPPAAL [18] is a tool that can be used to verify real time aspects of computer
systems. The UPPAAL home page [19] provides the following definition: “UPPAAL is an integrated tool environment for modeling, validation and verification
of real-time systems modeled as networks of timed automata, extended with data
types (bounded integers, arrays, etc.)”. The environment has a graphical user
interface in which the automata are constructed by drawing them in a window
on the screen. The tool contains a simulator and a verifier in which requirements
are given as LTL formulae.
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Table 1. SPIN verification results
Scenario States
Transitions All states Memory
generated
searched used [Mb]
(a)
(b)
(c)
(d)
(e)
(f)

5715
269886
53614
4.58e+07
(8.15e+06)
1.41e+06
3.40e+07
(7.27e+06)

12105
731118
128831
1.33e+08
(2.21e+07)
4.59e+06
1.22e+08
(2.50e+07)

Yes
Yes
Yes
No

Time
used

4.242 (6.188)
33.05 (124.7)
8.836 (30.12)
4083 (4083)

0.20 (0.20) s
12.33 (10.48) s
2.19 (1.92) s
5 h:57 min
(8 min:56 s)
170.4 (806.6) 1:36 (1:26) min:s
4083 (4083) 4 h:2 min
(9 min:43 s)

Yes
No

An UPPAAL model has been constructed in order to check timing requirements of LUNAR. The timing aspects that we focus on are to determine theoretical lower and upper bounds on the route formation and message delivery
processes. We also check that the LUNAR model is deadlock free. In our UPPAAL model we introduce more abstraction than in the SPIN model. The main
reason for this is the unavailability of more complex data structures than arrays
which becomes relevant in the handling of LUNAR callbacks and redirections.
Timing Constraints. As mentioned before, the setting up of routes in an ad
hoc network is usually slower than in a conventional more static network. This
is because the topology needs to be rediscovered (usually by broadcasting) at
regular intervals. There is a tradeoff between the exchange of control packets
(used for topology analysis) and the delivery of data packets in the network. We
want to achieve an optimal balance that keeps the data packet delivery times as
low as possible.
Connectivity and Dynamics. As in the SPIN model, the UPPAAL model
uses arrays of booleans to represent inter-node connectivity. Either, there is
connectivity between two nodes or there is not. Node connectivity transitions
are modeled using a separate automaton, that can at any time move to its next
state whereby it manipulates the (global) connectivity table.
Broadcasting. In our version of UPPAAL broadcast channels can be used
for synchronization. However, communication can not be used for value passing
in UPPAAL and instead a combination of global data holders and committed
locations is the recommended procedure [19]. In our LUNAR UPPAAL model
broadcasting is handled similarly to unicasting except that the sending node (i.e.
the broadcast initiator) has to specify that a broadcast is intended. Then, the
medium automaton will set a global parameter bc sender specifying the sender’s
identity. This is, because in the case of broadcast, the connectivity check has been
deferred to the receiving nodes.
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Limitations Imposed. The limitations in the PROMELA model are also imposed on the UPPAAL model, for the same reasons. An additional limitation
that becomes relevant in the UPPAAL model is that it does not take into account
computation times in the nodes. The only places in which delays occur are in the
communications. This has been modeled by using a range, [MIN TRANSMIT TIME,
MAX TRANSMIT TIME] of possible delays. It provides a very rough approximation
of wireless network conditions and can in future versions be exchanged for a more
realistic Wireless Local Area Network (WLAN) model. There are such models
available [20], but we here choose the simplistic approach for lower network layers
in order to reduce complexity.
In current LUNAR implementations the RREQ resending is done in an elaborate way attempting first a limited discovery using a small network radius. After
this, several attempts are made with a larger radius. A timeout value is specified
per “ring”, i.e. per number of hops from the source node. After each RREQ
timeout there is an additional waiting period before making a new attempt. In
our model, however, we have chosen to settle for two timeout triggered resends.
This means that in total, three route formation attempts can be made. In combination with a properly chosen timeout value, this is theoretically enough to
successfully set up a route (and deliver a packet) in the scenarios studied. Our
selected timeout value of 75 ms corresponds to three times the “ring” timeout
in current LUNAR implementations.
Verification. The verification is performed in a manner analogous to the one
described in Section 3.3. Namely, one node tries to set up a route to another
node after which it attempts to send a packet there. If the route could be set up,
the initiating node goes into a state unic rrep rec. If and when the correct IP
packet arrives at the receiver, it goes into a state ip rec ok. Using our UPPAAL
model we then verify deadlock freedom as well as timely route formation and
message delivery. The LTL formulae in Table 2 are used to verify the respective
properties.
Table 2. LTL formulae used with UPPAAL model
Property

LTL formula

Deadlock freedom
A[] not deadlock
Route successfully set up A<> Lunar0.unic rrep rec
IP packet delivered
A<> Lunar1.ip rec ok

There has been work done on extending UPPAAL to perform parallel model
checking by Behrmann et al [21]. The advantage gained is increased speed which
would in our case e.g. enable checking a wider range of scenarios. However, the
total required amount of memory is larger since the state space grows when
exploration is parallelized [21]. We have chosen to just study the standard (non
parallel) UPPAAL distribution here.
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With the scenarios and hardware described in Section 3.3, the route formation and message delivery times in Table 3 result. UPPAAL is here used with
aggressive state space reduction [21, 22]. As a reference, the values for conservative state space reduction (the default) are given within parentheses. In all our
measurements the state space representation uses minimal constraint systems.
Table 3. UPPAAL verification results
Scenario Route
Message States
formation delivery searched
time [ms] time [ms]

Search
Memory
completed used
[Mb]

Time
used

(a)
(b)
(c)
(d)
(e)
(f)
(g)

[8, 91]
[8, 16]
[8, 91]
[8, 91]
[8, 91]
[8, 16]
[12, 99]

[12,
[12,
[12,
[12,
[12,
[12,
[18,

Yes
Yes
Yes
Yes
Yes
Yes
Yes

(h)

-

-

3.89 (3.23) s
2.85 (2.56) s
5.93 (5.01) s
14.91 (12.26) s
57.91 (50.44) s
47.58 (42.61) s
11:43 min:s
(10:28)
1:59 h:min
(1:50)

99]
24]
99]
99]
99]
24]
111]

15072 (12789)
12211 (9787)
22783 (18613)
50456 (41169)
123196 (106257)
134978 (109606)
2.01e+06
(1.78e+06)
2.97e+07
(2.63e+07)

No

15.98 (16.10)
11.42 (11.48)
20.12 (17.28)
37.37 (35.51)
124.0 (109.0)
77.39 (77.24)
866.6
(779.4)
4078
(4082)

The memory and time usage in Table 3 pertains to the case where all three
LTL formulae in Table 2 are checked. As communication delay we have used
the range [2, 4] ms. These measurements cannot be directly compared to the
ones in Table 1 for the SPIN verification because of the greater amount of abstraction introduced in the UPPAAL model. The RREQ generation strategy
also differs between the models because of the absence of timing in the SPIN
model. However, similar observations can be made for UPPAAL to those made
in SPIN, namely that the state space grows rapidly with the number of nodes.
Also, the nature of the topology changes influences the state space in a way
that may sometimes be difficulty to foresee. Further note in the timing values
that the shortest possible path is always the one found because of the rough
link/physical layer approximation with total determinism in packet delivery.

4

Related Work

The Verinet group [23] at the University of Pennsylvania have carried out formal
validation of AODV [13] and identified a flaw that could lead to loop formation.
This was done using the HOL [24] theorem prover and a SPIN model of AODV in
a two node setup (with an AODV router environment). They have also suggested
a modification and verified that, after this, the protocol was loop free. Their
approach verified the general case, but the methodology involves substantial
user interaction.
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Das and Dill [25] have used predicate abstraction to prove the absence of
routing loops in a simplified version of AODV. The method yields a general
proof but requires human involvement in the construction of the abstraction
predicates.
Engler et al [26] have studied three implementations of AODV and found 36
distinct errors, including a bug (routing loop) in the AODV specification itself.
The authors used their own model checker called CMC, which checks C and C++
implementations directly, eliminating the need for a separate abstract description
of the system behavior. The model checker performs its work automatically.
However, prior to execution, in addition to specifying correctness properties, the
user has to define an environment as well as providing guard functions for each
event handler. Furthermore, their approach is not aimed at proving correctness,
but rather as a method of finding bugs in the code since an exhaustive state
space search can generally not be performed.
Chiyangwa and Kwiatkowska [27] have constructed an UPPAAL model of
AODV in order to investigate timing properties of the protocol. To cope with the
state explosion problem, a linear topology has been used with sender, receiver,
and an intermediate n nodes node. Using 12 intermediate nodes, the authors
could conclude that the dependency of route life time on network size is undesirable and suggested a modification where it instead adapts as the network grows.
This work is closely related to ours, but they have focused on UPPAAL and
studied a single (linear) scenario type. The methodology involves manual consideration in constructing the specialized model. Apart from studying a different
protocol, we have taken a broader view comparing two verification approaches
with an emphasis on the modeling of connectivity, dynamics and broadcasting.
Xiong et al [28] have modeled AODV using colored Petri nets (CPN). To
cope with the mobility problem they have proposed a topology approximation
(TA) mechanism. Simulation results show that the TA mechanism can indeed
simulate the mobility of a MANET without knowing its actual topology.
Theo Ruys’ PhD thesis [29] discusses different methods for modeling broadcast in SPIN. An alternative to our connectivity array would be to use a matrix
of channels. Furthermore, instead of a broadcast macro, a broadcast service process could have been used. Since we have utilized asynchronous channels with
large enough capacity for the broadcasts, this choice has not had any impact on
the asynchronous nature of the message delivery process.

5

Conclusions and Future Work

This work is to our knowledge the first to study a range of topologies in order to
determine where the limit actually is when performing model checking on an ad
hoc routing protocol. We demonstrate that LUNAR works correctly (according
to our general definition) for a number of routing scenarios. We further provide
bounds for route formation and message delivery times.
When verifying both the data and control aspects of the LUNAR protocol
using SPIN and when verifying the timing properties using UPPAAL the size of
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network, i.e. the number of nodes involved, as well as the nature of the topological
scenarios is limited due to state space storage overhead. Even if parallel model
checking approaches were used, our conclusion is that it is at this point not
feasible to provide a proof for topologies of any significant size by modeling the
protocol directly. On the other hand, our study enables us not only to analyze
the modeling considerations that have to be imposed, but also provides us with
a solid starting point for the further work we intend to pursue in the direction
of infinite-state verification of ad hoc routing protocols.
Our emphasis has been on automatic model checkers in which the user provides a system specification and a number of requirements to check. The construction of models for these tools naturally still involves a certain amount of
manual consideration. However, now that many of the modeling considerations
have been identified, constructing verifiable models for both tools can be made
rather close to the engineering activity of programming. Ultimately our goal is
for the whole process to require knowledge primarily of the application, namely
the ad hoc routing protocol, and not of the model checking tool. At present it
is still necessary to manually (experimentally) limit the topologies and devise
LTL formulae. This can be remedied by introducing specialized macros in combination with an ad hoc routing protocol preprocessor. Standard formulae could
thereby be used for common situations, e.g. route setup and packet delivered.
We aim to evaluate current and upcoming parallel model checking tools in
order to see where the limit in terms of number of nodes and topology dynamics
currently is. We will perform these analyses on a super computer which has a
very large amount of primary memory available. Further studies are also planned
which involve other ad hoc routing protocols such as the ones being considered
for standardization by the MANET group.
In order to provide a general proof of correctness in an automatic way, it is
however not enough to study just a limited set of topologies. We need to study
all available permutations for any given number of nodes. Therefore we will focus
on the following directions for future research:
– Isolate the critical aspects of the ad hoc routing protocol to hand and model
check those. A theorem prover can then be used to construct a general proof.
This requires significant user interaction. It would be a great advantage if
this process can be made more automatic.
– Employ a formal construction method rather than a post-construction verification and evaluate if there are ways to make that process more user friendly.
– Attempt an automatized infinite-state verification approach.
We currently consider the last approach as the most promising in terms of
simplifying the verification process while still being able to provide a general
proof.
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ABSTRACT
We report on experimental performance evaluation of three ad hoc
routing protocols in an indoor environment. Three scenarios with
simple mobility and traffic patterns are used. In each of the experiments there is a single TCP traffic flow and no additional crosstraffic. The mobility patterns have been selected so that there exists
at least one available path between source and destination at all
times during a test run. Despite this we find that TCP typically
stalls for at least 40% of the total test run duration and periods of
up to twenty seconds without progress can be observed.

1.

INTRODUCTION

A mobile ad hoc network (MANET) is a temporary network of
wirelessly communicating devices. Multi-hop communication is
often permitted, meaning that nodes do not need to be in direct radio contact in order to exchange packets. Intermediate nodes then
function as routers, cooperatively forwarding traffic. Since nodes
can move around, connectivity varies, and specialized routing protocols are needed in order to react swiftly to topology changes.
Such routing protocols have been studied extensively through simulation. The effects of real-world factors on these protocols are
however not yet thoroughly explored or well understood.
This paper presents results from an ongoing effort to experimentally compare ad hoc routing protocols and their performance in
real world settings. The focus is on three ad hoc routing protocols
that have implementations mature enough that they can say something about the underlying protocol logic. We subject the protocols
to TCP traffic in three scenarios with limited mobility. The scenarios let us isolate and study the effects of communication gray
zones [11] and topology changes. Gray zones are geographic locations where broadcast packets can be successfully received but
unicast packets cannot. In IEEE 802.11b, the main reason why this
situation occurs is the difference in transmission range between 2
Mbit/s broadcast and 11 Mbit/s unicast traffic. Since the broadcast
packets are in general smaller in size this additionally contributes
to their longer range. An ad hoc routing protocol may suffer from
these gray zones if the protocol’s neighbor sensing mechanism is
based on broadcast packets. It may install routes based on broadcasts even though unicast communication is not possible. In mobile scenarios where links are lost and regained, the gray zones are
likely to occur just before a link is lost and just after a link is established. Our results show that both topology changes and gray zones
have a significant impact on TCP progress.
The rest of the paper is organized as follows. Related efforts
are accounted for in Section 2. We describe our methodology and
experimental setup in Section 3. The studied routing protocols are
∗
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briefly presented in Section 4. Section 5 describes our scenarios.
In Section 6 we present and discuss our results. We conclude the
paper in Section 7.

2. RELATED WORK
Toh et al. [20] have performed outdoor experiments on ad hoc
networks running the Associativity-Based Routing (ABR) protocol. Using the Ping utility in a static four node linear topology,
with no additional cross-traffic, they examined the impact of varying packet size, ABR beaconing interval, and hop count on route
discovery time, communication throughput, end-to-end delay, and
packet loss. The authors also performed simple mobility experiments in order to evaluate incurred route reconstruction time. Moving nodes were emulated by removing and exchanging of 802.11
cards in a five node network. TCP throughput results using FTP
over 1-2 hop static wireless links are also presented. As hop count
and total file size increase, high frequency ABR beaconing significantly increases total transfer time because of the additional wireless channel contention.
Desilva and Das [4] have also evaluated transport protocol performance in static AODV networks. Route breaks are emulated by
purging of routing table entries. The authors report on poor transport protocol performance beyond two hops at moderate to high
loads. Using a linear topology, maximum UDP throughput drops
considerably for paths longer than two hops. TCP behaves more
and more irregularly as the number of hops are increased. At four
hops the achievable throughput is an order of magnitude lower than
at one hop.
Ramanathan and Hain [17] report on their ad hoc testbed built
with wireless routers. Their aim is to improve QoS in dense networks to be able to use, e.g., voice applications. The authors provide measurements of throughput, end-to-end delay, etc. measured
using multiple pings in a few static topologies.
Kaba and Raichle [9], Sanghani et al. [18], Judd and Steenkiste
[8], and Ramachadran et al. [16] all describe testbeds where the
physical layer effects are emulated in different ways. The aim in
all these studies is to mimic mobility in a constrained location for
protocol testing purposes.
Zhang and Li [22] have also built an environment for testing
large scale ad hoc networks by emulating mobility. Scenario driven
packet filtering on source MAC address is used to mimic topology
changes. As the authors point out the environment provides merely
an approximation of the physical and MAC layers not suitable for
performance evaluation.

3. METHODOLOGY AND EXPERIMENTAL
SETUP

Experimental studies of wireless ad hoc networks are affected by
stochastic factors. The radio environment is hard, or impossible, to
control. Another stochastic element is the node mobility. Both
these factors have an impact on the network connectivity and thus
on the experiment outcome. We need to reduce the variance such
that results from different test runs are comparable. The test platform, its software modules, the operating system, and configuration
parameters may also interact in an unpredictable way affecting the
measurements. Many previous experimental studies [12] [5] [3] do
not deal with stochastic factors and how to create repeatable experiments.
We have developed a testbed and an experimental methodology [13] in order to achieve repeatability. In short, our testbed
consists of laptops with 802.11 cards, running ad hoc routing protocols. Mobility is created through staff people moving around
with the laptops according to instructions on the screens. All test
nodes have a homogeneous execution environment realized using
our APE testbed [2] as well as the same hardware. The testbed software is a self-contained Linux system including everything needed
for the experiments.
In the current study we use identical AST Ascentia P Series laptops (P133MHz) and Lucent IEEE 802.11b WiFi cards (silver).
The APE version used is based on version 0.5 and Linux kernel
2.4.26. For the network cards we have the Agere Linux WLAN
driver version 7.14 running in IBSS mode with 11 Mbit/s fixed rate,
no encryption, and no RTS/CTS. Logging is performed using the
Tcpdump [19] tool and by the traffic generator. Measurement data
is uploaded from each node after the test run, for post-test analysis.
We use Iperf [6] to generate the TCP traffic and emulate a file transfer. The packet size is set to 1500 bytes (including headers) and
packets are transmitted with maximum achievable rate between the
source and destination. The Maximum Transmission Unit (MTU)
is the default 1500 bytes.
Node mobility can be hard to control in experiments with human
test participants. APE allows for specification of detailed choreographic movement instructions that are displayed during the test
run. This approach limits the node mobility variance. We reduce external disturbances by running experiments during evenings
and nights, avoiding interference from non-test-participants. By
promiscuously monitoring data traffic we can study network topology changes in detail and ensure that the protocols in different test
runs are exposed to similar connectivity conditions. The scenario
descriptions provided below thus illustrate the radio connectivity
patterns as opposed to links set up by each routing protocol. We
verify that each test run plays out according to these specifications
by parsing of the APE log files. If applications crash or terminate prematurely this can be seen in the specific application log.
Tcpdump log files reveal such cases as well. From the APE log
files we generate graphs showing connectivity information which
is then used to identify and remove outliers. As an example, when
a multi-hop configuration is specified by the scenario, nodes must
not overhear routing traffic at a node two hops away, such that it
installs a shorter route. We have to accept a certain degree of link
fluctuations due to the stochastic radio medium. Currently, we have
no automated classification and decision tool to perform the assessment. Instead, this is done manually by inspecting graphs for connectivity and paths taken by the data packets.

4.

mature but yet being continuously developed.
Common to the protocols studied is that they use hop-by-hop
routing. This means that nodes are unaware of the complete path
to the destination. Each routing table entry indicates only the next
hop to be used for reaching the final node. We briefly describe the
individual characteristics of each protocol in the sections below.

4.1

The Ad Hoc On-Demand Distance-Vector
Protocol (AODV)

AODV [15] is a reactive routing protocol. Routes to other nodes
are discovered only when needed and maintained for only as long
as they are used. For route discovery, the protocol relies on a process with a broadcast Route REQuest (RREQ) and unicast Route
REPlies (RREP). Each node traversed by the broadcast RREQ adds
a reverse route entry to the source node, with the node it received
the RREQ from as next hop. The RREQ is re-broadcast through
the network until the sought destination is found, or the Time To
Live (TTL) counter expires. If the destination is found, a unicast
RREP travels back to the source node, following the reverse path.
Each node traversed by a RREP installs a forward route entry to
the destination. When a source node receives a RREP it installs the
route, which is then ready to be used for sending data.
AODV implementations typically monitor link connectivity by
means of periodic broadcast beacons (HELLO packets). Link-layer
feedback is an optimization, but is not readily available in most
radio modem drivers and therefore not used. A route times out
when it is no longer used or if a node does not hear any HELLO
packets from the next hop neighbor. Typical values used are a 1
second HELLO interval and a 3 seconds route timeout.

4.2

Optimized Link State Routing Protocol
(OLSR)

OLSR [7] is a proactive routing protocol. This means that it
maintains routes to all nodes in the network at all times, regardless
of if the routes are being used or not. OLSR optimizes the pure
link-state algorithm by using multipoint relays (MPRs). Each node
selects MPRs among its one-hop neighbors with symmetric, i.e.,
bi-directional, connectivity. The MPRs are chosen such that they
can relay control packets to all two-hop neighbors of the selector
node1 .
OLSR performs neighbor sensing by means of broadcast HELLO
packets. These are sent periodically by each node (typically every two seconds) and contain lists of neighboring nodes. As with
AODV, link layer feedback can instead be used if available.
Changes in link connectivity are carried inside Topology Control
(TC) packets. Each MPR periodically broadcasts a TC packet with
the link state of its selector nodes. This is typically done every five
seconds, or as soon as an MPR detects a change in the MPR set.
Other MPRs then propagate these TC packets to all nodes in the
network. Nodes use the information in the TC packets to calculate
shortest path routes to all nodes in the network.

4.3

Lightweight Underlay Network Ad hoc
Routing Protocol (LUNAR)

LUNAR [21] is a hybrid routing protocol, i.e., it operates both
reactively and proactively. It is reactive in the sense that it discovers routes only on demand. Similar to AODV, the route discovery
is based on broadcast RREQ:s and unicast RREP:s. LUNAR is
proactive in the sense that each source node periodically, and unconditionally, re-discovers the route for all route entries that are still

ROUTING PROTOCOLS STUDIED

In our experiments, we use the following three routing protocol implementations: AODV-UU 0.8.1 [1], UniK-OLSR 0.4.5 [14],
and LUNAR (May 2004) [10]. AODV-UU and UniK-OLSR are
RFC compliant and interoperability tested. All three protocols are

1
A selector node is a regular node which has selected and uses an
MPR.
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used. The typical periodicity of route re-discovery is three seconds.
This periodic re-discovery of active routes means that LUNAR does
not have to perform neighbor sensing or route maintenance.

5.

DESCRIPTION OF SCENARIOS

The experiments are carried out in an indoor environment using
four nodes. It proved to be quite a challenge to achieve comparable
tests even with this few nodes why we opted for not studying more
advanced scenarios here. However, already at this network size we
see that anomalies manifest themselves. If this happens with four
nodes we can expect the protocols to malfunction even more as we
scale up the experiments.
The physical layout consists of four designated positions which
form a multi-hop string topology. Nodes move between the designated positions using varying mobility patterns. The connectivity
thus switches between one, two, and three hop configurations. The
motivation for this set-up is that we can isolate and study how the
protocols perform when links in the forwarding path are lost or
when a shorter path becomes available. The scenarios have further
been selected to reflect minimal realistic user situations containing
periods of multi-hop transmission. In all three scenarios described
below there is a single traffic flow between node 3 (source) and
node 0 (destination), see Figures 1- 3. We measure the performance
of this flow.

5.1

5.2

End Node Swap Scenario

In the start configuration of the End node swap scenario four
nodes are placed at positions A, B, C and D (nodes 0-3, respectively). The node mobility consists of the two communicating end
nodes (0 and 3) swapping positions once during the test run (see
Figure 2). This mobility is a variation of the Roaming node scenario, but here we have two mobile nodes which lose and regain
links. This results in different network topology changes and a
higher number of link changes compared to the Roaming node scenario. The timing is as follows. The start configuration is held until
time 20, at which time the two end nodes start moving towards each
other. At time 47 they pass one another and at time 74 arrive at the
other end position. This configuration is held for 20 seconds. At
time 94 the test ends.
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Roaming Node Scenario
0

The Roaming node scenario consists of three static nodes (labeled 0, 1, and 2) placed in a line at positions A, B and C, respectively. Node 3 moves alongside the static nodes (see Figure 1) with
an approximate speed of 1 m/s. The timing is as follows. The mobile node starts moving from position A at time 0 and arrives at
position D at time 54. It immediately returns to position A and
arrives there at time 108. This ends the test.
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Figure 2: The timing of the basic set of network topology
changes that are expected to occur during the End node swap
scenario.
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5.3

3

3

3

3

Time 108

0

Relay Swap Scenario

The Relay swap scenario is a variant where the communicating nodes are stationary, but the node mobility and connectivity
changes occur among nodes along the path. The start configuration and the communicating nodes are the same as in the End node
swap scenario. In this scenario, it is the two relay nodes (1 and 2),
initially at B and C, that swap positions once during the test run
(see Figure 3). The timing is as follows. The start configuration is
held until time 20, at which time the two relay nodes start moving
towards each other. Around time 32.5 they pass one another and at
time 45 arrive at the other relay position. This configuration is held
for 20 seconds. At time 65 the test ends.

3

3

Figure 1: The timing of the basic set of network topology
changes that are expected to occur during the Roaming node
scenario.

6. RESULTS AND ANALYSIS
In the experiments, our evaluation metrics are the following.
1. TCP total throughput in each scenario. This measure provides the usability for non-interactive applications.
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Figure 4: TCP time-sequence graph (mean) for AODV-UU,
UniK-OLSR and LUNAR in the Roaming node scenario.

Figure 3: The timing of the basic set of network topology
changes that are expected to occur during the Relay swap scenario.

fewer successful test runs with LUNAR. Examining individual test
runs reveal that UniK-OLSR makes slightly better progress than
LUNAR during this time period. AODV-UU only had one test run
which could compare to the performance of LUNAR. We have observed that UniK-OLSR often installs and successfully uses a two
hop route during time period 75-85. The different slope of UnikOLSR’s curve during this time period in Figure 4 confirms this.

2. TCP no progress times. We thereby take into account sequence number stalls exceeding three seconds. This measure
gives an estimation of the user experience in interactive applications that the overall throughput does not capture.
Our results are presented as time versus sequence number at the
destination and the accumulated stall time of TCP, i.e., when TCP
does not make progress. We expect to see a somewhat stalled TCP
due to loss of active paths.

6.1

Table 1: Accumulated TCP “stall times” for the Roaming node
scenario.
Protocol
Mean Median Std. dev.
AODV-UU
62.1 s 62.1 s
1.8
UniK-OLSR 42.2 s 42.4 s
1.0
LUNAR
49.5 s 49.5 s
2.1

Roaming Node with TCP

What we ideally expect from the Roaming node scenario is two
link breakages when the mobile node moves away and two link reestablishments as it moves back, resulting in the availability of a
shortest hop count path going from one to three hops and back.
Figure 4 shows averaged test runs for the Roaming node scenario
with AODV-UU, UniK-OLSR and LUNAR, respectively. The communicating nodes, 3 and 0, have direct contact during times 0-26
and 80-108 (see Figure 1). In Figure 4 we see that all three protocols perform well during these periods after TCP has ramped up.
Of more interest is the time interval 26-80. Here the packet loss
due to link changes and gray zones causes TCP to back-off and
eventually stall.
For AODV-UU we see that there is almost no throughput at all
until time 90. AODV-UU performs worst of the protocols both in
terms of TCP stall time and total amount of data transmitted. In
Figure 1 we can see that node 3 regains connectivity with node 1
around time 58. With one-way traffic between node 3 and node 0
this would not make any difference, since AODV-UU on node 3
will keep its route via node 2 until it regains direct contact with
node 0. However, with TCP the AODV-UU instance on node 1
will have a routing entry towards node 3. Once node 1 receives a
broadcast HELLO packet from node 3 it installs a direct route to
node 3. However, at this point node 3 is located in a gray zone with
respect to node 1 and can therefore not receive any unicast data
packets (TCP ACKs) from node 1.
During the time period 26-80, both UniK-OLSR and LUNAR
manages to make some TCP progress. From Figure 4 it looks like
UniK-OLSR makes slower but more steady progress, while LUNAR makes more intermittent progress. However, the more distinct steps in the LUNAR graph stem from the fact that we had

Table 1 shows accumulated no progress results for the Roaming
node scenario. We see that AODV-UU performs the worst when using this measure. Its average total TCP stall time is 62 seconds out
of 108 which corresponds to 57% of the test run duration. UniKOLSR and LUNAR perform better, but still stall for 42 and 49 seconds, respectively. This corresponds to 39% and 45% out of the
total test run duration.

6.2

End Node Swap with TCP

What we ideally expect from the End node swap scenario is
two periods of multiple link establishments when the mobile nodes
move towards each other (at time 24 and time 30) and two periods
of multiple link breakages after they have passed and move away
(at time 60 and time 65). This results in a quick path change going from three hops, through a short period of two hops to a longer
period of one hop. Then the quick path change is repeated in the
reverse order. The routing protocols have to react quickly to make
use of the short periods of two hop connectivity.
Figure 5 shows averaged test runs for the End node swap scenario with AODV-UU, UniK-OLSR and LUNAR, respectively. We
see from this graph that there are two main periods where TCP
stalls and makes no progress. The first period is approximately
during time 20-35 and the second period is roughly during time 5575. Looking at Figure 2 we see that the first period corresponds
to when the network topology changes from line configuration towards fully connected. The second period corresponds to when the
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Figure 5: TCP time-sequence graph (mean) for AODV-UU,
UniK-OLSR and LUNAR in the End node swap scenario.

Figure 6: TCP time-sequence graph (mean) for AODV-UU,
UniK-OLSR and LUNAR in the Relay swap scenario.

network topology changes back to a line configuration.
From Figure 5 we observe that UniK-OLSR has lower performance in the initial phase (time 5-40). We found that UniK-OLSR
sometimes removes routes although the proactive link state exchanges
indicate connectivity. In several of the test runs it took in the order
of seconds before the route re-appeared. We suspect that this is due
to an implementation bug, but we have not been able to confirm
this. Contrary to what the UniK-OLSR graph in Figure 5 indicates, UniK-OLSR experiences similar TCP stall during the period
around time 20-35. However, due to the route loss prior to time
20 the timings of the TCP stalls differs between the test runs. This
falsely makes the average graph indicate continuous progress. LUNAR has a single test run which had low, but steady, performance
during the initial 25 seconds. This is the reason why the average
graph of LUNAR does not match AODV-UU during the initial 25
seconds.

nodes of the multi-hop path.
Figure 6 shows averaged test runs for the Relay swap scenario.
We see from this graph that the period of no progress is during
time 25-35 for AODV-UU and LUNAR, and during time 25-45 for
UniK-OLSR. Performance of both UniK-OLSR and LUNAR varied considerably between the test runs. For UniK-OLSR we often
experienced route loss in the order of several seconds for the stationary 3-hop configuration (at time 45-65). This seems similar to
the route loss problem we experienced in the initial phase of End
node swap. It is notable both in the total throughput and the accumulated TCP stall time.

Table 2: Accumulated TCP “stall times” for the End node swap
scenario.
Protocol
Mean Median Std. dev.
AODV-UU
38.6 s 35.8 s
15.4
UniK-OLSR 43.3 s 41.4 s
7.3
LUNAR
35.2 s 34.6 s
16.5

In Table 2 we see the accumulated no progress results for the End
node swap scenario. AODV-UU has an average of 39 seconds out
of 94, which translates to 41% of the total test run duration. LUNAR is slightly better with 35 seconds (37%), while UniK-OLSR
has 43 seconds (46%). It is noteworthy that although AODV-UU
has slightly higher average TCP stall time than LUNAR, AODVUU outperforms LUNAR with respect to average total throughput.
However, from our log files we compared the “best case” test runs
and found AODV-UU and LUNAR to be similar.

6.3 Relay Swap with TCP
What we ideally expect from the Relay swap scenario is two
link establishments between the mobile relays and their respective
opposite end node. Shortly thereafter the relay nodes lose connectivity with their respective original neighboring end node. The path
goes from three hops to a short period of two hops and then back.
The routing protocols need to react to changes at the intermediate
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Table 3: Accumulated TCP “stall times”
scenario.
Protocol
Mean Median
AODV-UU
15.7 s 14.1 s
UniK-OLSR 41.5 s 41.9 s
LUNAR
14.4 s 14.4 s

for the Relay swap
Std. dev.
5.8
3.5
4.6

Table 3 shows the accumulated TCP no progress results for the
Relay swap scenario. UniK-OLSR has an average of over 41.5(!)
seconds out of 65. This corresponds to 65% of the total test run
time. We observe that both AODV-UU and LUNAR are notably
better in this scenario, with only 15.7 (24%) and 14.4 (22%) seconds stall time, respectively.

6.4

Discussion

It is clear that TCP has problems adjusting to the link changes,
even for these simple scenarios and relatively little mobility. Applications thus suffer from very long times without progress. We
did not expect TCP to be so significantly affected by the link variations. The reasons for this are complex and require further analysis.
One important factor is the gray zones which cause longer times of
intermittent connectivity. Such a gray zone can be several seconds
long. The routing protocol believes it has a route during this time
but no packets get through and TCP gets into back-off mode when
there are no ACKs. Once a node has traversed the gray zone, it
does not immediately start sending packets again. First, it has to
wait for the TCP retransmission timer. Since TCP uses exponential back-off, a node can have to wait for a substantial time before
starting to send TCP packets again once it is outside the gray zone,

even if a possible path is instantly available.
In our test logs, we observe that OLSR performs route changes
later than the other two protocols. This is caused by the longer
route time out and lower frequency of HELLO packets of OLSR
in comparison to AODV. As mentioned above, LUNAR does not
use active neighborhood sensing, but instead rebuilds routes from
scratch every three seconds. OLSR further requires links to be symmetric, which takes an extra round of HELLO packets to deduce.
Consequently, OLSR often suffers from higher packet loss. In our
scenarios, however, OLSR benefits from its route change delay in
situations where links are regained such that the route may be optimized. The reason is that OLSR keeps its longer route a couple of
seconds more than AODV and LUNAR, and thus OLSR nodes may
traverse the gray zone before the protocol changes to the shorter
route. Thus, the delayed reaction is in general beneficial for UniKOLSR when new links are established, but causes severe packet
loss when links break.

7.

minimizes gray zone problems. Adding signal strength monitoring
would make it more efficient since it then becomes possible to examine whether links with low signal quality can be avoided. We
have included link-layer feedback and signal strength monitoring
in our AODV-UU implementation and will report on measurements
with these functionalities in a forthcoming study.
We are currently in the process of finishing a complementary
round of tests to further analyze the reasons for the poor TCP performance. Tests with simpler forms of traffic (UDP and Ping) are
included as well as other basic tests aiming at explaining effects
caused by the radio medium and MAC layer. All these analyses
will be included in an upcoming technical report.
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Abstract. We present an improved method for analyzing route establishment in ad hoc routing protocols. An efficient abstraction for Propagating Localized Broadcast with Dampening (PLBD) is developed. Applying this result we are able to verify networks and topology changes
for ad hoc networks up to the limits currently envisaged for operational
mobile ad hoc networks (MANETS). Results are reported for route discovery in the Lightweight Underlay Network Ad hoc Routing protocol
(LUNAR) using UPPAAL and we provide an outline of how similar verifications can be conducted for DSR.
Keywords: Mobile ad hoc networks, routing protocols, formal verification, model checking, UPPAAL, LUNAR, DSR.

1

Introduction

Delivering data in an ad hoc network with mobile nodes requires new protocols.
Traditional routing protocols are incapable of routing data packets efficiently in
this type of situation, motivating emergence of new protocol proposals. Validation of these new protocols is principally through simulation. Simulation often
fails to discover subtle design errors, and therefore formal verification is a promising approach.
In this work, we verify correct operation of the LUNAR [1] protocol route
establishment in realistic general scenarios using a network diameter of up to
eleven hops. We further describe how the route discovery phase in the DSR [2]
protocol can be verified in a similar way. We have aimed for the modeling to be
fairly straightforward and for the verification procedure to require a minimum
amount of user interaction. The verification properties are formulated at a high
and easily assimilated level, e.g. “route possible to set up”.
The operation responsible for most of the complexity in the verification of a
LUNAR network scenario is Propagating Localized Broadcast with Dampening
(PLBD). PLBD is used in the route discovery phase where a node tries to find
a path to another node in the network. Each PLBD phase that is initiated at
a node contains a globally unique identifier in order for nodes to keep track of
which PLBD:s they have seen. As the name implies, the broadcast propagates
through the network, which causes many message exchanges between nodes.
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This in turn yields many possible interleavings and leads to exponential growth
in verification complexity with regard to increasing number of nodes as well as
topological changes in the network.
We show that in any network topology where nodes are positioned so that at
a certain time it is possible to transmit a message over a link chain between two
nodes, the PLBD reaches the intended receiver. Furthermore, we show that if
there is at least one such path available then there is always a fastest path. This
means that a PLBD initiated by a sender will reach the receiver first along this
path. Moreover, all the nodes along the path are the first to receive the PLBD.
In LUNAR, network nodes only react to the first specific PLBD they receive;
subsequent ones are dropped. Therefore, we model reactions on the first PLBD
packet of each type and can safely ignore the rest.
Using this technique, we can model LUNAR with timed automata and perform verifications for realistic network sizes using the UPPAAL [3] tool. Variations on the PLBD operation are also used for route discovery in other ad hoc
routing protocols; one example is the DSR protocol. The DSR variant of PLBD
differs in that other nodes than the intended receiver can respond to a route
discovery, if they happen to possess a cached route to the destination. Therefore, instead of studying just the fastest path, we need to study a number of
disjoint paths. This increases the verification complexity, but the saving is still
substantial in comparison to studying all possible packet interleavings.
The remainder of this paper is organized as follows. Section 2 covers preliminaries needed to assess the subsequent sections. Section 3 describes our new
verification strategy in general and Section 4 provides more detail regarding the
actual modeling of LUNAR. Verification results are presented in Section 5. Section 6 describes how the DSR protocol can be verified in a similar way, and
Section 7 gives an overview of related efforts in verifying MANET protocols. Finally, Section 8 contains conclusions and describes opportunities for future work
in the area.

2
2.1

Preliminaries
Previous Work

In previous work [4] our result was to formally verify important properties of
ad hoc routing protocols acting in realistic network scenarios. The scenarios we
used are repeated in Figure 1 for clarity. We studied the LUNAR protocol since
it combines simplicity with the key properties of more complex ad hoc routing
protocols. The protocol was modeled by seeing each node in the network as a
separate entity. Each propagating broadcast then hugely increased the complexity because of the possible interleavings of messages. When using this approach
we quickly ran out of memory due to verification state space explosion. We were
unable to verify networks with more than six participating nodes and very simple topology changes. Here, we refine our method and extend it to verifying
significantly larger networks.
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Fig. 1. Example classes of topology changes used in previous work

2.2

The Propagating Localized Broadcast with Dampening (PLBD)
Operation

The reason for the state space explosion in the verification of LUNAR is the
propagating localized broadcast operation (aka flooding) which works as follows:
– The broadcast is referred to as “localized” since each broadcast in a wireless
network only reaches direct neighbors of the transmitting node and not nodes
outside transmission range.
– Each node that initiates such a broadcast, tags the broadcast packet with a
unique identifier (called the “series selector” in LUNAR).
– At each receiving node the broadcast identifier is compared with a local list
to see if this particular packet has been seen before. If that is the case, the
packet is just ignored. This mechanism prevents broadcast loops arising in
the network.
– If the packet has not been seen before, and the receiving node is not the
intended destination, the identifier is stored after which the packet is rebroadcast. Each neighbor, who has not seen the packet before will receive it
together with neighbors that may already have seen the packet.
– The intended destination node also stores the identifier when and if it receives
the packet, in order to be able to discard subsequent copies it might receive.
In our verification, we assume that this mechanism works, i.e. PLBD can be
used as a primitive operation. In making this choice we run the risk of failing
to detect subtle operational errors in the PLBD operation, potentially causing
failure of the routing protocol. However, this risk is minimized by the analysis
of the PLBD process needed to formulate the model.
When using PLBD, the only possible paths that packets can follow from a
source to a destination are disjoint. That is, if the destination node receives
a number of copies of the same PLBD, these must all have been transmitted through completely disjoint transmission chains. If two transmission chains
should coincide at a node, then, since we assume that only one packet at a time
can be delivered to each node, one of the packets would have been dropped and
the other propagated. Different variants of PLBD have been proposed and used
in other protocols [5]. The goal of these is to minimize the number of rebroadcasts
needed to reach all connected nodes.
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2.3

Brief Description of Ad Hoc Routing and LUNAR

A mobile ad hoc network (MANET) is a transient network that is set up to serve
a temporary need, e.g. the exchange of files at a conference. It is assumed that
nodes are mobile and that their location can change frequently. Therefore, node
connectivity can also vary heavily. In the networks we study, multiple hops are
possible between a source and a destination. This, in contrast to a fully connected
network, means that nodes outside direct transmission range can be reached by
traversing other intermediate nodes. In order to realize this, a routing protocol
must be running on each node to forward packets from source to destination.
We study a basic version of the LUNAR protocol and use our earlier pseudo
code description [6] to aid us in the modeling. The situation in which we wish
to verify correct operation arises when one network node, S, has an IP packet
to deliver to another node, D, but there is no route to that node available. In
this situation the LUNAR route formation process is initiated at node S, which
sends out a route request (RREQ) for the sought node using PLBD. On every
retransmitting node, return information for the reply is temporarily stored. If the
RREQ reaches D, that node will initiate a unicast route reply (RREP) destined
for the node from which it received the RREQ. This node, as well as subsequent
ones use the stored return information to re-address the unicast RREP for its
next hop. On every step of the way back to node S, relays are also set up for
label switching of wrapped IP packets later traveling along the found route. If
node S does not receive a RREP within a certain time, it will issue a number
of retries (using new PLBD identifiers). After that, the protocol will not take
action until there is another IP packet that needs to be delivered.
2.4

General Assumptions

We use the following assumptions throughout this work.
– Unique id:s. It is possible for each network node to generate unique identifiers in isolation from the other nodes. In practice this can be implemented
by appending the MAC address of a node to a monotonically increasing
sequence number.
– Sequential delivery. Each node in the network can only receive and handle
one message at a time. This means that we assume that relatively standard
hardware is used in an actual implementation with no parallel processing
of messages sent on different channels. Packets thus arrive at each network
node in a strict time order.
– Bidirectional links. Only bidirectional links are possible in the network. Since
802.11 requires a bidirectional frame exchange as part of the protocol [2]
this is not a significant limitation. It is, however, relevant since it affects the
caching strategy of DSR.
– No persistent memory on nodes. If they go down, they lose their current
route caches etc.
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3
3.1

A Refined Modeling Strategy
Correct Operation of an Ad Hoc Routing Protocol

The definition of correct operation of an ad hoc routing protocol is taken from
our previous work [4].
Definition 1. Correct operation of an ad hoc routing protocol
If there at one point in time exists a path between two nodes, then the protocol
must be able to find some path between the nodes. When a path has been found,
and for the time it stays valid, it shall be possible to send packets along the path
from the source node to the destination node.
We said that “a path exists between two nodes”, meaning that the path is
valid for some time longer than what is required to complete the route formation
process. A route formation process is the process at the end of which a particular routing protocol has managed to set up a route from a source node to a
destination node, possibly traversing one or more intermediate nodes.
In the following, we will need a more detailed definition of path existence
which pertains only to the unidirectional case. The reason is to be specific about
what nodes are connected at different time periods for use in the proofs that
follow.
Definition 2. Existence of a unidirectional path
Assume nodes X0 = S, X1 , . . . , XN = D (where N ≥ 1). At time τ0 a unidirectional path exists from network node S to D if, for all n ∈ [0, N − 1], between
times τn and τn+1 node Xn has connectivity and can transmit to node Xn+1 .
Furthermore, between these times, node Xn does not have connectivity to any of
the nodes Xm : m ∈ [n + 2, N ].
We require that (τn+1 − τn ) = Tn : n ∈ [0, N − 1] where Tn is the time required by node Xn to transmit a message to any (or all) of its neighboring nodes
(i.e. over one hop), plus the time for the receiving node(s) to handle the packet
and prepare for possible retransmission.
Note that we do not limit ourselves to unicast transmission. In the case
of LUNAR, the first phase of the route formation process is to send a route
discovery along a path from source to destination. We only require this path to
be unidirectional. For LUNAR, our previous definition of path existence thus
implies Definition 2. Therefore, if the preconditions of Definition 1 hold, then we
know there is a unidirectional path at that point in time. In our verification, we
will (as before) also make sure that these conditions hold.
3.2

Focusing on the Packet Transformation

We here describe a remedy for the state space explosion problem whilst still
being able to model check scenarios of interesting proportion.
In LUNAR, two types of message transfer are used: unicast and PLBD. This
is the case for other (reactive) ad hoc routing protocols as well, although some in
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addition use regular broadcast e.g. for neighbor sensing. Here, instead of being
node centered, we focus on the packet. The idea is that every full (route setup
- initial IP packet delivery) session begins with the source node, S, sending out
a PLBD packet containing a RREQ for a particular destination, D. When this
packet hits one or more other nodes, it can be viewed as being transformed into
new packets. Once one of the rebroadcast packets reaches D (provided there is
connectivity), this node will generate a RREP unicast packet destined for the
node from which it received the RREQ. The RREP then traverses back through
the network to S, all the time rewriting addresses. When the last RREP reaches
S, it can send its initial IP packet along the found path.
The transformation is probably most easily seen in the case of the unicast
chains: one packet comes into a node and another leaves. In the case of broadcast,
we would like to be able to ignore all receiving nodes except one, which can then
act as a message transformer.
3.3

Disregarding Unimportant Broadcast Receivers

To be able to motivate our claim that we can, at each step, disregard packets
received by all broadcast receivers but one, whilst still being able to show important properties of the protocol we will need Theorem 2 below. First, however,
we need a theorem that guarantees that we find a path if we use PLBD.
Theorem 1. Existence of a PLBD path
In a finite mobile network, if there at time τ0 exists a possible unidirectional path
between two nodes S and D, according to Definition 2, then a PLBD initiated
from node S at this time will reach node D. The PLBD path is then the inverse
of the following sequence of nodes: Node D, the node that broadcast the PLBD
to D, and so on all the way back to node S.

X1

X2

...

S

XN−1
D

Fig. 2. Localized broadcast traversing network

Proof. See Figure 2 for an illustration. A PLBD with unique identifier β initiated
by node S at time τ0 will reach the direct neighbors of S. According to Definition
2 these direct neighbors either contain node D, or some intermediate node X1 .
If node D was reached directly, it cannot have seen the PLBD with identifier β
before and will receive the packet.
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If node D was not in the direct neighbor set of S, then we know (according
to our definition) that one of the other nodes in this set, say X1 , will receive the
PLBD and, at time τ1 be able to retransmit it to its neighbors. These neighbors
may partially overlap the neighbor set of node S, but, according to Definition 2
the set will either contain node D or at least one other node, X2 , that has not
previously seen this PLBD (with id β).
Continuing in this fashion, since the network is finite, we will eventually have
transmitted to the final connected node(s) that had not yet heard the PLBD
with identifier β. According to our definition, node D will then also be among
the nodes that have received this PLBD.
Definition 3. Fastest path
A path ξ between two nodes S and D is faster than another path ρ at some point
in time, if, at this time it is possible to deliver a packet from S to D faster along
path ξ than along path ρ. A path χ is the fastest path between two nodes at some
point in time, if, at this time it is faster than all other paths between the two
nodes.
Theorem 2. Uniqueness of a PLBD path
If there at one point in time exists at least one PLBD path, from one network
node to another one, then during the same time there must exist exactly one
PLBD path.
Proof. Because the number of loop free paths in a finite graph is finite, the
number of paths between two nodes, S and D, in a finite network is also finite.
Then, if packets are sent from node S along all (disjoint) paths, one of them will
be the first to reach node D, namely the one sent along the fastest path. The
fastest path will also be the unique path, since node D will henceforth disregard
all PLBD packets it receives containing that particular identifier.
Thus, to recapitulate, PLBD:s can effectively be studied as propagating unicasts. We illustrate this for LUNAR in Figure 3, describing the protocol with
the help of a message sequence chart. We can see that, for the case of LUNAR,
it is completely packet driven and in essence only reacts to incoming packets by
updating internal tables and generating a new unicast or PLBD packet. If we
always study the fastest path for every PLBD we cannot get any interference
from other copies of the same broadcast packet since these will be dropped everywhere but along the fastest path according to our assumptions. Nodes that
are not on the fastest path will therefore not be part of a chain forwarding the
packet all the way to the intended destination node. Thus, we have fully motivated our packet transformation model and can go on to describing the model
itself. What we essentially do is to reduce it from a parallel to a sequential one
whereby complexity is significantly reduced.
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Fig. 3. LUNAR MSC with RREQ PLBD only along fastest path

4
4.1

Modeling Approach
The UPPAAL LUNAR Model and Verification Properties

UPPAAL [3] is a tool for simulation and verification of systems modeled as timed
automata. Verification properties are passed to the system as Linear Temporal
Logic (LTL) formulae. We have chosen to use UPPAAL in our work because
of its powerful model checking capabilities and because we can use time in our
models in a straightforward way. This further enables us to extract time bounds
for route formation and initial IP packet delivery.
The LUNAR timed automata model includes a template (lunar message)
which models a packet in transit between two nodes. We use a system definition
with three processes, representing the initial route discovery and two retries.
Thus, a delay is passed as a parameter in order to model the timeout triggered
resend. As in previous work we do not model any expanding ring search, but use a
timeout value of 75 ms corresponding to three times the ring timeout in current
LUNAR implementations and settle for two resends. Time only passes when
messages are transmitted between network nodes, and we have used a range of
[2,4] ms to model this delay. This represents four to eight times the theoretical
delay lower limit (DLL) for the basic access mechanism of IEEE 802.11b [7].
Note that intermittent transmission failures on lower layers (e.g. due to packet
collisions) are treated as link breakages in our model. In addition to the general
assumptions in Section 2.4 we assume route caches to be initially empty.
Our model is to some extent less abstract than in previous work since we
now model the selector tables explicitly. This is done through arrays (since there
are no more complex data structures available), but it is still feasible since we
gain state space usage from the PLBD abstraction. When a packet arrives at a
node it needs to be switched so as to use new selectors. These are modeled using
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global arrays that for each node (MAC address) map selector value to a (MAC
address, selector) pair.
Along the path of a PLBD, symbolic addresses of the intermediate nodes
are generated as we go. These can be seen as pointers to the real addresses.
Therefore, we select them from a limited range of numbers, e.g. [0,8] if we admit
a maximum of 9 intermediate nodes along the fastest path. For each new route
request the symbolic addresses are selected from different ranges, even though
they may in reality point to the same node. Errors due to subtle faults in the
algorithm that allocates selectors might elude our analysis as a result of this
assumption.
We choose to verify deadlock freedom as well as route formation and initial
IP packet delivery. These are verified by checking that we can eventually get
to the snd node rec lunar rrep (sender node received LUNAR RREP) and
message del (IP packet delivered) states along all execution paths. To extract
the time bounds, a global timeout is used and experimentally tuned for the upper
range. For the lower range we instead use LTL formulae to check possibility for
route formation and initial IP packet delivery along at least one execution path.
4.2

Correspondence between Scenarios

Instead of specifying each individual scenario exactly, we are now able to parameterize on the following:
– Maximum network diameter (number of hops), dmax . The maximum number
of possible intermediate nodes on the unique PLBD path between source and
destination, plus one.
– Number of possible link failures, f , during playout of the scenario. Note
that these represent critical link failures in the sense that we model them by
dropping a packet nondeterministically along the fastest path.
– (Minimum network diameter, dmin ≤ dmax ; but this value should be set to
1 to allow for all possibilities of communicating nodes’ positions. The only
time we use a different value is when checking correspondence to previous
scenarios where positions of source and destination nodes were specified.)
The scenarios we can study using the new model encompass all the ones
in our previous work (shown in Figure 1). Our definition does not require the
routing protocol to find a route (or send an initial IP packet along the route) if
all paths are broken. We can include link breaks if we make sure that the protocol
is given the chance to find a path along some other route, in accordance with the
requirement of Definition 2. The inclusion of link breaks is important in order
to verify that the protocol copes with those situations as well, in the case of
LUNAR by initiating another route discovery after a timeout.
Scenario (g) in previous work corresponds to setting up our new model with
minimum and maximum path lengths of three and with one possible link break.
This is because in scenario (g) there is one link break that can occur at any time.
The minimum and maximum path lengths are three, both before and after the
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link break. As an illustration see Figures 4 and 5 which show two possibilities
for the packet traversal. Here, solid lines denote packets that are delivered, and
dotted lines denote packets that are dropped because the receiver has already
seen that particular PLBD identifier. Other traversals are possible and node E
may go down at other times, but because of the dampening, it should be quite
clear that the maximum path length will be three regardless of the order in
which packets are delivered.
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Fig. 4. Stepwise traversal of scenario (g) - Route setup initiated before link break
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We validate that this is correct with our new model by extracting a bound
on initial message delivery time, which is [18,111] just as in our previous work.
Using the same reasoning, we can easily translate all the previous scenarios to
parameters in our new model.

5

Verification Results and Analysis

We have performed verification of LUNAR networks for the properties of interest
(see Section 4.1). For general networks, i.e. where dmin = 1, we are able to verify
route setup up to a diameter (dmax ) of eleven hops, when using f = 1. For
the same value of f we can verify initial IP packet delivery using dmax = 8
before running out of memory. This greatly surpasses the network size for which
LUNAR is meant to operate (3 hops), this limit being due to the so called
ad hoc network horizon [1]. Each verification takes less than a few minutes
on a Macintosh PowerBook G4 laptop computer with a 1.33 GHz processor
and 1.25 GB of memory. We also include some measurements from using the
same processing power and verification software configuration as in our previous
work. These data are presented in Table 1 together with our previous results to
illustrate how substantial the performance increase is.
Due to space constraints, we are here only able to include one of our result
plots. Figure 6 shows bounds on route formation and initial IP packet delivery
times for the case when dmin = dmax and f = 1. The same results as in corresponding scenarios of our previous work are obtained. As mentioned, we can also
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Table 1. Comparison of UPPAAL verification results
Explicit broadcast modeling

Using broadcast abstraction

Scenario States
Time
searched used

Search
States Time Search
completed searched used completed

(a)
(e)
(g)
(h)

Yes
Yes
Yes
No

15072
123196
2.01e+06
2.97e+07

3.89 s
57.91 s
11:43 min:s
1:59 h:min

487
487
910
910

<
<
<
<

1
1
1
1

s
s
s
s

Yes
Yes
Yes
Yes

verify the more general case where dmin = 1, and the difference in time bounds
is that they then reach down to 4 ms for the route setup time and to 6 ms for
the initial message delivery. The reason is that the most extreme case then is
when source and destination are in direct contact, whereby the route setup can
be completed in two transmissions. With this setting of dmin the verification
also includes all intermediate situations, which increases the complexity.

One link failure, min. path length = max. path length
Min. route setup time
Max. route setup time
Min. initial IP packet delivery time
Max. initial IP packet delivery time
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Time [ms]
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Max. path length between sender and receiver (hops)
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Fig. 6. Example plot showing time ranges extracted

Thus, since we are able to use a rather high number for the network diameter
we are in fact able to study all networks of practical significance even though we
have not produced a general proof. Our results are general in the sense that any
mobility model can be accommodated. We only require that it, at some point,
yields a network configuration with a unidirectional path between a given pair
of nodes. Link breakages affect the initial state of route caches in the network.
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It is therefore important to study if different settings for f cause the protocol to
behave differently. When increasing f from 1 to 2, and using dmin = 1, we can
verify route setup up to dmax = 8 and initial IP packet delivery up to dmax = 6.
Introducing more link breaks thus reduces the maximum network diameter that
can be used. Due to the routing protocol structure of LUNAR its worst case
behavior is captured by admitting the same number of link breaks as resends.
The protocol cannot be expected to guarantee successful route discovery if more
link breaks occur, since all retries may then be lost. Given that we only model
two LUNAR resends (see Section 4.1) we therefore choose to set the limit at
f ≤ 2 in this study.
We can perform verification of all the scenarios studied in previous work, but
considerably faster. Furthermore, we are able to study more general network configurations of much greater size. In a related project we are currently performing
real world experimental evaluation of a number of ad hoc routing protocols.
There, scenarios with a maximum of four nodes are used and even then, we note
trouble in forming multi-hop paths which causes severe performance penalties
for TCP [8].

6

Comparison of Route Discovery in DSR and LUNAR

DSR [2] and LUNAR can both be considered as on-demand protocols because
neither of them relies on any kind of periodic packets to be exchanged between
nodes. In the basic route discovery phase, the two protocols operate in a similar
way. However, there are some important differences:
– DSR is a source route protocol which means that the RREQ packet includes
addresses of all the nodes passed along the path from source to destination.
This list is then returned to the source node and used as header for each
IP packet that is subsequently to be routed. At each step, nodes use the
next address in the header as new destination. In the case of LUNAR, label
switching is instead used in nodes for the rewriting of addresses.
– LUNAR only stores the first response received from a route discovery. In
DSR, on the other hand, a node may learn and cache multiple routes to any
destination. This is also possible through overhearing routing information
from packets sent by others as opposed to in LUNAR where nodes only use
information they have themselves requested.
– In DSR, nodes which are not themselves the sought destination may answer with one of their routes. The answer will contain the list of addresses
traversed thus far concatenated with the cached route. Loop segments are
identified and removed, and a node cannot return a route in which it is not
itself included.
In a DSR model we need to account for these differences properly. Instead
of one destination for the PLBD, we need to study a set of answering nodes, D.
As an upper bound for this set we have the number of disjoint paths originating
from network node S. We can, however, settle for all those that reach a neighbor
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of D, since the others will not be valid at the time of the RREQ. In the DSR
draft it is said that the number of hops will often be small (e.g. perhaps 5 or 10
hops). It is also stated that the DSR protocol is designed mainly for mobile ad
hoc networks of up to about 200 nodes. In a finite network, the set of answering
nodes is also finite. The maximum value will be the total number of nodes in
the network minus one (the sending node). This case appears if S and D are
directly connected and all other nodes are also connected to both the source and
destination. The implication for verification is, however, not as severe as it may
first seem since no path can then be longer than two hops.

7

Related Work

Chiyangwa and Kwiatkowska [9] have studied timing properties of AODV [10]
using UPPAAL. Their model uses a linear topology with specialized sender, receiver and intermediate nodes. The authors investigate how network diameter affects the protocol. They report that at 12 intermediate nodes, the recommended
setting for route lifetime starts to prevent long routes from being discovered.
They propose adaptive selection of this parameter to compensate for the behavior in large networks. This work is related to ours, but the linear scenario type
contains a static number of nodes and its motivation is to discover a maximum
diameter. Apart from providing a formal motivation to a single network path,
our methodology encompasses a variety of topologies. Their method involves
constructing a specialized model where we use the same protocol instance at
each node which simplifies the modeling process.
Obradovic et al [11] have used the SPIN [12] model checker and the HOL
[13] theorem prover to verify route validity and freedom from routing loops in
AODV. They used conditions on next node pointers, sequence numbers and hop
counters to form a path invariant on pairs of nodes (on the path from source to
destination). Three lemmas were then verified using SPIN after which HOL was
used to prove that the three lemmas imply the path invariant theorem (using
standard deductive reasoning). The approach requires a significant amount of
user interaction and is not directly applicable to other protocols.
Das and Dill [14] also prove absence of routing loops in a simplified version
of AODV. The strategy is similar to that of Obradovic et al, but more automated. They use predicate abstraction and can discover most of the quantified
predicates automatically by analyzing spurious abstract counter-example traces,
albeit with some mechanical human involvement. The initial predicate set is formulated in a manual step where conditions on next node pointers, hop counters,
and existence of routes are constructed. The method successfully discovers all
required predicates for the version of AODV considered. Proficiency in formal
verification is required in order to make general use of their method.
de Renesse and Aghvami [15] have used SPIN to model check the ad hoc
routing protocol WARP. They use a general 5-node topology, and provide a nonexhaustive verification (using the approximating bitstate hashing mode [12]),
covering 98% of the state space.
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Xiong et al [16, 17] have modeled AODV using Petri nets. A topology approximation mechanism describes dynamic topology changes. They report on a
looping situation found during a state space search of a general ten node topology. Their broadcast model uses an average number of messages based on the
average degree and the total number of nodes in the graph. The resulting PLBD
implementation is less abstract than ours and models redundant packet transfers between nodes not on the fastest path between the sender and receiver.
In contrast to our approach link failure effects are also not included in their
model as they assume unicast transmissions to be globally receivable regardless
of topology.
With our method we can use the same protocol instance for each symbolic
node and easily verify high level properties of ad hoc routing protocols, such as
“initial IP packet delivered”. We do not put strict requirements on the topologies,
but admit for general networks of a certain diameter and a given number of link
breakages. The modeling and verification processes are thus quite simple and
applicable to a range of different protocols.

8

Conclusions and Future Work

We have developed a new efficient method for modeling PLBD, one of the operations in ad hoc routing protocols most responsible for state space explosion in
previous approaches. We applied the technique, verifying the operation of route
establishment in the ad hoc protocol LUNAR, and derived upper and lower time
bounds for both route establishment and first packet delivery over the resulting
route. We verified route setup in networks of up to eleven hops in diameter, well
over the envisioned upper limit for practical application of ad hoc routing in
realistic scenarios.
For our future work we intend to perform the same verification for the DSR
protocol, which we have only sketched here. We want to see if there are other
protocols that utilize primitive operations, responsible for much of the complexity, which can be abstracted away from in order to enable for verification in
realistic networks. These analyses can further be used to compare the quality of
competing protocols.
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