
PROFUNDIS:

Periodi Progress Report Year 1

Part B

January 8, 2003

This is Part B of the PROFUNDIS Periodi Progress Report Year 1 where

we explain in more detail the tehnial ahievements of eah work pakage.

1



PROFUNDIS IST-2001-33100 Periodi Progress Report Year 1 Part B January 8, 2003 2

Contents

1 WP1: Models 3

1.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.1.1 Objetives . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.1.2 Summary of Sienti� Ahievements . . . . . . . . . . . . 3

1.2 Sienti� Ahievements . . . . . . . . . . . . . . . . . . . . . . . 3

1.2.1 Task 1.1: Automata with operations and substitutions . . 3

1.2.2 Task 1.2: Proof Tehniques . . . . . . . . . . . . . . . . . 4

1.2.3 Task 1.3. Prototype and ase studies . . . . . . . . . . . . 5

1.3 Disussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

1.4 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

1.5 WP1 Publiations . . . . . . . . . . . . . . . . . . . . . . . . . . 7

2 WP2: Spei�ations 10

2.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.1.1 Objetives . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.1.2 Summary of Sienti� Ahievements . . . . . . . . . . . . 10

2.2 Sienti� Ahievements . . . . . . . . . . . . . . . . . . . . . . . 10

2.2.1 Task 2.1: Logis for systems with spatial and temporal

struture . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

2.2.2 Task 2.2: Expressiveness . . . . . . . . . . . . . . . . . . . 11

2.2.3 Task 2.3: Tools and ase studies . . . . . . . . . . . . . . 12

2.3 Disussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.4 Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12

2.5 WP2 Publiations . . . . . . . . . . . . . . . . . . . . . . . . . . 13

3 WP3: Types 14

3.1 Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14

3.1.1 Objetives . . . . . . . . . . . . . . . . . . . . . . . . . . 14

3.1.2 Summary of Sienti� Ahievements . . . . . . . . . . . . 14

3.2 Sienti� ahievements . . . . . . . . . . . . . . . . . . . . . . . 14

3.2.1 Task 3.1: interferene and aess ontrol . . . . . . . . . 14

3.2.2 Task 3.2: Integration of types with operational and logi

tehniques . . . . . . . . . . . . . . . . . . . . . . . . . . 15

3.2.3 Task 3.3: Pratiality and salability . . . . . . . . . . . 16

3.2.4 Task 3.4: Case studies and tool development . . . . . . 16

3.3 Disussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

3.4 Future work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17

3.5 WP3 Publiations . . . . . . . . . . . . . . . . . . . . . . . . . . 18

4 List of Publiations 20



PROFUNDIS IST-2001-33100 Periodi Progress Report Year 1 Part B January 8, 2003 3

1 WP1: Models

1.1 Overview

1.1.1 Objetives

The goal of this workpakage is to develop a omprehensive automata-like model

that supports e�etive tehniques to speify and verify properties of network

appliations.

The researh ativities are entered around three tasks:

� Task 1.1 Automata with operations and substitutions (Partiipants: Up-

psala, Lisbon, Pisa)

� Task 1.2 Proof Tehniques (Partiipants: Uppsala, Lisbon, Inria, Pisa)

� Task 1.3. Prototype and ase studies (Partiipants Uppsala, Pisa)

The ativities on Task 1.1. are expeted to be ompleted by the end of the

seond year, while those on Tasks 1.2. and 1.3. will ontinue until the end of

the projet.

1.1.2 Summary of Sienti� Ahievements

Theoretial results have been established about HD automata modeled as oal-

gebras. Also oalgebrai models (not neessarily �nite state) of mobile aluli

have been de�ned, equipped with operations of parallel omposition and re-

strition. Symboli veri�ation tehniques have been developed and applied to

seurity protools. In partiular, the ontrol reahability problem has been stud-

ied. The theoretial results have provided the �rm foundations needed for the

experimental development, and they have driven the design and the prototype

implementation. Tool prototypes have been developed for HD automata mini-

mization wrt. bisimilarity. Veri�ation toolkits exploiting symboli tehniques

have been designed, implemented and tested. Also, the distributed infrastru-

ture of the PROFUNDIS Veri�ation Environment has been designed and a

preliminary implementation has been developed.

1.2 Sienti� Ahievements

Tasks onsist of several themes and in all ases the researh ativities have

advaned well on several of them, providing already some results in terms of

publiations. Hereafter we will briey summarize the results of the researh

ativities of the �rst year.

1.2.1 Task 1.1: Automata with operations and substitutions

Automata and Coalgebras Pisa has developed a formulation of HD au-

tomata as oalgebras on a ategory of named sets and named funtions. Set
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elements are equipped with names whih are de�ned up to spei� groups of

name permutations alled symmetries [16℄. This work exibits two main ontri-

butions. First, it provides a oalgebrai de�nition, whih implies the existene

of representatives, minimal up to bisimilarity. In previous versions of HD au-

tomata, not equipped with symmetries, bisimilarity was haraterized in terms

of spans of open maps, but no minimal realization was guaranteed to exist.

Seond, this work formally spei�es a delarative proedure to perform e�etive

�nite state veri�ation via semanti minimization. Indeed, a toolkit perform-

ing state minimization of labelled transition systems for name passing aluli

has been implemented [17℄. The software arhiteture of the toolkit is derived

diretly from the o-algebrai formulation of the partition-re�nement minimiza-

tion algorithm. The diret orrespondene between the semantial strutures

and the implementation strutures failitates the proof of orretness of the

implementation.

Automata, Coalgebras and Operations Instead than oalgebras on a at-

egory of named sets, HD automata an be de�ned as oalgebras on a ategory

of algebras (bialgebras). The onstrution automatially guarantees that bisim-

ilarity is a ongruene wrt. the operations of the algebras. However, this view

of HD automata gives up �niteness in all exept the most trivial ases. In pre-

vious work, an algebra was de�ned, whose arrier onsisted of �-alulus agents

equipped with name permutations only. In [8℄, the algebra has been further ex-

tended with the operations of parallel omposition and restrition. Bisimilarity

there orresponds to early observational equivalene, whih in fat is a ongru-

ene with respet to parallel omposition and restrition, but not with respet

to pre�x. In the same paper a rather general theorem is proved, whih gives

suÆient onditions for performing the bialgebrai onstrution in the presene

of strutural axioms.

Automata, Coalgebras and Spatial Logis Lisbon [25℄ has developed a

notion of automata in whih the set of states has been endowed with a struture

intended to desribe the spatial organization of states in a broad sense. The

innovative feature of the model is the treatment of spae in oalgebrai terms,

the main reason being that for the appliations we have in mind we need to

observe the struture of given states rather then onstrut new ones. Indeed,

we are looking for general models for spatial logi, where typially we wish to

state that if a state has a ertain struture, then it satis�es some properties. An

additional advantage is that we have a uniform treatment of spae and time,

sine the dynamis of transition systems is naturally desribed in oalgebrai

terms.

1.2.2 Task 1.2: Proof Tehniques

Symboli Veri�ation Tehniques INRIA [2℄ has developed a symboli re-

dution system for ryptographi protools where properties suh as serey or

authentiity are spei�ed by inserting logial assertions in the proesses. The
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symboli redution system provides a exible deision proedure for �nite pro-

esses and a referene for sound implementations (the orresponding work on

the prototype implementation is ommented in the next setion). The symboli

redution system an be regarded as a variant of syntati uni�ation whih is

ompatible with ertain set-membership onstraints. For a large lass of rypto-

graphi protools (e.g. the so alled ping-pong protools) a dag implementation

of the symboli redution system leads to an algorithm running in nptime, thus

mathing the lower bound of the problem.

On a related line of work, Pisa [5℄ has developed a symboli operational

semantis for the spi-alulus that relies on uni�ation and provides �nite and

e�etive models of ryptographi protools. A method to arry out trae analy-

sis diretly on the symboli model has been also introdued and proved omplete

(under ertain onditions on the ryptographi primitives). A tool named STA

(Symboli Trae Analyzer) [6℄ has been developed, whih implements symboli

exeution.

Reahability and Seurity Protools INRIA [3℄ has addressed the issue of

deidability of the ontrol reahability problem for various fragments of the asyn-

hronous �-alulus in terms of name generation, name mobility, and unbounded

ontrol. It has been proved that the ombination of name generation with either

name mobility or unbounded ontrol leads to an undeidable fragment. On the

other hand, name generation with unique reeiver and bounded input (a ondi-

tion weaker than bounded ontrol) is deidable by redution to the overability

problem for Petri Nets. The ontrol reahability problem has been also studied

in the ontext of the Dolev-Yao model of ryptographi protools [1℄. A main

result is the haraterization of a new deidable lass of ryptographi protools

with a omplexity ranging from simple to double exponential.

1.2.3 Task 1.3. Prototype and ase studies

The PROFUNDIS WEB The distinguished and innovative feature of the

PROFUNDIS Veri�ation environment, alled PROFUNDIS WEB, is the idea

of viewing the environment as a distributed infrastruture exploited as a servie

distributor. By servie we do not mean a monolithi stand-alone veri�ation

toolkit, but rather a omponent available over the WEB that others might

use to develop additional servies. In the PROFUNDIS WEB eah veri�ation

toolkit has an interfae whih is network aessible through standard network

protools and whih desribes the interation apabilities of the veri�ation

toolkit. Hene, veri�ation sessions over the PROFUNDIS WEB are developed

by ombining and integrating together the servies available over the WEB. As

a onsequene, the PROFUNDIS WEB is highly portable (it may adapt to a

variety of infrastrutures) and supports interoperability and dynami reon�g-

uration. Moreover, it supports the dynami integration of several veri�ation

tehniques. The design of the arhiteture of the PROFUNDIS WEB has been

the result of an ative ollaboration among the researh teams in PROFUNDIS,

with the leading role played by Pisa and Uppsala. To illustrate the e�etive-
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ness of the approah a prototype implementation of the PROFUNDIS WEB

has been developed by Pisa [13℄. This programming experiment has given us

the opportunity of testing e�etively advantages and weakness of the proposed

approah at the very beginning of the projet.

Veri�ation Toolkits Several veri�ation toolkits have been implemented

in the �rst year of the projet. INRIA [32, 31℄ has developed a veri�er for

ryptographi protools alled TRUST. The TRUST toolkit relies on an exat

symboli redution method, ombined with several tehniques aiming at redu-

ing the number of interleaving that have to be onsidered. Authentiation and

serey properties are spei�ed in a very natural way, and whenever an error is

found an intruder attaking the protool is given.

Pisa [17, 26℄ has developed a toolkit performing state minimization of HD

automata. The software arhiteture of the toolkit is diretly suggested by the

abstrat, delarative, o-algebrai formulation of the partition-re�nement min-

imization algorithm given in [16℄. The diret orrespondene between the se-

mantial strutures and the implementation strutures has failitated the proof

of orretness of the implementation. The usefulness of the minimization toolkit

has been shown in pratie by performing �nite state veri�ation of �-alulus

spei�ations.

During previous researh e�orts, Pisa has also developed a model heker

alled HAL to verify the satis�ability of properties of �-alulus spei�ations

expressed by a suitable modal logi [12℄. The onstrution of the model heker

takes diret advantage of the �nite representation of �-alulus in terms of HD-

automata. In partiular, the onstrution of the formula expressing properties of

spei�ations is driven by the �nite state representation of the system (i.e. the �-

alulus proess) to be veri�ed. The version of HD-automata onsidered in this

work is without symmetries, and thus it annot be minimized diretly. However

under ertain onditions, and at the expense of a possibly large inrease of the

number of states, HD automata an be translated into ordinary automata still

preserving bisimilarity, and minimized as suh. Both the minimization toolkit

and the model heker have been integrated in the PROFUNDIS WEB [13℄.

Finally, a tool named STA (Symboli Trae Analyzer) [6℄ has been developed

in ollaboration between Pisa (PROFUNDIS) and Firenze (Mikado), whih im-

plements symboli exeution of ryptographi protools. A suessful attak

is reported in the form of an exeution trae that violates the spei�ed prop-

erty. STA is written in ML. Currently, shared-key, publi-key ryptography and

hashing are supported.

1.3 Disussion

The tasks have proeeded in most ases aording to plans in the TA. Thus the

work of the �rst year for WP1 an be onsidered suessful for all tasks. We

omment below about eah task separately.
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Task 1.1: Automata with operations and substitutions In addition to

the general goal of modeling HD-automata as oalgebras, the plans inluded: i)

automata with name fusions; ii) automata with operations; iii) automata with

substitutions; and iv) models for spatial logis. Progress was made mainly about

the general goal [16℄ and about automata with operations [8℄. About i) and iv),

work in progress an be laimed in ollaboration between Lisbon [25℄ and Pisa

and between Pisa and Uppsala. Ativity about iii) is in its intial stages in Pisa.

Task 1.2: Proof tehniques The plans inluded: i) symboli exeution; ii)

veri�ation via proofs of semanti equivalene, inluding reahability problem

for ryptographi protools; iii) proving spatial properties; and iv) o-indutive

tehniques. Ativity has foussed on symboli exeution [2, 5℄ and reahabil-

ity [3, 1℄. Some progress about iii) and iv) has also been made in onnetion

with work mentioned above about respetively models for spatial logis and

HD-automata as oalgebras.

Task 1.3: Prototype and ase studies The plans inluded: i) veri�ation

environment and tool development; and ii) ase studies. Remarkable progress

an be laimed about environment arhiteture (PROFUNDIS WEB), whih

was agreed upon among the partners and whih was implemented experimen-

tally in [13℄. Also tool development was rather suessful, both in Pisa with

MIHDA [17, 26℄, STA [6℄ and HAL [12℄ and in Sophia with TRUST[32, 31℄.

Case studies have been onsidered for exerising and benhmarking tool apa-

bilities, for instane the GSM handover protool for HAL and MIHDA.

Misellaneous The paper on model heking [12℄ is the ontinuation of work

initiated before PROFUNDIS. The present paper, however, ontains re�nements

and new tehnial developments of the earlier works whih justify the inlusion

in the results of PROFUNDIS.

1.4 Future Work

The ativity will proeed in aording to what planned in the tehnial annex.

1.5 WP1 Publiations

Papers aepted for publiation in international journals

1. R. Amadio, D. Lugiez, and V. Vanak�ere. On the symboli redution of

proesses with ryptographi funtions. Theoretial Computer Siene, To

appear.

2. R. Amadio and C. Meyssonnier. On deidability of the ontrol reahability

problem in the asynhronous pi-alulus. Nordi Journal of Computing,

9(2):70{101, 2002.
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Papers under revision for publiation in international journals

1. G. Ferrari, S. Gnesi, U. Montanari, and M. Pistore. A model heking

veri�ation environment for mobile proesses. Submitted to ACM TOSEM

(under revision), 2002.

Papers aepted for publiation in international onferene and work-

shops

1. R. Amadio and W. Charatonik. On name generation and set-based anal-

ysis in Dolev-Yao model (extended abstrat). In Pro. CONCUR'02,

volume 2421 of LNCS. Springer Verlag, 2002.

2. M. Boreale and M. Busemi. A framework for the analysis of seurity

protools. In Pro. CONCUR'02, volume 2421 of LNCS. Springer Verlag,

2002.

3. M. Busemi and U. Montanari. A �rst order oalgebrai model of pi-

alulus early observational equivalene. In Pro. CONCUR'02, volume

2421 of LNCS. Springer Verlag, 2002.

4. G. Ferrari, U. Montanari, and M. Pistore. Minimizing transition sys-

tems for name-passing aluli: A o-algbrai formulation. In Pro. FOS-

SACS'02, volume 2303 of LNCS. Springer Verlag, 2002.

5. V. Vanak�ere. The trust protool analyser, automati and eÆient veri-

�ation of ryptographi protools. In Veri�ation Workshop - Verify02,

2002.

On-line prototypes (downloadable) and user manuals

1. R. Raggi and E. Tuosto. HD-Reduer (Online version). Dipartimento

di Informatia, Universit�a di Pisa, http://jordie.di.unipi.it:8080/mihda,

2002.

2. M. Boreale andM. Busemi. STA, a Tool for the Analysis of Cryptographi

Protools (Online version), Dipartimento di Sistemi ed Informatia, Uni-

versit�a di Firenze, and Dipartimento di Informatia, Universit�a di Pisa,

http://www.dsi.uni�.it/ boreale/tool.html.

3. V. Vanak�ere. The TRUST protool analyser. Lab. Informatique de

Marseille, http://www.mi.univ-mrs.fr/�vvanake/trust.html, 2002.

Tehnial reports

1. M. Busemi and U. Montanari. �-alulus early observational equivalene:

a �rst order oalgebrai model. Tehnial Report TR-02-14, Dipartimento

di Informatia, Universit�a di Pisa, 2002.
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2. G. Ferrari, S. Gnesi, U. Montanari, R. Raggi, G. Trentanni, and E. Tuosto.

Veri�ation on the web. Tehnial Report TR-02-18, Dipartimento di

Informatia, Universit�a di Pisa, 2002.

3. G. Ferrari, U. Montanari, R. Raggi, and E. Tuosto. From oalgebrai

spei�ation to toolkit development. Tehnial Report TR-02-19, Tehni-

al Report, Dipartimento di Informatia Universita' di Pisa, 2002.

Drafts

1. L. Monteiro. Transition systems with spatial strutures: A oalgebrai

framework. Manusript, 2002.



PROFUNDIS IST-2001-33100 Periodi Progress Report Year 1 Part B January 8, 2003 10

2 WP2: Spei�ations

2.1 Overview

2.1.1 Objetives

The objetives of this workpakage are to develop new logis to support the

spei�ation and veri�ation of strutural (spatial) and behavioural properties

of onurrent mobile systems, and to develop proof systems for these logis

based on sequent aluli.

The workpakage omprises three tasks:

� Task 2.1 Logis for systems with spatial and temporal struture (Partii-

pants: Lisbon, INRIA, Pisa)

� Task 2.2 Expressiveness (Partiipants: Uppsala, Lisbon, Inria, Pisa)

� Task 2.3. Tools and ase studies (Partiipants Uppsala, Lisbon, Pisa)

The ativities on Task 2.1. are expeted to be ompleted by the end of the

seond year, and those on Tasks 2.2. and 2.3. will start in the seond year and

will ontinue until the end of the projet.

2.1.2 Summary of Sienti� Ahievements

The general ontributions of the work developed in WP2 in Year 1 are:

� Spatial logis for pi-aluli, that an desribe not only behavioural prop-

erties, but also other key features of modern distributed systems (e.g.,

resoure ontrol, distribution, and serey).

� Study of fundamental meta-theoreti properties of spatial logis for ambi-

ent and pi-aluli (e.g., expressiveness, separation).

� Logis for semi-strutured data and related deision proedures.

� Logial formalization of the seure omposition of web servies.

2.2 Sienti� Ahievements

The tasks omprise several themes, not all expeted to start in the �rst year.

The entral task for Year 1 was Task 2.1, but results in other tasks have also

been obtained.

2.2.1 Task 2.1: Logis for systems with spatial and temporal stru-

ture

This task onerns the development of logis to speify and verify, in an inte-

grated way, both behavioural and strutural properties of onurrent systems

based on mobile proess aluli.
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Base logis In ollaboration with Cardelli at Mirosoft Researh Cambridge,

Lisbon introdued a spatial logi to desribe and verify properties of onurrent

systems spei�ed in the pi-alulus [10℄. This logi allows the spei�ation of

spatial and behavioural properties by indution and o-indution (for instane,

properties related to resoure usage), and inludes freshness and hidden name

quanti�ers (important to de�ne serey and non-interferene properties). A

related logi and model-heker for the pi-alulus with reursion, based on a

small set of strutural behavioural and spatial observations, is urrently under

development in Lisbon [9℄.

The introdution of spatial logis as a foundation for query and programming

languages for semistrutured data (XML-like) has also been advoated reently;

Inria (through the subsite LIF, Marseille), introdued new logis TL and SL to

desribe and query semi-strutured data represented by multitrees [22, 23℄, and

an embed XML Shema as a plain subset.

Pisa has applied a logi that ombines modalities with a notion of type to

formalize the seure omposition of web servies [7℄. By its use of types, this

work is also part of the WP3 deliverable.

Proof systems In ollaboration with Cardelli at Mirosoft Researh Cam-

bridge, Lisbon de�ned a sequent alulus based proof-system [11℄ for the spatial

logi of [10℄. This proof system ombines good proof-theoreti properties (e.g.,

ut-elimination) and diret appliability to onurreny, it was proposed for the

asynhronous pi-alulus, but the general tehniques adopted are easily gener-

alizable to the ase of other nominal aluli.

Inria (through the subsite LIF, Marseille), introdued deision proedures for

satisfation and model-heking the query languages logis TL and SL againts

formal representations of semi-strutured douments [22, 23℄, that also studies

the omplexity of the assoiated problems. This work builds upon new no-

tions of tree- and sheaves-automata, whih are tailored versions of automata for

unranked trees with both assoiative and assoiative-ommutative symbols.

Veri�ation framework This topi was not expeted to be substantially ad-

dressed during Year 1. Lisbon developed some preliminary work on the devel-

opment of tehniques of equational reasoning on pi-algebras, having in mind the

development of spei� tehniques for (partially) mehanizing theorem proving

in spatial logis.

2.2.2 Task 2.2: Expressiveness

This task fous on aessing the expressiveness of the base logis and in the

identi�ation of suitable high-level extensions. Although sheduled to start on

the seond year, some results have already been obtained in the �rst year.

Inria (through the subsite ENS, Lyon), have developed a work started by

Sangiorgi on the expressive power of the Ambient Logi [20℄. They established

several expressiveness and separation results in the ase where we also onsider
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in the underlying alulus the presene of the repliation operator, that leads

to possibly in�nite behaviours and spatial deompositions.

Ongoing work also by the Lyon team urrently studies the spatial logi for

the pi-alulus developed in [10℄, trying to establish meta-theoretial properties

about the expressive power of the spatial adjunts, that, as the work of [20℄ on

the Ambient Logi testi�es, turns out to be quite powerful.

2.2.3 Task 2.3: Tools and ase studies

This task onerns the implementation of veri�ation tools for the logis, no

signi�ant results an be reported here at the present moment.

2.3 Disussion

The work in WP2 has progressed aording to the shedule in the TA and the

SEP, despite some diÆulties enountered by Lisbon in reruiting personnel.

We omment below about eah task separately.

Task 2.1: Logis for systems with spatial and temporal struture We

expeted to have a �rst version of the syntax and semantis of the spatial logis

as well as proof systems for spatial and temporal properties. These objetives

have been attained. A spatial logi to desribe and verify properties of onur-

rent systems spei�ed in the pi-alulus has been proposed, inluding a sequent

alulus based proof-system that ombines good proof-theoreti properties (e.g.,

ut-elimination) and diret appliability to onurreny. Other ontributions in-

lude logis TL and SL to desribe and query semi-strutured data represented

by multitrees, and a logial formalization of the seure omposition of web ser-

vies.

Task 2.2: Expressiveness Several expressiveness and separation results

were established in the ase where we also onsider in the underlying alulus the

presene of the repliation operator, that leads to possibly in�nite behaviours

and spatial deompositions.

Task 2.3: Tools and ase studies In the TA this task was sheduled to

start in the seond year only, but in the SEP it was stated that a �rst version

of the prototype theorem-proving tool for the spatial logi might be available

at the end of the �rst year. It turned out that this was not possible due to the

diÆulty experiened by Lisbon in hiring personnel. This delay is not serious

and an be reovered in the seond year.

2.4 Future Work

The ativity will proeed aording to what was planned in the tehnial annex.
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2.5 WP2 Publiations

Papers aepted for publiation in international journals

1. L. Caires and L. Cardelli. A Spatial Logi for Conurreny (Part I).

Aepted for publiation in Information and Computation, 2002.

Papers presented at international onferenes and workshops with

publiation in its proeedings

Note: 1. below is joint with work pakage 3.

1. A. Braiali, A. Brogi, G. Ferrari and E. Tuosto. Seurity and dynami

ompositions of open servies. In Pro. Int. Conferene on Parallel and

Distributed Proessing Tehniques and Appliations (PDTA'02). CSREA

Press, USA, 2002.

2. L. Caires and L. Cardelli. A Spatial Logi for Conurreny (Part II). In

CONCUR 2002: Conurreny Theory (13th International Conferene),

Leture Notes in Computer Siene. Springer-Verlag, 2002.

3. D. Hirshko�, E. Lozes, and D. Sangiorgi. Separability, Expressiveness

and Deidability in the Ambient Logi. In 17th Annual Symposium on

Logi in Computer Siene, Copenhagen, Denmark, 2002. IEEE Com-

puter Soiety.

Submitted papers

1. Denis Lugiez and Silvano Dal Zilio. XML Shema, Tree Logi and Sheaves

Automata. Researh report 4631, INRIA, November 2002 (submitted).

http://www.inria.fr/rrrt/rr-4631.html.

Researh reports

1. Luis Caires. Model-Cheking of Spatial Properties in the pi-alulus. Re-

searh report 3, DI/FCT/UNL, Deember 2002.

2. L. Caires and L. Cardelli. A Spatial Logi for Conurreny (Part II).

Tehnial Report 3/2002/DI/PLM/FCTUNL, DI/PLM FCT Universi-

dade Nova de Lisboa, 2002.

3. Denis Lugiez and Silvano Dal Zilio. Multitrees Automata, Presburger's

Constraints and Tree Logis. Researh report 08-2002, LIF, Marseille,

Frane, June 2002. http://www.lim.univ-mrs.fr/Rapports/08-2002-Lugiez-

DalZilio.html.
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3 WP3: Types

3.1 Overview

3.1.1 Objetives

The objetives are to develop new type systems to ontrol interferenes among

proesses and the resoures used by the proesses; to integrate the type teh-

niques with operational and logi tehniques; to investigate the robustness of

the type tehniques and their algorithmi de�nitions; to assess the appliability

of the tehniques by means of ase studies, and to implement some of the type

algorithms and proof tehniques.

3.1.2 Summary of Sienti� Ahievements

New type systems have been introdued that, we think, signi�antly enlarge

the olletion of properties of mobile proesses that an be handled with types.

For other properties in whih types alone seemed to be insuÆient, we have

developed tehniques and models that ombine ideas from types with ideas

from other �elds (modal logis, logial relations). The study of the impat

of type systems on implementations, and the transfer to types developed in

aluli of mobile proesses to other languages, loser to high-level programming

languages, has begun.

3.2 Sienti� ahievements

3.2.1 Task 3.1: interferene and aess ontrol

In task is about the design of novel type systems for mobile ode. The emphasis

is on type systems that allows us to ontrol interferenes among proesses and

their aess to resoures.

This was the main task for Year 1 in WP3. A few strands of work have

advaned well; some have already given publi results (in form of papers). Fol-

lowing the desription of WP3 in the TA, these strands are summarised below.

Classi�ation of interferene In a ollaboration, Inria and Pisa [21℄ have

obtained a formal and uniform de�nition of the lassi�ation of grave and plain

interferenes, and developed basi properties of them (these are forms of inter-

ferene among proesses that are spei� of formalisms for mobile distributed

systems like Ambients).

Aess ontrol Lisbon [24℄ has developed a (�rst version of a) type system

for a distributed version of the pi-alulus that ontrols migration of proesses

and the resoures on the host site that a migrated proess an use.

On a related line of work, Pisa [14℄ has developed a model (based on Ambi-

ents) where the seurity guarantees, on the aess to loal resoures and migra-

tion, is obtained by separate typed omponents (the guardians). Advantages of
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the approah inlude: exibility in the range of poliies allowed, modularity in

the design of omplex systems.

Behavioural types Lisbon [27℄ has formalised types systems for mobile pro-

esses that express guarantees on the servies that a proess, or a onurrent

objet, an o�er. Here types are highly dynami: as proesses evolve and hange,

so types an evolve and hange too.

Resoure alloation Inria [29℄ has studied the problem of ontrolling the

number of proesses that an migrate at the same time on a given site, on a

version of the Safe Ambient alulus. For instane, a type an speify a number

n for a given ambient, and then typing ensures that at any time this ambient

will never host more than n subambients.

Inria [4℄ has also developed a type system that ensures "message-deliverability":

that is, the fat that every emitted message has a hane of being reeived.

Adopting this disipline requires a style of programming where resoures are

persistent. The basi properties of the resulting omputational model (based

on the �-alulus) have been studied.

Seure Composition of proesses Pisa [15, 7℄ has studied the problem of

safe omposition of omponents in distributed systems. Preisely, the target of

the study have been MetaKlaim (the distributed version of a oordination lan-

guage equipped with staging mehanisms), and Web servies. The work [15℄ has

led to the design of new type systems. Relevant features of these type systems

are: seurity poliies an be dynamially enfored; trustness guarantees of wide

area network appliations are maintained whenever omputations interoperate

with potential untrusted omponents. In ontrast, the work on web servies [7℄

uses more standard types and uses modal logis, and is ommented in WP2.

3.2.2 Task 3.2: Integration of types with operational and logi teh-

niques

This task 3.2 is about integration: integration of types with other tehniques

(for instane, logial) integration of type systems; et.

Operational and logial tehniques Inria [28℄ has studied the problem of

termination of mobile proesses (the fat that a proess never reahes a di-

vergene, that is, a point in whih an in�nite sequene of internal steps an

be produed). The termination of a non-trivial subset of the �-alulus has

been proved using a ombination of operational, logial tehniques and of type

systems.

To formalise the seure omposition of web servies, Pisa [7℄ has developped

a model whih uses onstruts from modal logis and a (simple) notion of type.

As here logi plays a more important role than types, this work is atually part
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of the WP2 deliverable, but the ombination of logis and types is also relevant

for the theme of task 3.2 in WP3.

3.2.3 Task 3.3: Pratiality and salability

This task is about the salability of the tehniques based on types to pratial

programming languages, and the develpment of algorithms for the automati

veri�ation.

Inria is working on the design of type systems that guarantee ertain seurity

properties (with emphasis on non-interferene properties) on a sequential subset

of the JVM. (This work is still at an early stage and has not yet led to publi

douments)

Lisbon [30, 18℄ has worked on the salability of the idea of "session types",

developped by a number of people in the �-alulus (Honda, Vasonelos, Gay)

to more advaned programming onstruts. Two lines of work have been pur-

sued. The �rst has led to a proposal for typing the behavior of objets in

omponent models. The main motivation for this is that most omponent mod-

els, CORBA in partiular, do not o�er any support for expressing behavior al

properties of objets beyond the \stati" information provided by IDLs. The

other line has foused on a language based on the lambda-alulus with side-

e�eting input/output operations and reursive funtions. It is a step towards

inluding session types in a onurrent imperative language (with referenes).

The �nal aim is a type system to hek the orretness of protools.

3.2.4 Task 3.4: Case studies and tool development

This task is about development of implementations for the type systems and

the tehniques based on types, and to ase studies.

INRIA has done some implementation work on non-standard type systems

for guaranteeing seurity, and in partiular on�dentiality, of mobile ode. Pre-

isely, a type system for enforing non-interferene of onurrent programs, in-

spired from previous work by Boudol and Castellani, has been formalized and

proved orret in the proof assistants Coq and Isabelle. (This work has not led

to a paper yet.)

INRIA [19℄ (ollaboration with Mikado and DARTS) has also investigated

the orretness and the implementation of an abstrat mahines based on some

of the type systems for interferene ontrol in task 3.1: One of the main obje-

tives here was to show that the ontrol of interferenes guaranteed by types is

also useful in implementations.

3.3 Disussion

The tasks have proeeded aording to shedule. We omment below the di�er-

enes wrt the TA, whih are minor, and { we believe { quite normal for a FET

projet.
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Task 1

We do not have ontributions on the header "delassi�ation" that appeared in

the TA. The problem of designing type systems for delassi�ation appears to be

muh harder than expeted. We have invited at the �rst PROFUNDIS meeting

in Sophia an external speaker (F. Pottier) who has worked on this problem

for sequential languages. We have learnt from Pottier's talk and subsequent

questions that in onurreny we have probably not reahed yet a point in

whih the problem an be suessfully takled.

On the other hand, the work names "aess ontrol" and "behavioural types"

over aspets that had not been announed in the TA.

Other tasks

The work of Tasks 3.3 and 3.4, whih was supposed to start only during the

seond year, has been antiipated. As a onsequene, there has been less time

for ertain aspets of Task 3.2 that appeared in the TA. An example is the theme

named \spatial types", where some work has been done but has not produed

outome yet.

Misellaneous

The papers [21, 19, 4℄ are the ontinuation of work initiated before PRO-

FUNDIS, summary of whih had appeared at onferenes. The papers ontains

re�nements and new tehnial developments (in some ases quite substantial)

over the earlier work, whih we believe fully justify the inlusion in the PRO-

FUNDIS output and deliverable.

3.4 Future work

Taks 3.1 We onsider the header \Classi�ation of interferene" as omplete;

no further work here is expeted. We onsider the work in the other headers as

satisfatory, but improvements or enhanements of some of the results obtained

this year will be pursued. However most of the e�ort is expeted to go into

exploring the robustness of suh results obtained (in partiular the be transfer

to other aluli or riher languages).

Task 3.2 This task will ontinue, aording to the TA.

Task 3.3 and 3.4 We intend to pursue the mahine-heked veri�ation of

non-interferene for a subset of Java. On the basis of this formalisation, a study

will be onduted to assess if and how speial purposes tools (tatis) an be

developed to validate eÆiently type systems for mobile ode.

The work on the design of type systems for non-interferene properties on a

sequential subset of the JVM will ontinue. In this setting we will also investi-

gate delassi�ation, with the aim of establishing a orrespondene between a
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referene defensive virtual mahine that performs veri�ations at run-time, and

may allow for delassi�ation, and an implementation o�ensive virtual mahine

that relies on the byteode veri�er to perform veri�ations statially.

In the medium term, these two diretions might be merged through a study

of a ertifying ompiler that would ensure that non-interfering soure programs

are ompiled to non-interfering byteode programs.

3.5 WP3 Publiations

Papers aepted for publiation in international journals

1. R. Amadio, G. Boudol and C. Lhoussaine On message deliverability and

non-uniform reeptivity. To appear in Fundamenta Informatiae

2. F. Levi and D. Sangiorgi. Mobile safe ambients. To appear in the journal

TOPLAS.

Papers under revision for publiation in international journals

1. G. Ferrari, E. Moggi, R. Pugliese MetaKlaim: A Type Safe Multi-stage

Language for Global Computing Under revision for Mathematial Stru-

ture in Computer Siene

Papers aepted for publiation in international onferenes and work-

shops

Note: 1. below is joint with work pakage 2.

1. A. Braiali A. Brogi G. Ferrari and E. Tuosto Seurity and dynami

ompositions of WEB Servies In Pro. Int. Conferene on Parallel and

Distributed Proessing Tehniques and Appliations (PDTA'02), CSREA

Press, 2002.

2. G. Ferrari, E. Moggi, R. Pugliese. Guardians for Ambient Based Monitor-

ing. In Pro. Foundations of Wide Area Network Programming, ENTCS

66 (3), 2002.

3. D. Teller, P. Zimmer, and D. Hirshko�. Using Ambients to Control

Resoures. In Proeedings of the 13th Int. Conf. in Conurreny Theory

(CONCUR'02), volume 2421 of LNCS, pages 288{303. Springer Verlag,

2002.

4. D. Sangiorgi. Types, or: Where's the di�erene between CCS and �? In

Pro. CONCUR '02, volume 2421, 2002. aompanying paper for an

invited talk.

5. A. Valleillo, V. T. Vasonelos, and A. Ravara. Typing the behavior of

objets and omponents using session types. In Antonio Brogi and Jean-

Marie Jaquet, editors, Eletroni Notes in Theoretial Computer Siene,
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volume 68. Elsevier Siene Publishers, 2002. presented at FOCLASA'02

- 1st International Workshop on Foundations of Coordination Languages

and Software Arhitetures.

Draft of papers and papers submitted

1. A. Ravara, P. Resende, and V. Vasonelos. An algebra of behavioural

types. Preprint, Setion of Computer Siene, Department of Mathemat-

is, Instituto Superior T�enio, 1049-001 Lisboa, Portugal, 2002. Submit-

ted for publiation.

2. S. Gay, V. T. Vasonelos, and A. Ravara. Session types for inter-proess

ommuniation. Preprint, Department of Computer Siene, University

of Lisbon, Campo Grande, Edifio C5, 1749-016 Lisboa, Portugal, 2002.

Submitted for publiation.

3. F. Martins and A. Ravara. Controling migration in lsdpi. Preprint, Se-

tion of Computer Siene, Department of Mathematis, Instituto Superior

T�enio, 1049-001 Lisboa, Portugal, 2002. In preparation.

4. P. Giannini, D. Sangiorgi, and A. Valente. A distributed abstrat mahine

for Safe Ambients. Draft. 2002.



PROFUNDIS IST-2001-33100 Periodi Progress Report Year 1 Part B January 8, 2003 20

4 List of Publiations

The following is a list of all PROFUNDIS publiations year 1.

Referenes

[1℄ R. Amadio and W. Charatonik. On name generation and set-based analysis

in Dolev-Yao model (extended abstrat). In Pro. CONCUR'02, volume

2421 of LNCS. Springer Verlag, 2002.

[2℄ R. Amadio, D. Lugiez, and V. Vanakere. On the symboli redution of

proesses with ryptographi funtions. Theoretial Computer Siene, To

appear.

[3℄ R. Amadio and C. Meyssonnier. On deidability of the ontrol reahability

problem in the asynhronous pi-alulus. Nordi Journal of Computing,

9(2):70{101, 2002.

[4℄ R. M. Amadio, G. Boudol, and C. Lhoussaine. On message deliverabil-

ity and non-uniform reeptivity. Researh report 05-2002, LIF, Marseille,

Frane, May 2002. Aepted for pubbliation in Fundamenta Informatiae.

[5℄ M. Boreale and M. Busemi. A framework for the analysis of seurity

protools. In Pro. CONCUR'02, volume 2421 of LNCS. Springer Verlag,

2002.

[6℄ M. Boreale and M. Busemi. STA, a Tool for the Analysis of Cryptographi

Protools (Online version). Dipartimento di Sistemi ed Informatia, Uni-

versit�a di Firenze, and Dipartimento di Informatia, Universit�a di Pisa,,

http://www.dsi.uni�.it/ boreale/tool.html, 2002.

[7℄ A. Braiali, A. Brogi, G. Ferrari, and E. Tuosto. Seurity and dynami

omposition of web servies. In Pro. Int. Conferene on Parallel and

Distributed Tehniques and appliations. CSREA Press, USA, 2002.

[8℄ M. Busemi and U. Montanari. A �rst order oalgebrai model of pi-

alulus early observational equivalene. In Pro. CONCUR'02, volume

2421 of LNCS. Springer Verlag, 2002. Full version in Tehnial Report

TR-02-14, Dipartimento di Informatia, Universit�a di Pisa, August 2002.

[9℄ L. Caires. Model-heking of spatial properties in the pi-alulus. Researh

report 3, DI/FCT/UNL, Deember 2002.

[10℄ L. Caires and L. Cardelli. A spatial logi for onurreny (part i). Infor-

mation and Computation, 2002. Aepted for publiation.

[11℄ L. Caires and L. Cardelli. A spatial logi for onurreny (part ii). In CON-

CUR 2002: Conurreny Theory (13th International Conferene), Berlin,
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veri�ation environment for mobile proesses. Submitted to ACM TOSEM

(under revision), 2002.

[13℄ G. Ferrari, S. Gnesi, U. Montanari, R. Raggi, G. Trentanni, and E. Tu-

osto. Veri�ation on the web. Tehnial Report TR-02-18, Dipartimento

di Informatia, Universit�a di Pisa, 2002.

[14℄ G. Ferrari, E. Moggi, and R. Pugliese. Guardians for ambient based moni-

toring. In Pro. Foundations of Wide Area Network Programming, ENTCS.

Elseviers, 2002.

[15℄ G. Ferrari, E. Moggi, and R. Pugliese. Metaklaim: A type safe multi-

stage language for global omputing. Tehnial Report Under revision for

Mathematial Strutures in Computer Siene, 2002.

[16℄ G. Ferrari, U. Montanari, and M. Pistore. Minimizing transition systems

for name-passing aluli: A o-algbrai formulation. In Pro. FOSSACS'02,

volume 2303 of LNCS. Springer Verlag, 2002.

[17℄ G. Ferrari, U. Montanari, R. Raggi, and E. Tuosto. From oalgebrai

spei�ation to toolkit development. Tehnial Report TR-02-19, Tehnial

Report, Dipartimento di Informatia Universita' di Pisa, 2002.

[18℄ S. Gay, V. T. Vasonelos, and A. Ravara. Session types for inter-proess

ommuniation. Preprint, Department of Computer Siene, University

of Lisbon, Campo Grande, Edifio C5, 1749-016 Lisboa, Portugal, 2002.

Submitted for publiation.

[19℄ P. Giannini, D. Sangiorgi, and A. Valente. A distributed abstrat mahine
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[20℄ D. Hirshko�, E. Lozes, and D. Sangiorgi. Separability, Expressiveness and

Deidability in the Ambient Logi. In Pro. of LICS'02, 2002.

[21℄ F. Levi and D. Sangiorgi. Mobile safe ambients. To appear in the TOPLAS

journal. Extended and re�ned version of a paper appeared in Pro. 27th

POPL, ACM Press, 2002.

[22℄ D. Lugiez and S. D. Zilio. Multitrees Automata, Presburger's Con-

straints and Tree Logis. Researh report 08-2002, LIF, Marseille,

Frane, June 2002. http://www.lim.univ-mrs.fr/Rapports/08-2002-Lugiez-

DalZilio.html.

[23℄ D. Lugiez and S. D. Zilio. XML Shema, Tree Logi and Sheaves Automata.
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4631.html.
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publiation.
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