
Proofs of Fun
tionality for Mobile Distributed Systems

PROFUNDIS

Proposal No: IST-2001-33100

September 17, 2001

Updated April 10, 2002

1



PROFUNDIS IST-2001-33100 April 10, 2002 2

Contents

1 Proje
t summary 3

1.1 Obje
tives . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.2 Des
ription of Work . . . . . . . . . . . . . . . . . . . . . . . . . 3

1.3 Expe
ted Results . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

2 Proje
t obje
tives 4

3 Parti
ipant list 6

4 Contribution to programme/key a
tion obje
tives 6

5 Innovation 7

6 Community added value and 
ontribution to EU poli
ies. 11

7 Contribution to Community so
ial obje
tives. 12

8 E
onomi
 development and S&T prospe
ts 13

9 Workplan 15

9.1 General des
ription . . . . . . . . . . . . . . . . . . . . . . . . . . 15

9.2 Workpa
kage list . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

9.3 Workpa
kage des
riptions . . . . . . . . . . . . . . . . . . . . . . 28

9.4 Deliverables list . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

9.5 Proje
t planning and timetable . . . . . . . . . . . . . . . . . . . 36

9.6 Graphi
al presentation of proje
t 
omponents . . . . . . . . . . . 37

9.7 Proje
t management . . . . . . . . . . . . . . . . . . . . . . . . . 39

10 Clustering 42

11 Other 
ontra
tual 
onditions 42



PROFUNDIS IST-2001-33100 April 10, 2002 3

1 Proje
t summary

1.1 Obje
tives

The obje
tive of PROFUNDIS is to advan
e the state of the art of formal

modelling and veri�
ation te
hniques to the point where key issues in mobile

distributed systems, su
h as se
urity proto
ols, authenti
ation, a

ess rights

and resour
e management 
an be treated rigorously and with 
onsiderable au-

tomati
 support. In parti
ular we shall verify properties typi
al in so 
alled open

systems, where the behaviour of some parts (like intruders or adversaries) is un-

knowable, in extensible systems, where parts may be added or removed as the

system exe
utes, and in mobile systems where physi
al and logi
al 
onne
tivity

between parts may 
hange. We shall implement automati
 and partly auto-

mati
 analysis methods for as
ertaining 
orre
t behaviour of su
h systems. For

this purpose we shall integrate and fo
us several strands of ongoing theoreti
al

work.

1.2 Des
ription of Work

The work builds on re
ent advan
es in key theories for pro
ess behaviours,

logi
s and types. We shall develop automata theoreti
 models suitable for our

appli
ations, with a parti
ular interest in how they 
an be represented eÆ
iently

and used by automati
 tools, and we shall determine how they are best used in


onne
tion with advan
ed forms of modal logi
s. The logi
s themselves will be

developed, both in terms of their expressiveness for properties related to spa
e

and stru
ture, and in terms of their a

essibility and ease of use through suitable

high-level representations.

We shall identify and develop analysis te
hniques related to these models and

logi
s. This involves traditional behavioural equivalen
es and preorder 
he
king,

systemati
 simulation, and veri�
ation in intera
tive proof assistants. Here

type systems will play an important role. Re
ent results show that types may

themselves be used as 
rude but tra
table 
orre
tness properties and therefore

type inferen
e is highly relevant, moreover, we shall explore how advan
ed type

information 
an assist the other analysis te
hniques.

The ideas will to a large extent be implemented in a 
ommon tool set. Key

issues here will be development and adaption of algorithms for analysis, and

determining the best way of using them for pra
ti
al examples. We shall in

parti
ular 
onsider examples on se
urity properties in systems for ele
troni



ommer
e.

1.3 Expe
ted Results

The results from the proje
t will be of two kinds. First there will be a set of

tools that automati
ally or with some manual assistan
e 
an treat the veri�-


ation problems in the obje
tives above. The tools will be a

ompanied with

a pragmati
s, i.e., a guide for how they are e�e
tive for parti
ular problems.
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Se
ond the theories underpinning the tools will be demonstrated in s
ienti�


publi
ations.

2 Proje
t obje
tives

The obje
tive of PROFUNDIS is to advan
e the state of the art of formal

modelling and veri�
ation te
hniques to the point where key issues in mobile

distributed systems, su
h as se
urity proto
ols, authenti
ation, a

ess rights and

resour
e management 
an be treated rigorously and with 
onsiderable automati


support. In parti
ular we shall verify properties typi
al of: (i) systems with

in
omplete information about the environment, where the behavior of some

parts (like intruders or adversaries) is unknowable; (ii) systems where parts may

be added or removed as the system exe
utes; and (iii) mobile systems, where

physi
al and logi
al 
onne
tivity between parts may 
hange. We shall design and

implement automati
 and partly automati
 analysis methods for as
ertaining


orre
t behavior of su
h systems. For this purpose we shall integrate and fo
us

several strands of ongoing theoreti
al work.

One strand represents mobile distributed systems as variants of automata

for the purpose of automati
 veri�
ation. Here we shall in parti
ular fo
us on

so 
alled HD-automata. In them, pro
esses di�ering for permutations of free

names are represented by the same state. HD automata are able to allo
ate

and garbage 
olle
t names and 
an be minimized and model 
he
ked; they are

�nite for �nite 
ontrol agents; they provide an intermediate, syntax independent

format and they have been used for verifying �-
al
ulus pro
esses via translation

to ordinary automata. Sin
e translation is possible only in restri
ted 
ases, a key

obje
tive here is to develop an algorithm for dire
t HD-automata minimization

and to implement it in an automati
 tool.

The need of a

ommodating more general kinds of 
al
uli suggests to extend

HD-automata in several ways. This will be a

omplished with more general

notions of name substitutions, like non-inje
tive renamings (so 
alled fusions)

and 
ryptographi
 primitives. We shall also in
lude suitable forms of parallel


omposition, boxing and name binding operators, whi
h 
an be used to express

spatial stru
tures. The resulting intermediate language will be 
lause-based,

will in
lude simple data stru
tures and will allow to embed many modern 
al
uli

(like �-
al
ulus, spi-
al
ulus, join 
al
ulus, ambient 
al
ulus et
). We shall then

determine whi
h properties are of pra
ti
al interests, are de
idable and possess

proof te
hniques whi
h are eÆ
ient enough. The te
hniques we shall devise

are automati
 whenever possible (model 
he
king, bisimilarity 
he
king) and

semiautomati
 otherwise (symboli
 exe
ution, 
oindu
tion proofs). In parti
ular

advan
ed te
hniques will be used to express se
urity properties as semanti


equivalen
e.

Independently from HD-automata, but in relation with them whenever pos-

sible, we will develop a logi
al framework to support the spe
i�
ation and ver-

i�
ation of 
orre
tness properties addressing both stru
ture and behavior of


on
urrent mobile systems. The framework shall a

ommodate properties in-



PROFUNDIS IST-2001-33100 April 10, 2002 5

volving handling of names, se
urity and se
re
y features, lo
ation-dependent

a

ess rights to resour
es, lo
ation dependent-behavior, invariants on the dy-

nami
 
ommuni
ation topology and routing, dynami
ally 
reated obje
ts and

referen
es. To support formal reasoning an adequate level of abstra
tion, new

logi
s shall be developed in
orporating spe
i�
 
onstru
ts to express higher level

properties of spa
e and stru
ture, and their intera
tion with time and behavior.

By jointly addressing stru
ture and behavior of pro
esses, it will be possible to

ta
kle the ri
her 
omputational phenomena asso
iated with mobility, 
oordina-

tion, and dynami
 software ar
hite
ture.

We shall devise proof systems for the logi
 and determine its expressive-

ness. The higher-level extensions will parti
ularly suit our appli
ations, allow-

ing spe
i�
ations in a more 
on
ise and 
omprehensible|hen
e usable|way.

An important obje
tive is to build tools for semiautomati
 veri�
ation whi
h

are both usable in pra
ti
e and general enough to 
ope adequately with the

diÆ
ult system features whi
h will be 
entral to the highly mobile and dynami


appli
ations envisaged in the future.

Related to both models and logi
s we shall develop type systems. We shall

a

omplish two main kinds of results. Firstly, the types themselves express

properties of pro
esses. In this sense they support the logi
 and enable 
on
ise

and a

essible formulations of 
orre
tness properties. Here, our emphasis will be

on how types allow us to 
ontrol interferen
es among pro
esses and their a

esses

to system resour
es. The se
ond kind of results is the use of type information

throughout automati
 veri�
ation, like minimization and model 
he
king, in

order to in
rease eÆ
ien
y. For instan
e, 
ertain types guarantee that 
ertain


ommuni
ations are not preemptive. This is a partial 
on
uen
e property, in

the presen
e of whi
h only parts of pro
ess behaviors need be explored.

The type systems so far studied 
an only handle rather basi
 properties,

and have been developed in isolation and on small pro
ess 
al
uli. Our aim

is to arrive at a general and 
exible framework where several type systems


an be a

ommodated and whi
h 
an be applied to pra
ti
al languages and

systems. Examples of properties that are important in pra
ti
e and that we

wish to handle using type systems are: resour
e 
onsumptions (time or memory

allo
ations needed by a pro
ess to 
arry out a task); de
lassi�
ation, i.e., the

ability to downgrade some 
on�dential information temporarily (this feature

turns out to be essential when dealing with appli
ations for e-
ommer
e); se
ure


omposition of 
omponents. Another important obje
tive is the integration of

types with the te
hniques based on automata and logi
s. This will require an

a

urate 
omparison of the asso
iated proof te
hniques and of the expressiveness

of di�erent formalisms (in parti
ular those based on logi
s vs those based on

types), and re�nements of the standard notion of observation on whi
h the

theory of `
lassi
al' pro
ess 
al
uli (CSP,CCS, �-
al
ulus,et
.) is based.

To show the pra
ti
ality of the type systems, we will study the automati-

zation of the proof te
hniques based on types. This will in
lude type-inferen
e

algorithms that verify whether a given pro
ess is type-
orre
t, whi
h require as

little as possible information from the user.
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3 Parti
ipant list

R = Role, N = Partner number, Cy = Country

R N Parti
ipant name Short Cy Entry Exit

C 1 Uppsala University UU S start of end of

proje
t proje
t

P 2 Funda�
~ao da Fa
uldade FFCT P start of end of

de Ciên
ias e Te
nologia proje
t proje
t

P 3 Institut National de Re
her
he INRIA F start of end of

en Informatique et en Automatique proje
t proje
t

P 4 Universit�a di Pisa Pisa I start of end of

proje
t proje
t

4 Contribution to programme/key a
tion obje
-

tives

PROFUNDIS aims at making global 
omputing systems more trustworthy by

providing tools and methods for 
at
hing errors in their designs before they are

implemented and employed. In this sense the proje
t dire
tly addresses one of

the fundamental 
on
erns of IST : \. . . the development of an eÆ
ient networking

and 
omputing infrastru
ture together with advan
ed mobile and networked

embedded systems that enable anywhere/any time a

ess to servi
es. This

requires new tools and business models for servi
e design . . . " (All quotations

here are from the IST Workprogramme.) Methods and tools of the kind we want

to provide have been proven useful in other spe
ialized areas su
h as hardware


onstru
tion or proto
ol analysis, but they are still elusive for the 
omplexities of

the systems targeted by the Global Computing 
all: systems that are \. . . rapidly

growing and 
hanging 
omputational environments 
omposed of highly diverse

inter
onne
ted devi
es. In these environments, everything is dynami
: physi
al

devi
es are mobile, 
onne
tivity and bandwidth are 
hanging and 
omputational

pro
esses and data migrate." The 
hallenge is to treat these systems on a

suÆ
iently high level of abstra
tion so that analysis te
hniques are tra
table.

If su

essful, our results will have a profound impa
t on the way systems are

designed and to whi
h degree they 
an be trusted and 
onsequently 
an gain

a

eptan
e.

This requires a substantial development of underlying theories. The impor-

tant aspe
ts are \. . . trust and se
urity, in
luding information se
urity, priva
y,

. . . and dependability of systems and infrastru
tures. . . ", one of the priorities

within IST. Clearly, the e�ort in PROFUNDIS is by nature high-risk, and good

enough 
onditions for su
h an ambitious proje
t does not exist at any single
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site; the e�e
ts on the market will be long range but potentially very large.

Moreover it will be diÆ
ult to dire
tly patent or prote
t knowledge of the ba-

si
 nature that we seek. For these reasons we are in 
omplian
e with the IST

poli
y line whi
h en
ourages proje
ts \Anti
ipating market needs and nurtur-

ing emerging te
hnologies where publi
 funding 
an make a substantial impa
t,

by aggregating fragmented resear
h and building 
riti
al mass ahead of market

maturity."

The Global Computing 
all identi�es three key aspe
ts. The �rst, \The

design of systems 
omposed of autonomous entities whose parti
ipation in the


omputation is dynami
 and where a
tivity is not 
entrally 
o-ordinated" is

dire
tly at the heart of PROFUNDIS; we shall treat exa
tly su
h systems and

fo
us on design based on formal methods. The se
ond is \Analyzing and reason-

ing about the behavior of su
h systems, both qualitative and quantitative, even

when very large numbers of entities or intera
tions are involved." Within this

aspe
t our proje
t shall fo
us on the qualitative aspe
ts of early and high-level

designs of systems. The third is \Avoiding and/or dete
ting undesirable behav-

ior through 
ontrol of the system and/or its environment". In fa
t we aim at

a methods where it is possible to rigorously state what 
onstitutes desirable or

undesirable behavior, something whi
h is quite diÆ
ult with the formal models

that exist today.

5 Innovation

Innovation in PROFUNDIS will be of two kinds. First there will be a develop-

ment of the existing theories for spe
i�
ation and veri�
ation of mobile, dynam-

i
ally 
hanging systems with in
omplete information about the environment,

extending their appli
ability and integrating several theories in 
ommon frame-

works. Se
ond there will be a development of automati
 and semi-automati


tools, together with a 
olle
tion of 
ase studies and pragmati
s demonstrating

how the tools 
an be used eÆ
iently. The innovation here lies in the range of

appli
ations that 
an be treated by the tools.

Existing 
al
uli for spe
ifying distributed, intera
tive, mobile systems share

a 
ommon emphasis on name 
reation and handling. Also names play an im-

portant role in pra
ti
al network appli
ations. Non
es identifying sessions in

se
urity proto
ols and dynami
 events of network environments are instan
es

of the same phenomenon: fresh name generation. Also free names 
an be ad-

equately used to identify (links to) unknown agents and atta
kers. Following

some re
ent advan
es in the area of higher order abstra
t syntax [GP99, PG00℄,

partner PISA has re
ently studied models 
alled HD-automata [59, 57℄ whi
h


an be 
hara
terized as 
oalgebras in a 
ategory of name permutation algebras.

Semanti
ally equivalent states, or agents, are mapped into the same state of

the �nal 
oalgebra. This framework is suÆ
ient to 
apture the notions of free

name, name passing and name generation that are needed to des
ribe and rea-

son about dynami
ally 
hanging systems. It has been shown that syn
hronous
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and asyn
hronous �-
al
ulus agents with their various semanti
s (early, late,

open) 
an be mapped into (�nite or in�nite) HD-automata. A related approa
h

based on indexed labelled transition systems has been proposed by [CS00℄.

Finite state automata (e.g. �nite labelled transition systems) provide a

basi
 model underlying e�e
tive veri�
ation te
hniques of 
on
urrent systems.

EÆ
ient algorithms and te
hniques have been developed to automatize the ver-

i�
ation pro
ess for model 
he
king and semanti
 equivalen
e, and they are

essentially the only formal veri�
ation methods widely used in pra
ti
e. Fi-

nite state te
hniques have been used also to analyze 
ryptographi
 proto
ols

[Low96, CJM98, MMS97℄. However, to keep the state spa
e �nite, these tools

make simplifying assumptions in the model. For instan
e, they assume a bound

on the size of the messages synthesized by the adversary. Also, with the ex-


eption of the tools [15, 51℄ developed by partners UU and PISA , usually only

straight-line proto
ol - or 
y
li
 proto
ols exe
uted a small number of times

- are analyzed, whi
h allows to repla
e freshly generated names by �xed 
on-

stants. In many pra
ti
al 
ases these assumptions are unrealisti
, and thus the

appli
ability of �nite state te
hniques is severely limited.

Within PROFUNDIS we shall develop innovative �nite state representation

te
hniques together with expressive logi
al frameworks and e�e
tive veri�
ation

te
hniques to 
ertify features of mobile systems. With 
erti�
ation we mean the

ability of formally expressing and verifying properties of network appli
ations

(e.g. se
urity levels of appli
ations, trust in migrating 
omponents, safe and

authorized resour
e a

esses). HD-automata provide a promising approa
h,

sin
e they often su

eed in abstra
ting out the irrelevant name identities and

in providing a small �nite state model. By now HD-automata have been used

as an intermediate language to represent �nite 
ontrol �-agents, but they have

a
tually been translated to ordinary automata for veri�
ation. Sin
e translation

is possible only in restri
ted 
ases, a key obje
tive of the proje
t is to develop

an algorithm for dire
t HD-automata minimization and proof 
he
king and to

implement it in an automati
 tool

Symboli
 exe
ution may e�e
tively improve the analysis pro
ess by 
on-

straining the way a partially known 
omponent 
an 
ontribute to overall systems

behavior. In proto
ol analysis, symboli
 exe
ution allows automati
 veri�
ation

without simplifying assumptions in the formal model [24, 22, 23, 39℄; indeed de-

sirable properties su
h as se
re
y or authenti
ity are spe
i�ed by inserting logi
al

assertions in the 
ode des
ribing the proto
ol. Again, HD-automata are likely

to allow for a symboli
 exe
ution mode whi
h 
ould make at least straight-line

proto
ols veri�able.

We shall extend the theory of HD-automata in several ways to a

ommo-

date a variety of 
al
uli. This will be a

omplished with more general notions

of name substitutions, like non-inje
tive renamings (so 
alled fusions) and 
ryp-

tographi
 primitives. We shall also in
lude suitable forms of parallel 
omposi-

tion, boxing and name binding operators, whi
h 
an be used to express spatial

stru
tures. The resulting intermediate language will be 
lause-based, will in-


lude simple data stru
tures and will allow to embed many modern 
al
uli (like

�-
al
ulus, spi-
al
ulus, join 
al
ulus, ambient 
al
ulus, et
). We shall then
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determine whi
h properties are of pra
ti
al interests, are de
idable and possess

proof te
hniques whi
h are eÆ
ient enough.

Bisimilarity is one of the most popular te
hniques for de�ning behavioral

equivalen
e on pro
esses. With respe
t to other notions of pro
ess equiva-

len
e, the main advantage of bisimilarity is the asso
iated 
o-indu
tive proof

method, whose appli
ability and usability 
an be greatly enhan
ed by means of

the so-
alled \up to" te
hnique. Proving pro
esses equivalent has been shown

remarkably useful for verifying many se
urity properties [FGM00℄. The idea is

to suitably modify the system by exposing the possible e�e
ts of some atta
k:

if the original and the modi�ed system are semanti
ally equivalent, the system

has not been damaged by the atta
ker.

Logi
s for 
on
urren
y and mobility have been studied extensively [HM85,

11, 3℄. Most proposals are based on the modal mu-
al
ulus. Sophisti
ated

model-
he
king te
hniques and tools have been developed by partners UU and

PISA for the automati
 veri�
ation of �nite-state systems e.g. [15, 51℄. Other

approa
hes [27, RE99℄ have explored the appli
ation of theorem proving te
h-

niques to the theory of bisimulations, su

essfully handling some 
lasses of

in�nite-state systems. Compositional proof te
hniques relying on sequent 
al-


uli have also been developed, and applied to pro
ess terms [4℄ and even to

programs written in industrial strength high-level languages [1℄.

Innovation in PROFUNDIS in
ludes development of logi
s with suÆ
ient ex-

pressive power to 
hara
terize not only the time-stru
ture of labelled transition

systems, but also the spa
e-stru
ture of ea
h state. Re
ently, some logi
s have

been proposed by Cardelli and Gordon [CH00, CG01℄ and by partner FFCT

[18, 17℄ with the motivation to 
apture notions of spatiality and behavior of

pro
esses. These logi
s are of quite a low level and do not dire
tly express

many of the properties we want to 
ope with. We thus shall introdu
e other,

more useful, higher-level stru
tural operations and asso
iated spe
ialized proof

prin
iples. The 
hallenge is to obtain a logi
 framework whi
h 
an handle ri
h

features like ex
eptions, links, resour
es, non
es, names, dynami
ally 
reated

obje
t and referen
es, lo
ations and administrative domains.

We shall introdu
e several alternative notions of \spa
e". For example, spa-

tial logi
s may take meaning over a forest of trees or graphs. Then, a forest

of trees is well suited to represent hierar
hies of administration domains inside

wide area networks. Labelled graphs provide an alternative basi
 stru
ture for

des
ribing the topology (spatial distribution and 
onne
tivity) of networks.

Within PROFUNDIS we shall develop proof systems for these logi
s based

on sequent 
al
uli. We want to 
onsider both proof-systems where entailment

is interpreted in terms of the properties expressible by logi
al formulas relative

to a 
lass of models, and proof systems for spe
i�
 operational models, whi
h

will be targeted at proving properties of 
on
rete pro
ess terms.

We shall further develop a logi
al framework to support the spe
i�
ation and

veri�
ation of properties required for the 
orre
tness of the highly mobile and

dynami
 appli
ations envisaged in the future. Properties that shall be studied
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in this setting in
lude se
urity and se
re
y, lo
ation-dependent a

ess rights

to resour
es, lo
ation dependent-behavior, handling of names, 
onstraints on

dynami
 topology and routing, and even failures. These properties have not yet

been properly addressed by existing logi
s for 
on
urren
y and mobility.

The resear
h �eld on types for mobility is rather young (about 8 years old).

Initial work on the area has aimed at transporting well-known type systems

for sequential 
al
uli, in parti
ular �-
al
uli, to pro
ess 
al
uli. More powerful

forms of types have then been introdu
ed. For this proje
t, we are interested in

types that express 
ontrols of interferen
es, a

ess 
ontrols, bounds on resour
e


onsumptions (for instan
e time or memory allo
ations). We des
ribe below the

existing work on types that should be most relevant for the proje
t.

Capability types provide information about the a

ess rights on available re-

sour
es (
hannels, sites, et
.). Capability types have been introdu
ed by partner

INRIA [30℄ { following Reynolds's type dis
ipline for lo
al variables [Rey88℄ {

in the simple setting of the standard �-
al
ulus, and have then been extended

in a number of ways. Most signi�
antly, partner PISA has extended them to

distributed languages for 
oordination [46℄, in whi
h types are network-aware.

Abadi [Aba97℄ uses types for guaranteeing se
re
y properties in se
urity proto-


ols. The types used by Abadi 
ombine the idea of the 
apability types with that

of types for information-
ow. The latter types, whi
h are best known through

the works of Smith and Volpano [SmVo98℄, guarantee that private information

is not improperly dis
losed. In a 
ollaboration, partners INRIA and PISA [54℄

have applied ideas of 
apability types to de�ne threads of 
ontrol in pro
esses

of distributed 
al
uli (Ambient-like).

Another 
lass of type systems for whi
h behavioral 
onsequen
es have been

studied are those based on linear (i.e. \use on
e") typing [Hon93, KPT99,

34℄. The basi
 me
hanisms of linearity have more re
ently been extended in


ertain 
ases to type systems 
apable of guaranteeing properties su
h as deadlo
k

freedom [Yos96, IgKo01, SuKa98, RaVa97℄.

Partner INRIA has also used types based on existential polymorphism [31℄ to

express information hiding barriers, for instan
e to hide the implementation de-

tails of some resour
e, as in Mit
hell and Plotkin's abstra
t data types [MiPl88℄.

A number of resear
hers, in
luding some at partner INRIA , have used proof

te
hniques based on types to prove the validity of algebrai
 laws and program

transformations on obje
t-oriented languages [29, 32, Dal98, HKMN99℄.

In pro
ess theory, roughly, two pro
esses are equal is they 
annot be dis-

tinguished by any 
ontexts of the given pro
ess language. Su
h a notion of

equivalen
e is however awkward to use in proofs. Thus one employs stronger

versions based on the a
tions a pro
ess 
an perform. In typed 
al
uli, however,

the ordinary notion of a
tion observation is mu
h too strong. The innovation

for the proje
t here will be the re�nement of the 
lassi
al notions of observables

and a
tions whi
h 
an a

ommodate typed mobile pro
esses. Some work in this

dire
tion has been re
ently done (for instan
e in a 
ollaboration between part-

ner INRIA and partner PISA [42℄), but for very basi
 type systems and, even



PROFUNDIS IST-2001-33100 April 10, 2002 11

in these ad-ho
 
ases, the pi
ture is not fully-developed.

We should point out that type systems for interferen
e, a

ess 
ontrol, and

related issues are still a serious 
hallenge also on sequential languages. Resear
h


arried outside the proje
t that will be 
losely monitored in
lude that on Proof

Carrying Code [Ne
97℄, Typed Assembly Language [MWCG98℄, and resour
e

bounds [CrWe00, Hof99℄.

The main limitations of existing type systems for mobile pro
esses are: types


an only express very simple properties; ea
h type system has been developed

in isolation and on very basi
 formalisms (typi
ally diale
ts of the �-
al
ulus);

the type 
he
king rules are 
omplex and not algorithmi
.

The innovations of the proje
t will 
onsist of: i) the 
olle
tion of proper-

ties whi
h 
an be handled with types will be signi�
antly enlarged, 
onsidering

properties that are 
hallenging but essential in pra
ti
al appli
ations. Examples

are de
lassi�
ation of a

ess rights and memory 
onsumption; ii) the transfer

of type systems from foundational 
al
uli to real programming languages. For

this, programming 
onstru
ts su
h as lo
al variables, ex
eptions, obje
ts, will

be 
onsidered. This transfer will allow us to test our type systems on realisti



ase studies; iii) the integration of di�erent type systems into a single general

and 
exible framework; iv) the development of algorithms for 
arrying out the

analysis of type systems me
hani
ally. As elsewhere in the proje
t, we will fo
us

on te
hniques for automated analysis.

6 Community added value and 
ontribution to

EU poli
ies.

The last de
ade has witnessed an enormous development in the �eld of mobile

distributed 
omputing, and the situation is still evolving. As wireless networks

be
ome 
ommonpla
e, all kinds of portable devi
es will be linked to fully 
on-

ne
ted 
omputers anytime and wherever one goes. Numerous platforms for

various forms of mobile 
ode have re
ently appeared and 
ontinue to appear.

As the supporting infrastru
ture be
omes more widespread, new appli
ations

and servi
es will be
ome available.

Unlike the standalone appli
ations that are still the great majority today,

the mobile appli
ations will migrate on networks, as when a user pro
ess moves

to a server lo
ation to exe
ute a task on behalf of its owner. A 
ru
ial issue

in this kind of systems is to �nd pre
ise ways to reason about them, to spe
ify

their properties and to ensure that they behave as desired. A related issue is

that of se
urity, mobile entities being more exposed than standalone entities to

typi
al se
urity atta
ks like unauthorized a

ess or denial of a

ess. We aim in

this proje
t to ta
kle these issues by integrating di�erent but 
omplementary

approa
hes and te
hniques, and implementing them into automati
 or semi-

automati
 tools.

The range of problems dealt with in the proje
t 
alls for diverse 
ompeten
es

that 
an not be found in a single pla
e. Models, logi
s and types are the di�erent
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perspe
tives that are put together to 
ontribute to the overall goal of developing


omputationally feasible veri�
ation methods. No single approa
h is expe
ted

to solve this problem by itself. On the 
ontrary, it is sensible to explore di�erent

approa
hes, sometimes 
omplementary and sometimes in 
ompetition, to assess

the strong points and the weaknesses of ea
h, and to integrate them in the

design of eÆ
ient methodologies and tools.

European universities have a long tradition and a leading position in the

�elds of 
al
uli for mobility, veri�
ation, theorem provers and model 
he
kers.

All parti
ipants bring their expertise in some of the above �elds (whi
h some

have pioneered as well), but none 
ould �nd the 
omplementary expertise at

national level. We are 
on�dent that the added value of our 
ollaboration in

the proje
t will allow us to obtain results beyond what would be a
hieved on

an individual basis.

7 Contribution to Community so
ial obje
tives.

The �eld of mobile distributed 
omputing is relatively young but promises to

have a strong positive impa
t in most aspe
ts of our lives. To realize this

promise, the �eld must prove itself in the 
ommer
ial world, whi
h in turn re-

quires the prior development of appropriate theories, methodologies, te
hniques

and tools, in
luding those of the kind proposed in the proje
t. An ill-founded

subje
t 
an undermine the 
on�den
e of the e
onomi
 agents and the publi


alike in the supporting te
hnology, with undesired 
onsequen
es to its future

development and 
ommer
ial exploitation. Our e�ort, dire
ted at making mo-

bile open systems more trustworthy, 
ontributes to meet the so
ial obje
tives of

the Community of improving the quality of life and safety.

This proje
t addresses the 
entral issues of 
omputationally feasible veri�-


ation methodologies and se
urity that proved their value in 
ertain areas of


omputer s
ien
e, but whose study is mu
h more diÆ
ult and has barely begun

for mobile 
omputing. The results obtained, if the proje
t is su

essful, will 
on-

tribute to the design of reliable and robust systems with high quality of servi
es

and to the development of te
hnologies that enhan
e trust and 
on�den
e. It is

not expe
ted that the results will be immediately used by the industry at the end

of the proje
t, but we will take steps to train young resear
hers and to transfer

the results to industry. The European industries 
an gain a 
ru
ial 
ompetitive

advantage by adopting veri�
ation te
hnologies that improve the quality of their

produ
ts. It is foreseeable that start-up 
ompanies 
an be 
reated spe
i�
ally

for that purpose. In the end they will need highly quali�ed personnel for the

task, whi
h will 
ontribute to 
reate new employment opportunities.

New te
hnologies require training new people at the a
ademi
 level. A posi-

tive impa
t is also expe
ted at the level of graduate and postgraduate tea
hing

in whi
h most of the parti
ipants are involved.
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8 E
onomi
 development and S&T prospe
ts

We expe
t that the results of the proje
t will have a strong s
ienti�
 impa
t,

by signi�
antly advan
ing the state of the art on veri�
ation and tools for pro-


ess mobility. We will strive to disseminate our results by publishing in the

best journals and 
onferen
es on the topi
 of veri�
ation and mobility. Other

dissemination media will in
lude:

� the publi
 WEB site of the proje
t, where general information about the

proje
t, publi
 deliverables, and output produ
ed (papers, open software)

will be available;

� the parti
ipation to the proje
t workshop of a few external persons (say

3 or 4), from a
ademi
 and industry. This will also 
ontribute to monitor

the a
tivities external to the proje
t, and to get useful feedba
k.

Besides this, all parti
ipants in the proje
t are willing to integrate their

experien
e and results in tutorials and 
ourses, with the purpose of training

young resear
hers and promoting the transfer to industry.

The problem of provably-
orre
t software is one of the greatest 
hallenges

that underpin the su

ess of Global Computing (se
urity, integrity, quality of

servi
e). The theme of the proje
t lays well in this fundamental strategi
 di-

re
tion. The problems we have to ta
kle are hard and, realisti
ally, we 
annot

promise that by the end of the proje
t the output will be immediately usable

by industry.

The goal of the proje
t is rather to develop te
hniques, methods and, where

appli
able, prototypes, from whi
h the te
hnologi
al transfer towards the lan-

guages and the formalisms in use in industry is realisti
ally feasible. The 
ase

studies 
arried out within the proje
t will serve as demos, with whi
h we hope

we 
an 
onvin
e industry to undertake the transfer. Depending on how the

proje
t evolves, whenever possible other forms of te
hnologi
al transfer may be


onsidered (the Steering Committee will monitor that).

The work of the proje
t has potential impli
ations in many appli
ation ar-

eas, in
luding: ele
troni
 
ommer
e transa
tions, tele
ommuni
ations, medi
al

�ling, mi
ropro
essor 
ards, ele
troni
 forms of authenti
ation, and intera
tions

among these.

Below, we explain how ea
h individual parti
ipant intends to disseminate

and exploit the results of the 
onsortium.

Uppsala University

Uppsala University is one of the major universities in Sweden. There is a strong

emphasis on information te
hnology through formation of a re
ent large de-

partment and new edu
ational programmes. This development is 
ondu
ted in


o-operation with major industries, and UU has a 
ommitment to fa
ilitate new

start-up 
ompanies as spin-o�s from resear
h proje
ts. The infrastru
ture for

this already exists and will be greatly expanded. We foresee two di�erent routes
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for dissemination and exploitation, beside the normal s
ienti�
 publi
ations and


onferen
e parti
ipation.

One route is to in
uen
e edu
ation. UU is in a good position with its new

information te
hnology programme, whi
h emphasizes the 
onne
tion between

so
iety and te
hnology. The programme will have a 
onsiderable amount of

freedom in 
hoosing the appli
ation areas. It is likely that the results from

PROFUNDIS, where su

essful, 
an be used in applied student proje
ts, thereby

promoting the understanding of importan
e and te
hniques in modern formal

methods for system design. Proje
t 
ourses 
urrently being taught in
lude tools

su
h as SPIN and the Con
urren
y Workben
h. This demonstrates a readiness

to in
lude su
h aspe
ts in edu
ation; through PROFUNDIS, UU will be able to

extra
t state-of-the-art te
hniques whi
h are more relevant and e�e
tive.

Another route is 
ommer
ialization through start-up 
ompanies. Here UU in


ollaboration with the Royal Institute of Te
hnology and the Swedish Institute

for Computer S
ien
e has a good tra
k re
ord, and is a
tive in working for


ollaborations and ex
hange of ideas in national 
ompeten
e 
enters. There are

several small 
ompanies spe
ializing on formal design te
hniques, making good

progress by 
onsulting in se
tors of tele
ommuni
ations, railroads, automobiles,

and ele
tri
al power systems. It is 
on
eivable that either new start-ups 
an

be formed, or an existing one 
an adopt new te
hniques. To this end it is

probably important that the results from PROFUNDIS are publi
; what makes

su
h 
ompanies su

essful are more expertise and eÆ
ien
y in pra
ti
al work

than possession of IPR for fundamental results.

FFCT

Being a resear
h and tea
hing institution, the FFCT will exploit the results of

the proje
t in improving its tea
hing (new 
ourses, possibly at the postgrad-

uate level, proje
ts for students) and in 
reating new resear
h opportunities:

deepening the ties with the groups in the proje
t, with other Portuguese groups

working in the same subje
t area, submitting new proje
t proposals on a na-

tional or European levels. The FFCT has laun
hed in 1986 Uninova, a resear
h

institute that a
ts as a university/industry interfa
e, and whi
h has helped sev-

eral start-up 
ompanies to 
ome into existen
e in the area of the information

te
hnologies. Mutual ex
hanges between those 
ompanies and the FFCT are en-


ouraged, whi
h 
reates good 
onditions for the transfer of the results obtained

in the proje
t.

INRIA

As a major resear
h 
enter with strong orientation towards te
hnologi
al trans-

fer, INRIA is well positioned to ensure that the output of the proje
t will be

exploited. INRIA is very interested in using the results of the proje
t for en-

han
ing existing 
ollaborations with industry (Gemplus, Trusted Logi
) and

also for extending the 
ollaborations to other 
ompanies. The INRIA group

is very interested in studying whether the te
hniques and knowledge that the
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group has produ
ed and a
quired in the domain of types and models for mo-

bile pro
esses 
an be transferred to realisti
 languages, and then into industry.

INRIA also wants to use the proje
t in training and formation a
tivity both at

post-graduate and post-do
toral level, and in fostering the 
ollaborations with

the other resear
h 
entres in the proje
t.

PISA

The \Dipartimento di Informati
a" of the University of Pisa had a leading role

in developing 
omputer s
ien
e in Italy: it o�ered the �rst undergraduate and

PhD 
ourses in 
omputer s
ien
e and in many aspe
ts led resear
h and transfer

to industry. Also in Pisa are a
tive IEI and CNUCE, two large institutes of the

Italian National Resear
h Coun
il (CNR) whi
h are the Italian 
ounterpart of

ERCIM. A strong interest is now present in Pisa for resear
h and appli
ations

in the �eld of wide area network programming, in
luding mobile and nomadi



omputing, web information retrieval and grid 
omputing, as also shown by

the presently a
tive proje
t in 
ollaboration with Mi
rosoft Resear
h and a
a-

demi
 groups in Bologna, Floren
e and Milan. The results of the proje
t will

be employed �rst to foster the resear
h strength of the a
ademi
 groups, then

to transfer the results to several small and medium 
ompanies already existing

in the area. Also, well established 
onne
tions with the main Italian indus-

trial resear
h laboratories, like Tele
om Italia Lab (formerly CSELT), will be

used to in
rease 
ollaboration on related themes. Also IRST (Instituto per la

Ri
er
a S
ienti�
a e Te
nologi
a, Trento), where Mar
o Pistore (whi
h 
ollabo-

rates in the proje
t) is employed, is interested in parti
ipating to the workshops,

in studying the te
hniques and tools for 
ertifying se
urity properties that the

proje
t will develop and in 
omparing and integrating them with the te
hnolo-

gies it is adopting.

9 Workplan

9.1 General des
ription

The proje
t 
ontains one workpa
kage for management and three s
ienti�
 work-

pa
kages (WP1-3) representing three di�erent stands of veri�
ation te
hniques,

based on automata, logi
s, and types. This diversity does not mean separation

of a
tivities, but it rather re
e
ts a 
omplementarity of 
ompeten
es among

the parti
ipants. Indeed an important merit and a motivation of the proje
t is

to promote intera
tions among resear
hers involved in the three strands. We

expe
t that this will produ
e 
rossfertilisation of ideas, and transfer and inte-

gration of te
hniques. For more details, see for instan
e, the theme `Models

for spatial logi
s' in task 1.1, `Proving spatial properties' in task 1.2, task 2.1,

`Operational and logi
al te
hniques for typed 
al
uli' and `Spa
e in types' in

task 3.2, `Implementations' in task 3.4.

WP 1 fo
uses on models of our systems under study. We shall use variants

of �nite automata, so 
alled HD-automata, and extend them to suit our needs.
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We shall devise appropriate veri�
ation and proof methodologies with emphasis

on automation. WP 2 fo
uses on logi
s for expressing spe
i�
ations of relevant

properties to verify. An important point will be to extend traditional modal

logi
s with 
onne
tives expressing intensional stru
tures representing adminis-

trative domains with expli
it a

ess to resour
es. We shall here devise proof

systems and high-level logi
s for expressing and verifying properties in a 
onve-

nient way. WP 3 fo
uses on type systems for mobile open appli
ations, treating

issues like pro
ess interferen
e, 
apability types, and se
ure 
ompositions. Par-

ti
ular emphasis shall also be on integration of type systems and the way types


an be used in the formalisms developed in WP 1 and WP 2, and on s
alability

to realisti
 programming languages.

Ea
h WP has a task about tools and 
ase studies, where the theoreti
al

results are transferred into working prototypes treating veri�
ation examples

from areas like se
urity in open mobile systems. The exa
t stru
ture of our

tools will be determined by the su

ess of the WPs in formulating appli
able

results. Originally there will be one tool in WP1 fo
using on automati
 analysis

and one tool in WP2 on intera
tive veri�
ations, with WP3 providing input

and extensions to both of these. As the proje
t progresses, this stru
ture may

be reassessed. For example the tools may merge or new prototypes may prove

more fruitful.

As in all proje
ts of this kind, there is a risk of not progressing a

ording to

plan be
ause a parti
ular line of resear
h proves too diÆ
ult. It is probably not

relevant to formulate detailed 
ontingen
y plans at this stage. But ea
h WP

treats a spe
trum of problems of varying diÆ
ulty, and reassignment of goal

priorities depending on the likelihood of su

ess will be made by the involved

resear
h leaders and dis
ussed at the workshops.

The e�ort of ea
h WP is estimated in person-months per parti
ipant. These

�gures refer to to the total e�ort of PROFUNDIS, i.e., also in
luding person-

nel at our sites 
ontributing to the proje
t but not dire
tly funded by it. In


ontrast, the administrative forms and budget report person-months only for

people dire
tly funded by the proje
t.

Workpa
kage 1: Models

The obje
tive of the workpa
kage is to develop a 
omprehensive automata-like

model and the 
orresponding veri�
ation environment that supports e�e
tive

and eÆ
ient te
hniques to 
ertify properties of network appli
ations. The model

will supports both the handling of names in its full generality and symboli


exe
ution. We also intend to develop eÆ
ient and spe
ialized proof te
hniques

and algorithms whi
h help in proving properties.

Task 1.1: Automata with operations and substitutions

The goal of this task is the development of a new automata-like model, a gen-

eralization of HD-automata, whi
h supports both the handling of names in its
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full generality and symboli
 exe
ution. This model will be used to give meaning

to a variety of notions for 
al
uli and logi
s studied within the proje
t.

The task will systemati
ally develop step-by-step all the features whi
h will

be needed in the model. We will pro
eed by isolating and studying interesting

fragments of the model and establishing 
ompleteness and expressiveness results

for them. We also plan to investigate several notions of preorders, equivalen
es

and 
ongruen
es asso
iated with the models. The stru
ture of this task is further

detailed into four themes.

Automata with name fusions This theme aims at extending the permu-

tation model, and 
orrespondingly HD-automata, to handle identi�
ation of

names. This generalization will be suÆ
ient to support in a semanti
ally 
orre
t

way veri�
ation for the fusion 
al
ulus [14℄ (whi
h is a variant of the �-
al
ulus

where input and output are symmetri
 operations).

Automata with operations This theme is 
on
erned with the de�nition of

the algebrai
 stru
ture of states. Beside permutations and fusions, the alge-

brai
 stru
ture should in
lude operations for system 
omposition, like parallel


omposition, restri
tion, ambient 
reation, et
.

Automata with substitutions In this theme we will develop a notion of

automata as a 
oalgebra with general substitutions rather than just renamings

(name permutations). The algebrai
 stru
ture of states will be extended to the

general model as well.

Models for spatial logi
s In this theme we will apply the above automata

for the spatial logi
s investigated in WP2. We intend to investigate 
lasses

of appli
ations by exploiting the di�erent 
lasses of models developed in the

previous themes. These will be then applied to the 
orresponding pro
ess 
al
uli

and logi
s.

Task 1.2: Proof te
hniques

This task will fo
us on the development eÆ
ient and spe
ialized proof te
hniques

and algorithms whi
h help in proving properties. The ultimate goal of the task is

to 
ontribute to the assessment of the model and to understand the e�e
tiveness

and the usability of the asso
iated veri�
ation environment (Task 1.3). The

stru
ture of this task is further detailed into four themes.

Symboli
 exe
ution In this theme we will explore a methodology based on

symboli
 exe
ution for the automata model developed in Task 1.1. We intend

to investigate algorithmi
 approa
hes, namely, eÆ
ient solutions to the problem

of generating symboli
 su

essor states of a given state of the model. We also

intend to develop a 
omprehensive theory and the 
orresponding veri�
ation

te
hniques for the symboli
 analysis of se
urity proto
ols. The symboli
 analysis
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will exploit the automata with substitutions sin
e it 
an be regarded as a variant

of term uni�
ation. Finally, symboli
 exe
ution will be employed to visit the

state spa
e of open systems.

Veri�
ation via proofs of semanti
 equivalen
e Many se
urity properties


an be veri�ed by modifying the spe
i�
ation of a proto
ol by exposing the

e�e
ts of a possible intrusion and by 
he
king if the original proto
ol and the

modi�ed proto
ol are semanti
ally equivalent. For multiple session proto
ols

ordinary �nite state veri�
ation te
hniques (e.g. 
he
king bisimilarity) are not

fully adequate. We propose to analyze several 
lasses of se
urity and a

ess

right proto
ols and to verify them by automata minimization.

Due to the ri
h stru
ture of messages ex
hanged and to the power of the

adversary the rea
hability problem for 
ryptographi
 proto
ols be
omes qui
kly

unde
idable. An interesting solution to this problem 
onsists of developing ap-

proximated te
hniques to produ
e 
onservative analyses of the proto
ols. Pre-

liminary results 
on
erning the rea
hability problem are presented in [Mon99,

Gou00℄. We intend to further develop su
h te
hniques. Finally, another te
h-

nique we intend to explore 
on
erns 
ontextual veri�
ation: veri�
ation via a

"testing 
ontext" whi
h spe
i�es all the interesting stimuli (depending on the

appli
ation). The result of the analysis will not be as 
on
lusive as 
he
king

equivalen
e, but it may be a way to in
rease 
on�den
e or to dis
over errors.

Proving spatial properties In this theme, we fo
us on the appli
ation of

model-
he
king and equational reasoning te
hniques to automate the proof of

spatial-temporal properties of pro
esses expressible in fragments of the logi
s

resulting from the work in WP2.

Co-indu
tive te
hniques This theme will fo
us on the extension of 
o-

indu
tive te
hniques to the 
ase of mobile distributed systems. We intend to

develop 
o-indu
tive te
hniques for Ambient-like pro
ess 
al
uli. In parti
ular

we will exploit these results to provide \up-to" te
hniques for these formalisms.

We also intend to investigate algebrai
 theories and axiomatizations of languages

for mobile distributed pro
esses. We shall begin with the �nite part of Ambient


al
uli. Finally, the use of HD-automata and their generalization (Task 1.1),

will allow the eÆ
ient exploration of the state spa
e of systems whi
h are a

priori in�nite.

Task 1.3: Prototype and 
ase studies

The goal of this task is the design and implementation of an environment whi
h

supports spe
i�
ation and veri�
ation of properties of network appli
ations. We

will also 
onsider some illustrative 
ase studies to test the e�e
tiveness of the

veri�
ation environment.
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Veri�
ation environment: tool development The proposers of this proje
t

have already developed some prototypi
al veri�
ation environments [15, 51℄.

However, both veri�
ation environments need restru
turing and most proba-

bly a 
omplete reimplementation. Hen
e, a main 
hallenge of this task is the


ollaboration among the sites of the proje
ts in designing and implementing a


ommon veri�
ation environment based on the automata model of Task 1.1.

We expe
t to apply our foundational results on the basi
 model and the proof

te
hniques to drive the design and the implementation of the environment.

The fun
tionalities of the veri�
ation environment will be 
he
king of equiv-

alen
es and preorders, minimization pro
edures, model 
he
king, and symboli


analysis. We also 
onsider modular extensions of the veri�
ation environment

towards parti
ular appli
ation areas; this may 
all for additional spe
ialized

modules (for instan
e to handle veri�
ation of se
urity proto
ols). The novelty

and added value of this approa
h is in the integration of these aspe
ts into one

environment, and the establishment of an eÆ
ient internal representation in

terms of basi
 model developed in Task 1.1. Corresponding issues have been

solved in the 
ontext of ordinary pro
ess algebra (e.g. the Meije toolkit based

on the FC2 format) but to date remain elusive for distributed and mobile pro-


ess 
al
uli. We also need to address the issues related to the development of

user interfa
e. The aim is to have an interfa
e easily used by all partners and

organizations of similar 
ompeten
e.

Case Studies This theme will fo
us on the analysis of some 
ase studies. In

parti
ular we will assess our veri�
ation environment by 
onsidering the prob-

lem of 
ertifying se
urity properties. The 
ase studies sele
ted will be about

non-interferen
e and a

ess 
ontrol s
hemes and symboli
 analysis of se
urity

proto
ols.

Workpa
kage 2: Spe
i�
ations

The goal of this workpa
kage is to develop a logi
al framework to support the

spe
i�
ation of mobile 
on
urrent systems, and able to address diÆ
ult features

of highly mobile and dynami
 appli
ations. To that end, we will develop new

logi
s and proof systems to support formal reasoning about of su
h systems,

and related veri�
ation tools.

Task 2.1: Logi
s for systems with spatial and temporal stru
ture

In this task, we want to systemati
ally study logi
al formalisms able to handle

dynami
 and stru
tural properties of models of mobile 
omputation. We intend

to study the interpretation of su
h logi
s with relation to several di�erent models

of mobile 
omputation like pro
ess 
al
uli and the syntax-free models to be

developed in WP1.

Base logi
 We shall take as starting point some system of temporal logi


with �xed-point operators, and study its extension with intensional 
onne
tives
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aimed at observing the stru
tural 
omposition of states. We expe
t that at

least part of su
h primitive stru
tural 
onne
tives will arise as 
ounterparts of

the state 
onstru
tors (or \
ontrols") available in the underlying models, but

the identi�
ation of the 
on
rete primitives will also be a major goal of the

resear
h to be 
arried out.

Diverse notions of spa
e and data domains Di�erent appli
ations may

require di�erent notions of spa
e or stru
ture. For example, a forest of trees is

well suited to represent hierar
hies of administration domains inside wide area

networks. Labelled graphs provide an alternative basi
 stru
ture for des
rib-

ing the topology (spatial distribution and 
onne
tivity) of networks. We shall

investigate logi
s with respe
t to several general spatial stru
tures like these

and others. We shall also 
onsider ri
her data domains, and not just names as

usually done in �-
al
uli (e.g. abstra
t data-types or at least 
onstru
tor-based

algebrai
 data-types).

Proof systems We shall design proof systems in two related dire
tions. On

the one hand, we will develop sequent-based proof systems where entailment is

interpreted in terms of the properties expressible by logi
al formulas and validity

taken relative to a 
lass of models. On the other hand, building upon the latter

systems, we intend to study proof systems for 
ertain spe
i�
 models, targeted

at proving properties of 
on
rete pro
ess terms.

Veri�
ation framework We shall build frameworks for semiautomati
 veri-

�
ation whi
h are both usable in pra
ti
e and general enough to 
ope adequately

with the diÆ
ult system features whi
h will be 
entral to the highly mobile and

dynami
 appli
ations envisaged in the future. In previous work we have found

that a framework based on sequent 
al
ulus extended with natural dedu
tion-

like me
hanisms to support indu
tive and 
o-indu
tive reasoning provides a

good starting point. The 
hallenges are both to extend the framework in a

systemati
 way to handle ri
h features like ex
eptions, links, resour
es, names,

dynami
ally 
reated obje
t and referen
es. Equally methods, for instan
e from

the �eld of automated indu
tion, must be taken in to support the level of au-

tomation, and hen
e the amount of detail needed to be exposed to the user of

an intera
tive veri�
ation tool. To address this issue we intend to investigate

the extent to whi
h rippling-like te
hniques 
an be used in 
ollaboration with

instan
e-
he
king and well-foundedness 
he
king to automate indu
tion s
hema

generation and veri�
ation.

Task 2.2: Expressiveness

This task will fo
us on a

essing the expressiveness of the base logi
s and iden-

tifying suitable high-level extensions. The ultimate goal is to develop high-level

modalities, expressible in the base logi
, whi
h help in writing and proving prop-

erties by exploiting spe
ialized proof te
hniques, and enhan
e the usability of

the logi
al framework and asso
iated tools.
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De
idability issues The semanti
s indu
ed by the logi
s of spa
e is inten-

sional, and therefore mu
h �ner than that indu
ed by standard operational

semanti
s. This is in striking 
ontrast with the situation for \
lassi
al" modal

logi
s, for whi
h 
hara
terization results relating logi
s and operational equiva-

len
es (typi
ally forms of bisimilarity) exist. We want to investigate the 
onse-

quen
es of this intentionality on de
idability problems for the logi
s. First we

shall study whether the equivalen
e indu
ed by the logi
s is de
idable on the

full Ambient 
al
ulus and on the �-
al
ulus. Another issue to address is the

impa
t of variations on the semanti
s of the logi
s on questions of de
idability

and intensionality. We aim at de�ning spatial logi
s that agree with operational

semanti
s, as 
lassi
al modal logi
s with bisimilarity. We also intend to isolate

and study interesting fragments of both the base logi
 and 
on
rete operational

models, and establish 
ompleteness and de
idability for them.

High-level extensions Due to the level of generality being sought, one ex-

pe
ts that the primitive 
onstru
tions of the base logi
s turn out to be of quite

low level. For example, the modal �-
al
ulus dire
tly applied to the �-
al
ulus

results in awkward formulas, even though the system is in prin
iple very ex-

pressive. We shall determine relevant high-level primitives and asso
iated proof

prin
iples. This will be done by studying 
on
rete appli
ation problems and

generalizing from them, in 
lose 
onne
tion with the task on 
ase studies. Typi-


ally, su
h higher-level 
onstru
ts will allow the dire
t expression of \user-level"

properties like the statement of a system wide routing poli
y and the querying

the a

ess rights of a parti
ular mobile agent. More basi
 examples of primi-

tives 
ould be: assertions of message uniqueness or about knowledge en
oded in

di�erent parts of a distributed system, or about a few built-in data types.

We also want to investigate to what extent spatial logi
s 
an be used to

des
ribe dynami
 
oordination poli
ies of an evolving (both in spa
e and in

time) network, when the underlying model is a forest (or graph) of trees. The

ultimate goal is to develop high-level logi
al primitives to des
ribe properties of

the temporal and the spatial evolution of a variety of networks.

Task 2.3: Tools and 
ase studies

Tools We shall build tools to support a logi
al framework for a version of the

spatial logi
, integrating theorem proving and algorithmi
 te
hniques (mainly

type- and model-
he
king) developed in other tasks. Su
h tools will be imple-

mented on top of an existing veri�
ation tool, but we also intend to explore gen-

eral purpose theorem-proving te
hnology for semiautomati
 user-assisted veri�-


ation. It will read-in system spe
i�
ations, written in some high-level idiom of

the logi
, and then allow the user to intera
tively and/or me
hani
ally validate

properties. The tools should be 
on�gurable so as to be able to handle several

di�erent models, namely we intend to develop generi
 veri�
ation tools whi
h

will handle several operationally de�ned languages, in
luding pro
ess 
al
uli like

�-
al
ulus or the Ambient 
al
ulus, in a systemati
 way. Progressive experimen-

tation with the tool during the 
ourse of the proje
t will help the identi�
ation
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of typi
al proof patterns, ta
ti
s, and of high-level extensions mainly studied in

Task 2.2.

Case studies Closely 
onne
ted with Task 2.2, we aim to develop spe
i�


theories and related proof prin
iples, together with its implementation on the

veri�
ation tools. Possible 
ase studies involve distributed algorithms, in
luding

lo
king and se
urity proto
ols and self-stabilizing algorithms, and smart-
ard

related appli
ations, for instan
e interferen
e problems on exe
utions of 
on-


urrent threads. Another area to look for appli
ations is in distributed games.

We also intend to pi
k some of the already mentioned pro
ess 
al
uli, and a

small obje
t-oriented 
on
urrent language, whi
h may also be 
onsidered for

demonstration purposes.

Workpa
kage 3: Types

Type systems provide a robust and attra
tive framework for 
onstraining pro-


esses' behavior: they are well-understood in the realm of traditional sequential

programming languages, support modular reasoning and provide a 
riterion to

de
ide whether a pro
ess is well-behaved (in the sense that a well-typed pro
ess

will always have an a

eptable behavior). The purpose of this workpa
kage is

to explore veri�
ation te
hniques for mobility based on types.

Task 3.1: interferen
e and a

ess 
ontrol

In this task we will design novel type systems for mobile 
ode. The emphasis will

lie on type systems that allows us to 
ontrol interferen
es among pro
esses, and

their a

ess to resour
es. Below are the main themes that we intend developing.

Classi�
ation of interferen
es In formalisms for mobile distributed sys-

tems, interferen
e among pro
esses 
an appear in new and unexpe
ted forms;

see for instan
e the study of interferen
es in the Ambient 
al
ulus [54℄. We wish

to understand better the nature of these interferen
es, making the informal 
las-

si�
ation between plain and grave interferen
es in [54℄ into a formal de�nition

that is appli
able to several formalisms; re�ning this 
lassi�
ation; studying the


onsequen
es of these interferen
es on the behavioural theory of pro
esses.

Resour
e allo
ation We will develop, in the 
ontext of a small but realisti


language for mobility, type systems that enfor
e se
urity poli
ies expressed in

terms of resour
e allo
ation. Typi
ally, the type system should prevent agents

that penetrate a lo
al network to 
onsume more resour
es than allo
ated.

De
lassi�
ation We intend to enri
h 
apability-based types that exist for

distributed versions of �-
al
ulus and 
oordination 
al
uli (Linda-like) with

me
hanisms supporting de
lassi�
ation, i.e., the ability to downgrade some 
on-

�dential information temporarily or to dynami
ally modify prote
tion domains.



PROFUNDIS IST-2001-33100 April 10, 2002 23

This will permit to 
hange the prote
tion domain of the 
omponents of a net-

work appli
ations when the appli
ation is running. This feature turns out to

be essential when dealing with appli
ations for e-
ommer
e, and will probably

require a more extensive dynami
 type 
he
king.

Se
ure 
omposition of 
omponents Another issue in whi
h we believe

types 
an be important is that of se
ure 
omposition of 
omponents. This

has to do with the 
ombination of various devi
es, resour
es, and appli
ations,

ranging from stationary workstation and databases to Personal Digital Assis-

tants (PDAs). Sin
e some 
omponents 
an be dynami
ally downloaded from the

network, the se
ure 
omposition of 
omponents is a 
ru
ial a
tivity. Several ap-

proa
hes have been proposed, but to the best of our knowledge, even the formal

assessment of the se
urity requirements for the 
omposition of 
omponents is

not well developed. In order to address this point we will �rst restri
t ourselves

to a simple language, a pro
ess 
al
ulus with mobility primitives, where 
om-

ponents and their 
omposition primitives are naturally expressed. We intend to

use se
ure types (either in form of Interferen
e types or 
apability-based types)

to spe
ify and enfor
e the se
urity requirements of 
omponent 
omposition.

Task 3.2: Integration of types with operational and logi
 te
hniques

Existing type systems for mobility have been studied in isolation and designed

on basi
 foundational 
al
uli, most frequently diale
ts of the �-
al
ulus. The

same will hold for the new type systems that will be developed under Task 3.1.

This task 3.2 is about integration. This will take several forms: integration of

type systems; 
omparison of veri�
ation te
hniques and 
onstru
ts, 
ombination

of te
hniques.

Operational and logi
al te
hniques for typed 
al
uli We wish to extend

the te
hniques developed in WP1 and WP2 to typed 
al
uli. This is a hard

problem be
ause the 
lassi
al notions of observation, in use in untyped 
al
uli,

are far too strong in typed 
al
uli. Some results on this problem exist, but

again, they only apply to a few spe
i�
 
al
uli and type systems. Our aim is to

arrive at a general, uniform, framework in whi
h several type systems 
an be

a

ommodated, and in whi
h the existing results 
an extra
ted as spe
ial 
ases.

We will also study the use of type information throughout automati
 veri�
ation

in order to in
rease the eÆ
ien
y of the te
hniques in WP1 and WP2, like those

for minimization and model 
he
king.

Expressiveness We are interested in establishing results relating the expres-

sive power of spatial logi
s with that of type systems. Sin
e both types and

formulas denote sets of pro
esses (
f. Propositions-as-types), we may start by

investigating embeddings of parti
ular type systems into theories of the more

general logi
s. Su
h embeddings may then be used to derive other (eg. more

pre
ise, informative or abstra
t) logi
al 
hara
terisations of the properties en-

sured by the type systems we started with. On the inverse dire
tion, but along
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the same lines, we intend to isolate logi
al fragments for whi
h the inhabitation

problem is de
idable, and that therefore yield in a natural way type-
he
king

systems and algorithms.

Spa
e in types Building on the study of the interpretation of types as logi


formulae, we intend to design new, more intensional, type operators, whi
h

would be based on the spatial logi
s operators introdu
ed in WP2. This will

permit to introdu
e more dynami
al aspe
ts, a
ting both over time and spa
e,

into the type system. The new type system will allow us to en
ode, by using

types, temporal and spatial dependen
es among prote
tion domains. As an

example of su
h properties, a type 
ould express the fa
t that a mobile 
ompo-

nent that exe
utes over a host 
an perform remote outputs only until it does

not perform lo
al inputs.

Integration of type systems An important obje
tive is the integration of

di�erent type systems and the related proof te
hniques. This will allow us to

obtain type systems in whi
h di�erent se
urity aspe
ts (su
h as prote
tion of


ertain resour
es, a

ess to sites) 
an be spe
i�ed. This will also lead us to

develop methods for modular proofs on large programs, in whi
h proofs follow

the stru
ture given by the type abstra
tions. This work may be initially 
arried

out in �-
al
ulus-like formalisms; it will then be extended to more ambitious

languages, for instan
e some small 
on
urrent obje
t-oriented language.

Approximation te
hniques Finally, a fall-out of the resear
h on de
idability

problems for �-
al
ulus-like formalisms (Tasks 1.2 and 2.2) should 
on
ern the

design of various 
onservative te
hniques based on types to analyse �-
al
ulus

pro
esses. Currently a number of `type systems' have been proposed to establish

properties su
h as absen
e of deadlo
k in �-
al
ulus pro
esses [IgKo01℄. These

systems 
urrently perform a very rough analysis of the dynami
s of the system.

Typi
ally, to type the repli
ation of a pro
ess P try to type P . We expe
t

that a �ne study of the de
idability issues for the �-
al
ulus will shed light and

justify various approximation te
hniques in this area. We also proje
t to apply

our te
hniques to the analysis of sizeable pie
es of 
ode written in experimental

languages su
h as JoCaml or Pi
t.

Task 3.3: pra
ti
ality and s
alability

Type-inferen
e algorithms We will study the pra
ti
ality of our type-based

te
hniques by devising type-inferen
e algorithms that verify whether a given

pro
ess is type-
orre
t. While input from the user will be required (if only

to indi
ate that he wishes to 
onstrain some pro
ess's 
apabilities), as mu
h

information as possible should be synthesized by the algorithm.

Advan
ed programming 
onstru
ts We will then study the s
alability and

robustness of our approa
h by in
rementing the foundational 
al
uli on whi
h
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the type systems have been designed with more advan
ed programming 
on-

stru
ts, so to move towards realisti
 programming languages. We are espe
ially

interested in the extensions to 
on
urrent obje
t-oriented languages.

Task 3.4: Case studies and tool development

Case studies The appli
ability of our type systems will be assessed by a set of


ase studies dealing with examples from the �elds of e-
ommer
e Typi
ally, su
h


ase studies involve mobile 
ommuni
ating applets with limited resour
es and

time 
onstraints. They are thus parti
ularly well-suited to serve as a test-bed

for the type systems for 
ontrol of interferen
es and 
onsumption of resour
es

that we intend to develop. Other 
ase studies will be borrowed from the �eld

of Supported Collaborative Works. We aim 
arrying out the analysis of some

of the 
ase studies with our tools.

Implementations We will study implementations for the type inferen
e and

type 
he
king algorithms. The latter will be done in 
onne
tion with the tools

developed under WP1 and WP2. In general, e�ort will be devoted to exploiting

results from WP3 in order to make the tools in WP1 and WP2 more usable,

for example by in
luding type information in the analysis algorithms. Another

e�ort, in 
onne
tion with Task 3.2, will fo
us on extending the tools to a

om-

modate typed pro
esses.

Workpa
kage 4: Management, Assessment and Dissemina-

tion

Task 4.1: Management

In this task we manage the proje
t as further des
ribed in Se
tion 9.7. It involves

the proje
t 
oordinator, workpa
kage and site leaders and steering 
ommittee.

There are no formal deliverables from this task, but a
tivities will be reported

in yearly progress reports.

Task 4.2: Assessment

Self-assessment and evaluation of progress in the proje
t will be 
ondu
ted on a

yearly basis. The 
riteria will be related to the proje
t goal of making it possible

to automati
ally or with 
onsiderable automati
 support formally analyse the

distributed mobile systems that we target. Sin
e our goals are to bring out

prin
iples and s
ienti�
 foundations for su
h analyses rather than implementing

a fully 
edged industrial tool, measure of progress must be on the potential

impa
t of our work. We therefore separate the 
riteria for self-assessment in

two 
lasses: results and dissemination.

Results are the s
ienti�
 and te
hni
al knowledge gained within Workpa
kages

1-3. The results are reported in the deliverables and shall be evaluated in

relation to the detailed plans for these workpa
kages. Parti
ular attention
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shall be put on what kind of impa
t the results may have for the analysis

of mobile distributed systems. Thus, the 
riteria shall be:

� the de�nition of automata-based models whi
h give meaning to a

number of features of, and operations on, mobile pro
esses

� the development of veri�
ation algorithms and proof te
hniques for

these models

� the de�nition of logi
s 
apable of handling dynami
 and stru
tural

properties of mobile distributed systems

� the development of proof systems to support formal reasoning about

of the logi
s of interest

� the de�nition of new type systems that meet the need of global


omputing 
on
erning se
urity, 
ontrol of interferen
e, 
ontrol of re-

sour
es

� the de�nition of appropriate behavioural and operational theory for

the languages equipped with su
h type systems

� the evaluation of the models, logi
s, and types, in 
ase studies as well

as in tools for me
hani
al manipulation

Dissemination is how well the proje
t has su

eeded in spreading the results

to the rest of the 
ommunity. This 
an be evaluated by 
onsidering the

su

ess of publishing or other dissemination e�orts (see Task 4.3) and by


onsidering the way in whi
h results from the proje
t are re
eived and

have an impa
t.

Self-assessment pro
edure A �rm self-assessment is needed at the Work-

pa
kage level, sin
e results and dissemination to some extent must be related

to rather spe
ialised s
ienti�
 and te
hni
al 
ommunities. Ea
h Workpa
kage

leader is therefore responsible for a yearly written internal assessment of the


orresponding Workpa
kage, a

ording to the 
riteria above. The WP leader

may if he deems it relevant appoint an external reviewer to assist in this task;

however, it is the WP leader who writes the report. The report should be

available well in time for the yearly Steering Committee meetings.

The WP self assessments are dis
ussed at the yearly Steering Committee

meetings and this dis
ussion forms the basis of the yearly proje
t self-assessment,

a yearly formal deliverable written by the 
oordinator. This self-assessment also

forms the basis for the de
ision by the Steering 
ommittee to steer the proje
t

a
tivities.

In the Self-Assessment plan, a deliverable due at month 6, the pro
edure

and 
riteria will be elaborated.

Task 4.3: Dissemination

Publi
ations All parti
ipants will strive to disseminate their results by pub-

lishing in the best journals su
h as IC, MSCS, TCS, JACM, FAC, and 
onfer-
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en
es su
h as ICALP, CONCUR, LICS, ETAPS, CAV, POPL, ACM 
onf. on


ommuni
ation and 
omputer se
urity, on the topi
 of veri�
ation and mobility.

We will publish parts of the Final Proje
t Report in an international journal,

and/or present them at an international 
onferen
e.

A web site will be maintained 
ontaining: all publi
ly available results, avail-

able positions, minutes of dis
ussions at workshops.

Workshops As main proje
t events, we propose 4 Workshops, one every 12

months. At ea
h workshop (but the �rst) a few external speakers will be invited,

to allow us 
omparisons with what is being done outside the proje
t, and for

useful feedba
k. We plan to have 1 external speaker from a
ademy and 3 or 4

external speakers from industry. Further, in ea
h workshop with external ob-

servers at least half a day will be devoted to tutorial presentations of te
hniques

and tools developed in the proje
t, spe
i�
ally aimed at the external observers.

The workshops will be the main o

asion where the progress and the joint

resear
h among the partners will be presented and dis
ussed. They will also

be the o

asion for dis
ussing the overall situation of the proje
t. The �rst

workshop will o

ur at the very beginning of the proje
t life and will be largely

formed by tutorial talks, so that the proje
t parti
ipants get to know ea
h other

better. Summaries of the s
ienti�
 material presented at the workshops will be


olle
ted in informal publi
ations, distributed to the parti
ipants and kept as

proje
t do
uments.

S
hool A s
hool will be organised together with the last workshop. The

s
hool will in
lude basi
 
ourses on pro
ess 
al
uli for mobile pro
esses, proof

te
hniques, logi
s, type systems for them, tools presented by members of the

proje
t or, where useful, by external spe
ialists. The s
hool has the main goal of

attra
ting young students and resear
hers from outside the area of pro
ess mo-

bility, and therefore it will be open to post-graduate students and post-do
toral

resear
hers of both proje
t partners and external institutes.

The deliverables in this task will be yearly summaries of the a
tivities, in-


luding summaries from the workshops and s
hool, the dissemination and use

plan at month 6, and a �nal te
hnology implementation plan.

9.2 Workpa
kage list

WP WP Lead 
on- Person- Start End Deliver-

No title tra
tor No months mo. mo. able No

1 Models 4 165 (117) 1 36 1-3

2 Spe
i�
ations 2 120 (92) 1 36 4-6

3 Types 3 81 (64) 1 36 7-9

4 Management 1 15 (3) 1 36 10-18

Note: the personmonths represent the total e�ort from all partners, in
luding

e�ort not dire
tly paid by the 
ommission. The paid e�ort, whi
h is further
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detailed in the CPF, is given in parenthesis. A breakdown of paid and unpaid

personmonths per workpa
kage and year is given in Table 1.

9.3 Workpa
kage des
riptions
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Whole proje
t:

Y1 Y2 Y3 Sum

UU: 18 (12) 29 (18) 35 (24) 82 (54)

FFCT: 45 (33) 45 (33) 45 (33) 135 (99)

INRIA: 23 (23) 23 (23) 23 (23) 69 (69)

PISA: 30 (12) 35 (18) 30 (24) 95 (54)

Total: 116 (80) 132 (92) 133 (104) 381 (276)

WP1 (Models):

Y1 Y2 Y3 Sum

UU: 16 (12) 15 (10) 15 (10) 46 (32)

FFCT: 14 (11) 14 (11) 14 (11) 42 (33)

INRIA: 6 ( 6) 6 ( 6) 6 ( 6) 18 (18)

PISA: 18 ( 7) 23 (12) 18 (15) 59 (34)

Total: 54 (36) 58 (39) 53 (42) 165 (117)

WP2 (Spe
ifi
ations):

Y1 Y2 Y3 Sum

UU: 0 ( 0) 6 ( 4) 9 ( 7) 15 (11)

FFCT: 24 (18) 24 (18) 24 (18) 72 (54)

INRIA: 6 ( 6) 6 ( 6) 6 ( 6) 18 (18)

PISA: 5 ( 2) 5 ( 3) 5 ( 4) 15 ( 9)

Total: 35 (26) 41 (31) 44 (35) 120 (92)

WP3 (Types):

Y1 Y2 Y3 Sum

UU: 0 ( 0) 6 ( 4) 9 ( 7) 15 (11)

FFCT: 6 ( 4) 6 ( 4) 6 ( 4) 18 (12)

INRIA: 10 (10) 10 (10) 10 (10) 30 (30)

PISA: 6 ( 3) 6 ( 3) 6 ( 5) 18 (11)

Total: 22 (17) 28 (21) 31 (26) 81 (64)

WP4 (Management):

Y1 Y2 Y3 Sum

UU: 2 ( 0) 2 ( 0) 2 ( 0) 6 ( 0)

FFCT: 1 ( 0) 1 ( 0) 1 ( 0) 3 ( 0)

INRIA: 1 ( 1) 1 ( 1) 1 ( 1) 3 ( 3)

PISA: 1 ( 0) 1 ( 0) 1 ( 0) 3 ( 0)

Total: 5 ( 1) 5 ( 1) 5 ( 1) 15 ( 3)

Table 1: Breakdown of person months per year and workpa
kage.
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Workpa
kage Des
ription

Workpa
kage number: 1 Start date or starting event: 1

Parti
ipant number: 1 2 3 4

Person-months per parti
ipant: 46 (32) 42 (33) 18 (18) 59 (34)

Des
ription of work

The workpa
kage 
omprises three tasks:

Task 1.1: Automata with operations and substitutions

We shall develop an automata-like model based on general name substitutions.

The model will in
lude data 
onstru
tors like en
ryption and various forms

of spatial 
omposition. We will pro
eed by isolating and studying interesting

fragments of the model and establishing 
ompleteness and expressivity results

for them.

Task 1.2: Proof te
hniques

We will study whi
h properties are of pra
ti
al interests and whi
h proof te
h-

niques 
an be 
onsequently designed. The proof te
hniques will be both auto-

mati
 (model 
he
king, bisimilarity 
he
king) and semiautomati
 (
oindu
tion

proofs, symboli
 exe
ution).

Task 1.3: Prototype and 
ase studies

The foundational results will drive the design and development of an e�e
tive

semanti
 based-veri�
ation environment whi
h will support spe
i�
ation, design

and and veri�
ation of network appli
ations.

Deliverables

1 { Automata with name fusions and operations; veri�
ation via semanti
s

equivalen
e and proving spatial properties; tool implementation: automata with

permutations.

2 { Automata with substitutions and models for spatial logi
s; symboli
 exe
u-

tion; tool implementation: extended automata.

3 { Veri�
ation with extended automata and 
o-algebrai
 te
hniques; veri�
a-

tion and 
ase studies.

Milestones and expe
ted results

Year 1 (+12) { Produ
tion of deliverable 1.

Year 2 (+24) { Produ
tion of deliverable 2.

Year 3 (+36) { Produ
tion of deliverable 3.

Intera
tions with other WPs

The logi
s of Task 2.1 will be interpreted in the syntax-free models of Task 1.1.

Tools developed in Task 1.3 will be used as a basis for the 
ase studies and tools

of Task 3.4.
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Workpa
kage Des
ription

Workpa
kage number: 2 Start date or starting event: 1

Parti
ipant number: 1 2 3 4

Person-months per parti
ipant: 15 (11) 72 (54) 18 (18) 15 (9)

Obje
tives

To develop a logi
al framework and a supporting tool for the spe
i�
ation and

veri�
ation of 
orre
tness properties addressing both the stru
ture and the be-

haviour of 
on
urrent mobile systems.

Des
ription of work

The workpa
kage 
omprises three tasks:

Task 2.1: Logi
s for systems with spatial and temporal stru
ture

This task will develop new logi
s to support the veri�
ation of both stru
tural

(spatial) and behavioural (temporal) properties of distributed mobile systems.

The logi
s will be interpreted in several di�erent models of mobile 
omputation

like pro
ess 
al
uli and the syntax-free models to be developed in WP1.

Task 2.2: Expressiveness

This task will study the expressiveness of the logi
s. In order to enhan
e the

usability of the logi
al framework and asso
iated tools, higher-level extensions

and 
orresponding spe
ialized proof prin
iples will be developed.

Task 2.3: Tools and 
ase studies

This task will build tools to support a logi
al framework for a version of the

proposed logi
, integrating theorem proving and algorithmi
 te
hniques (mainly

type- and model-
he
king) developed in other tasks. Those tools will be applied

to several 
ase studies.

Deliverables

4 { Base logi
s and proof systems.

5 { Veri�
ation framework: de
idability results, algorithms and extensions.

6 { High-level extensions, 
ase studies and implementations

Milestones and expe
ted result

Year 1 (+12) { Produ
tion of deliverable 4.

Year 2 (+24) { Produ
tion of deliverables 5.

Year 3 (+36) { Produ
tion of deliverables 6.

Intera
tions with other WPs

The logi
s of Task 2.1 will be interpreted in the syntax-free models of Task 1.1.

Veri�
ation framework developed in Tasks 2.2 and 2.3 will integrate model- and

type-
he
king te
hniques developed in Task 3.3 and Task 1.2.
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Workpa
kage Des
ription

Workpa
kage number: 3 Start date or starting event: 1

Parti
ipant number: 1 2 3 4

Person-months per parti
ipant: 15 (11) 18 (12) 30 (30) 18 (11)

Des
ription of work

Task 3.1: Interferen
e and a

ess 
ontrol

In this task we will design novel type systems. The emphasis will be on types

that 
ontrol interferen
es among pro
esses and their a

esses to the system

resour
es. Most notably, we will develop types that: enfor
e se
urity poli
ies

for resour
e allo
ations; support de
lassi�
ation; allow se
ure 
omposition of


omponents.

Task 3.2: Integration

This task will

| integrate di�erent type systems and the related proof te
hniques;

| integrate types into the te
hniques based on automata and logi
s from WP1

and WP2, so to be able to apply su
h te
hniques to typed pro
ess, but also in

order to in
rease eÆ
ien
y of the te
hniques by taking into a

ount some type

information.

| design new, intensional, type systems based on the spatial logi
s of WP2.

A fall-out of this resear
h will be results of 
omparison and of expressiveness of

di�erent te
hniques and 
onstru
ts.

Task 3.3: Pra
ti
ality and s
alability

This task will study how to s
ale up the type te
hniques to pra
ti
al program-

ming languages, and will devi
e algorithms for the automati
 veri�
ation.

Task 3.4: Case studies and tool development

This task will develop implementations for the type te
hniques, and will apply

them to 
ase studies, mainly from e-
ommer
e.

Deliverables

7 { Novel type systems

8 { Integration and algorithms

9 { Advan
ed programming 
onstru
ts and implementations

Milestones and expe
ted result

Year 1 (+12) { Produ
tion of deliverable 7.

Year 2 (+24) { Produ
tion of deliverable 8.

Year 3 (+36) { Produ
tion of deliverable 9.

Intera
tions with other WPs

The work in WP1 and 2 during the �rst half of the proje
t will guide part of

Task 3.2

Task 3.4 uses the tools and implementation developed in WP1 and 2 as a basis.
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Workpa
kage Des
ription

Workpa
kage number: 4 Start date or starting event: 1

Parti
ipant number: 1 2 3 4

Person-months per parti
ipant: 6 (0) 3 (0) 3 (3) 3 (0)

Obje
tives

The main a
tivities in this workpa
kage are: 
oordination and evaluation of the

te
hni
al a
tivities in the proje
t; preparation and distribution of reports; dis-

semination of knowledge a
quired; liaison with external persons (other resear
h

groups, EU 
ommunity, et
.); organisation of proje
t meetings and the proje
t

S
hool.

Des
ription of work

Task 4.1: Management The Proje
t Coordinator is responsible for: administra-

tive and management matters, in
luding the interfa
e with EU, and the writing

of the progress reports.

A Steering Committee (SC), 
haired by Proje
t Coordinator, is the main de
i-

sion body for the proje
t and will meet at least on
e per year. SC monitors the

whole a
tivity of the proje
t, in
luding: progress and weaknesses of ea
h task;

proje
t management; organisation of workshops.

Ea
h workpa
kage has a leader who has the responsibility of reporting on that

workpa
kage, identifying progresses and weaknesses; 
oordinating the a
tivi-

ties and assessment within the workpa
kage; 
oordinating the a
tivities of the

workpa
kage with those of the other workpa
kages.

Task 4.2: Assessment Yearly assessments of ea
h workpa
kage a

ording to

de�ned 
riteria are 
ondu
ted by work pa
kage leaders and are dis
ussed by

the steering 
ommittee. Based on this a proje
t wide assessment is 
ondu
ted

by the proje
t 
oordinator. Su

ess 
riteria relate to s
ienti�
 and te
hni
al

progress towards the goals, and potential impa
t.

Task 4.3: Dissemination An annual workshop will be organised, with parti
-

ipation of some external speaker from a
ademy and industry. A S
hool will

be organised together with the last workshop. A web site will be maintained


ontaining: all publi
ly available results, available positions, minutes of dis
us-

sions at workshops. All parti
ipants will strive to disseminate their results by

publishing in the best journals and 
onferen
es

Deliverables

10 { Dissemination and use plan

11 { Summary of Dissemination a
tivities year 1

12 { Summary of Dissemination a
tivities year 2

13 { Summary of Dissemination a
tivities year 3

14 { Te
hnology Implementation Plan

15 { Self-assessment Year 1

16 { Self-assessment Year 2

17 { Self-assessment Year 3

18 { Self-assessment plan
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Milestones and expe
ted result

Year 1 (+1) { First proje
t workshop.

Year 1 (+6) { Produ
tion of Deliverables 10 and 18.

Year 1 (+12) { Se
ond workshop. Produ
tion of Deliverables 11 and 15

Year 2 (+24) { Third workshop. Produ
tion of Deliverables 12 and 16

Year 3 (+36) { Fourth workshop, S
hool. Produ
tion of Deliverables 13, 14 and

17.

9.4 Deliverables list

See Table 9.4.
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No Deliverable WP Lead Estimated Type Se
urity Month

name no part. manmonths

1 Automata with name fusions and operations; 1 Pisa 48 report Pub 12

veri�
ation via semanti
s equivalen
e;

and proving spatial properties;

tool implementation: automata with permutations.

2 Automata with substitutions and models for spatial logi
s; 1 Pisa 50 report/p Pub 24

symboli
 exe
ution;

tool implementation: extended automata.

3 Veri�
ation with extended automata and 
o-algebrai
 1 Pisa 50 report/d Pub 36

te
hniques; veri�
ation and 
ase studies

4 Base logi
s and proof systems 2 FFCT 30 report Pub 12

5 Veri�
ation framework: 2 FFCT 30 report/p Pub 24

de
idability results, algorithms and extensions

6 High-level extensions, 
ase studies and implementations 2 FFCT 34 report/d Pub 36

7 Novel type systems 3 INRIA 36 report Pub 12

8 Integration and algorithms 3 INRIA 23 report Pub 24

9 Advan
ed programming 
onstru
ts and implementations 3 INRIA 23 report/p Pub 36

10 Dissemination and use plan 4 UU 2 report Pub 6

11 Summary of Dissemination Year 1 4 UU 1 report Pub 12

12 Summary of Dissemination Year 2 4 UU 1 report Pub 24

13 Summary of Dissemination Year 3 4 UU 1 report Pub 36

14 Te
hnology Implementation Plan 4 UU 2 report Pub 36

15 Self-assessment Year 1 4 UU 1 report Pub 12

16 Self-assessment Year 1 4 UU 1 report Pub 24

17 Self-assessment Year 1 4 UU 1 report Pub 36

18 Self-assessment plan 4 UU 1 report Pub 6

Table 2: Deliverable list. \report/p" means report and prototype; \report/d" means report and demonstrator.
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9.5 Proje
t planning and timetable

Year 1 Year 2 Year 3

1.1

1.2, 1.3

2.1

2.2, 2.3

3.1, 3.2

3.3, 3.4

4.1, 4.2, 4.3

Tasks Years Sites Dependen
ies from tasks Deliverables

1.1 1,2 1,2,4 2.1 1,2

1.2 1,2,3 1,2,3,4 1.1, 2.1, 2.2 1,2,3

1.3 1,2,3 1,4 1.1, 1.2, 2.3, 3.4 1,2,3

2.1 1,2 2,3,4 - 4,5

2.2 2,3 1,2,3,4 1.1, 1.2, 1.3, 2.1, 2.3 5,6

2.3 2,3 1,2,4 1.2, 2.1, 2.2, 3.2 5,6

3.1 1,2 3,4 - 7

3.2 1,2 3,4 3.1, WP1, WP2 7,8

3.3 2,3 2,3,4 3.1, 3.2 8,9

3.4 2,3 1,3,4 3.1, 3.2, 3.3, WP1, WP2 9

4.1 1,2,3 1,2,3,4 - -

4.2 1,2,3 1,2,3,4 - 15, 16, 17, 18

4.3 1,2,3 1,2,3,4 - 10,11,12,13,14
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9.6 Graphi
al presentation of proje
t 
omponents

See Figures.
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Gannt 
hart for se
tion 9.5

Month 1 6 12 24 36

WP1 1.1 D1 D2

1.2 D1 D2 D3

1.3 D1 D2 D3

WP2 2.1 D4 D5

2.2 D5 D6

2.3 D5 D6

WP3 3.1 D7 D8

3.2 D7 D8

3.3 D8 D9

3.4 D8 D9

WP4 4.1

4.2

4.3

4.4 D10 D11 D12 D13,14

W1 W2 W3 W4,S

Double verti
al bars signify the start and end of ea
h task. Dn is Deliverable n, Wn is Workshop n, S is S
hool.
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9.7 Proje
t management

Steering Committee. This is the main de
ision body for the proje
t. The

Steering Committee will 
onsist of the leaders of the parti
ipant teams in the

proje
t, namely: Luis Monteiro (FFCT), Davide Sangiorgi (INRIA), Bj�orn Vi
-

tor (UU), Ugo Montanari (PISA), plus the Proje
t Coordinator (Joa
him Par-

row, UU), who will a
t as 
hairman. The Steering Committee is responsible

for monitoring the whole a
tivity of the proje
t. The Steering Committee will

meet at least on
e a year, after ea
h Workshop. These meetings will be the

o

asion for dis
ussing: (1) progress and weaknesses of ea
h task; (2) mobil-

ity of people within the 
onsortium; (3) proje
t management; (4) organisation

of workshops and, possibly, of other events; (5) other issues. Minutes of ea
h

of these dis
ussions will be written and 
ir
ulated in the form of an ele
troni


newsletter.

Progress reports. At the end of ea
h year a progress report will be produ
ed,

whi
h in
ludes: i) te
hni
al a
hievements during the reporting period; ii) major

issues of problems whi
h might delay a
tivities, and 
orre
tive a
tions under-

taken; iii) serious problems that 
annot be solved internally to the proje
t, but

that require attention from the EU servi
es; iv) meetings attended by proje
t

partners; v) plans for the a
tivities of the following year.

Workpa
kage Leaders. The workplan of the proje
t is divided into 3 proper

workpa
kages, as explained in the proje
t workplan. Ea
h workpa
kage has a

leader. These are: Models: Ugo Montanari (PISA); Spe
i�
ations: Luis Mon-

teiro (FFCT); Types: Davide Sangiorgi (INRIA). A Workpa
kage Leader has

the responsibility of: i) reporting on his workpa
kage (this in
ludes writing the

workpa
kage 
ontribution to the progress reports and dissemination summary);

ii) identifying the progresses made and the weaknesses; iii) 
oordinating the

tasks within the workpa
kage; iv) 
oordinating the a
tivities of the workpa
k-

age with those of the other workpa
kages. v) timely produ
tion of workpa
kage

deliverables.

In 
ase weaknesses are found, adjustments will be dis
ussed at the Steering

Committee meetings.

A fourth workpa
kage is devoted to management, assessment and dissemi-

nation; here the proje
t 
oordinator is the leader.

Task leaders will be appointed for ea
h of the tasks in whi
h workpa
kages

are divided. A task leader, appointed by the leader of the 
orresponding work-

pa
kage, is responsible for the timely progress of the 
orresponding task, and

reports to the 
oordinator of the workpa
kage to whi
h the task belongs at least

twi
e per year. Events that 
ould e�e
t the progress of the task will be reported

immediately.

Proje
t Coordinator. The Proje
t Coordinator is Joa
him Parrow (UU).

He is responsible for the administrative and management matters, a
ting as

prin
ipal 
onta
t person with the Commission. He will write the progress re-

ports, using the 
ontributions re
eived from the Workpa
kage Leaders. Both the

Proje
t Coordinator and UU have ample experien
e in resear
h management.

Yearly review. At the yearly reviews, the progress of the proje
t and the
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2.2 2.32.1
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1.3

1.2

3.4

3.3

3.2

3.1

Figure 1: Dependen
ies between tasks
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dissemination of its results will be 
riti
ally reviewed. Depending on the progress

and the results a
hieved, some 
hange in the programme may be proposed.

Site leaders. Ea
h site leader is responsible for the s
ienti�
 and organizational

management of his team. He must ensure that the 
ontributions of his team

to the progress reports are delivered in time to the 
orresponding workpa
kage

leaders. He must organize a Workshop. He is responsible for advising the proje
t


oordinator on progress or weaknesses as they emerge.

Communi
ations among parti
ipants. Good 
ommuni
ations among the

parti
ipating teams will be ensured by: i)the parti
ipation at the Workshops

and S
hool; ii) visits among partners; iii) ex
hange of young resear
hers. Www

pages will be set up that 
ontain information regarding proje
t a
tivity, publi-


ations, available positions, managing information, and minutes of dis
ussions

at workshops. Ele
troni
 mailing lists will the primary medium for both te
hni-


al and administrative ex
hanges: one for ea
h workpa
kage, but also possibly

other ad-ho
 lists for important problems or topi
s that will emerge.

Visits We foresee several long-term (some weeks to a few months) ex
hanges

of resear
hers among parti
ipants espe
ially in the initial phase of the proje
t,

to foster 
ooperation among sites. Due to the 
ost of these ex
hanges and

of frequent traveling of senior parti
ipants to 
arry on the advan
ed resear
h

ne
essary to the su

ess of the proje
t, suÆ
ient resour
es are needed for travel

and subsisten
e, and have been exposed in form A4.

Con
i
t resolution

Lo
al 
on
i
ts A 
on
i
t that is wholly internal to one of the sites shall be

resolved by the respe
tive site leader.

Managerial 
on
i
ts A 
on
i
t where the issue is managerial or relates to


onta
ts between the proje
t and the 
ommission, and has no s
ienti�
 
ontent,

shall be resolved by the proje
t 
oordinator. If the 
oordinator or any party

in the 
on
i
t deems it ne
essary, the 
oordinator shall �rst 
onfer with the

proje
t oÆ
er in Brussels.

Global 
on
i
ts A 
on
i
t whose nature is s
ienti�
 and has impa
t on the

dire
tion of the work in the proje
t that is not lo
al to one site shall be resolved

as follows. The proje
t 
oordinator is responsible for 
arrying out the pro
edure

des
ribed below. First, the 
oordinator 
olle
ts information on the 
on
i
ting

views and presents them impartially to the steering 
ommittee. The 
oordinator

must make sure that all members of the 
ommittee are informed and have

understood the situation. The 
oordinator then initiates a dis
ussion in the SC

with the goal of obtaining a 
onsensus. If a 
onsensus 
annot be obtained the

matter is put to a vote, where ea
h site 
arries one vote. The vote should only


onsider two alternatives, and the alternatives are formulated by the 
oordinator

on the basis of the dis
ussion. A de
ision is taken through a simple majority of

the votes. In 
ase of a tie the 
oordinator de
ides.

If the nature of the 
on
i
t is su
h that it 
an wait until the next yearly

workshop then it is taken up at the steering 
ommittee meeting at that work-

shop. If it 
annot wait then the pro
edure above may be 
arried out through

email. If the 
oordinator or any two steering 
ommittee members wish, an extra

steering 
ommittee meeting may be 
alled.
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If the 
ategory (lo
al/managerial/global) of a 
on
i
t is ambiguous or ques-

tioned the it shall be resolved by the pro
edure for a global 
on
i
t.

10 Clustering

PROFUNDIS is parti
ular interested in 
lustering (for s
ienti�
 information

ex
hange and 
ollaboration and possibly also dissemination a
tivities) with the

following proje
ts, where types play a key role: DARTS, MIKADO, MRG,

MYTHS.

Clustering might also be possible with with PEPITO and, although less


learly at present, with AGILE and DEGAS.

11 Other 
ontra
tual 
onditions

Travel outside EU Some of the major 
onferen
es in our area are sometimes

lo
ated outside EU, notably in the USA and Japan. We shall attend these


onferen
es as warranted by the need to disseminate and dis
uss our results and

to appre
iate re
ent advan
es in the global s
ienti�
 
ommunity.

Invited Speakers For our workshops and for the 
on
luding s
hool we aim

at inviting speakers of high international standing, in order order to learn from

their expertise but also in order to inform them of our progress. The 
ost for

this is reported under \other 
ost".

External 
ollaborators The following 3 persons will e�e
tively work on the

proje
t, as external 
ollaborator of the INRIA site; the proje
t will pay some

money for their travels and subsistan
e: Davide Sangiorgi (at present at INRIA,

but will move to Univerisity of Bologna in September 2002), Roberto Amadio

(who is at Universit�e de Proven
e), Daniel Hirs
hko� (who is at E
ole Normale

Superieure de Lyon.) Note however that Davide Sangiorgi will be employed by

INRIA for part of the year 2002. Similarly, Mads Dam at the Royal Institute

of Te
hnology, Sto
kholm, will be an external 
ollaborator to UU.

Audit 
erti�
ates Audit 
erti�
ates will be supplied as ne
essary; their 
ost

is listed under \other 
osts".

Appendix A:Consortium des
ription

The 
onsortium is extremely well quali�ed to meet the obje
tives of the proje
t.

In fa
t all parti
ipants have a long and well-do
umented expertise in models

and reasoning te
hniques for mobility. Also the partners 
omplement ea
h other

very well: automated tools (UU), 
onstraint logi
s, modal logi
s for spa
e and

time (FFCT), 
oalgebrai
 and automata-based te
hniques su
h as HD-automata

(PISA), and types (INRIA).
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Conta
ts among sites have already happened: UU and INRIA on algebrai


theory of mobility [13℄ and on modal logi
s for mobility [21℄; PISA and INRIA

on 
oindu
tive proof te
hniques and HD automata [60, 44, 43℄ and on types

for 
ontrolling interferen
es [54℄; INRIA has studied Ambient logi
s [35℄, very

similar to those introdu
ed by the FFCT group [18, 17℄. UU and INRIA parti
-

ipated to the EU proje
ts CONCUR I and II; all partners parti
ipated to either

CONFER or COORDINA Esprit working groups.

UU will 
ontribute mainly to algorithms, prototype tools, and appli
ations.

UU will implement in WP1 some fully automated analysis algorithms: here UU

through 
lose 
ollaboration with the Royal Institute of Te
hnology and SICS

has 
onsiderable experien
e. UU also has experien
e in the pi-
al
ulus and

asso
iated modal logi
s, and (with SICS) has worked on appli
ations related to

se
urity and authenti
ation. Signi�
ant 
ontributions will be relevant for WP2

and WP3 in tasks relating to veri�
ation methods and 
ase studies.

FFCT will 
ontribute mainly to a logi
al framework for the spe
i�
ation

and veri�
ation of stru
tural and behavioural properties of mobile distributed

systems. This is the main topi
 of WP2, whi
h FFCT 
oordinates, where also a

tool for automati
 and semiautomati
 veri�
ation of 
orre
tness properties will

be built. FFCT will 
ollaborate in WP1 on models for the logi
 and on model-


he
king te
hniques to be integrated with the tool. In WP3, results relating the

expressiveness of the logi
 with that of type systems for aspe
ts like interferen
e

and a

ess rights will be established.

INRIA's main 
ontributions will be on WP 3 (whi
h INRIA 
oordinates):

types for a

ess rights, interferen
es, information 
ow. INRIA has also 
om-

peten
es in algorithms for automated analysis of 
ryptographi
 proto
ols and

modal logi
s of spa
e and time, formalisation of 
al
uli of mobile pro
esses into

theorem provers. INRIA intends to develop and strengthen these 
ompeten
es,

and will 
ontribute also to WP 1 and WP 2. Some members of the INRIA team

are presently working on veri�
ation of se
urity for JavaCard in 
ollaboration

with industries. This a
tivity will provide useful 
ase studies to the proje
t.

PISA 
oordinates WP1. HD automata [59℄ have been already used for

verifying �-
al
ulus 
ase studies [51℄ within the JACK tool developed by Stefania

Gnesi (who will 
ollaborate with the proje
t). PISA will 
ontribute also to WP2

and WP3 with its experien
e about network-aware models [46℄, typed mobile

pro
esses [42℄ and symboli
 analysis of 
ryptographi
 proto
ols [39℄. Mar
o

Pistore of IRST will 
ollaborate with PISA and IRST will parti
ipate to the

proje
t workshops.

Uppsala University - UU

Uppsala University 
omprises three Dis
iplinary Domains: Arts and So
ial S
i-

en
es, Medi
ine and Pharma
y, and S
ien
e and Te
hnology. Edu
ation and

resear
h is 
ondu
ted in eight Fa
ulties. There are more than 40 programs

of study, over 1,200 independent 
ourses, 37,000 students, and 2,500 graduate
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students. Over 300 do
torates yearly. The University has some 5,500 employ-

ees, in
luding about 3,000 tea
hers/resear
hers. Turnover: bSEK 3.3 in 1999.

Resear
h and graduate edu
ation turn over about bSEK 2. It is the oldest

university in the Nordi
 
ountries;founded in 1477.

The Fa
ulty of S
ien
e and Te
hnology at Uppsala University, whi
h also

in
ludes the Uppsala Institute of Te
hnology, is the largest of the University's

fa
ulties in terms of turnover. The Uppsala Institute of Te
hnology, UTH, with

its some 2,000 students, is a major edu
ational for
e in engineering. Continued

needs in so
iety for IT 
ompeten
e, lifelong learning, and internationalization

are some of the tenden
ies addressed in the strategi
 plan the Fa
ulty has made

its own. The Fa
ulty hosts large-s
ale strategi
 resear
h programs and 
ontinues

to be su

essful in attra
ting new external funding.

The department of Information Te
hnology is one of the largest in Swe-

den and hosts several resear
h groups. Profundis will be 
ondu
ted mainly at

the subdepartment of 
omputer systems, where resear
h is fo
ussed around al-

gorithms and their properties, programming languages, how to 
reate eÆ
ient,

fast and 
orre
t ma
hine 
ode, ma
hine learning, distributed systems, automati


ele
troni
 negotiations and resour
e allo
ation. We host two national 
enters

(ASTEC and ARTES) aimed at fa
ilitating 
ollaboration between a
ademia and

industry.

We shall 
ollaborate with groups at Kungliga Tekniska H�ogskolan, KTH, and

the Swedish Institute of Computer S
ien
e, SICS. Common for the groups at

UU, KTH and SICS are an emphasis on algebrai
 formulations. For the paral-

lel, mostly deterministi
 appli
ations, this means fun
tional programming with

lambda 
al
uli and similar formalisms as a theoreti
al basis. For distributed

systems this means pro
ess algebras like CCS and the �-
al
ulus. The resear
h

is both theoreti
al, ranging from fundamental issues of semanti
s and models to

theory supporting methods for eÆ
ient implementation, and experimental, with


ompilers, and systems for automated veri�
ation. The groups have parti
ipated

in several EU-proje
ts, notably CONCUR I, CONCUR II, REACT, LOMAPS,

CONFER, Veri�Card, and the network EXPRESS and working group CONFER

II, and 
ollaborated with the INRIA/Sophia and Pisa resear
h groups several

times.

Parosh Abdulla, professor in Computer Systems at Uppsala University, ob-

tained a BS
 in ele
tri
al engineering from the university of Sulaimaniyah, Iraq,

in 1982. He obtained a PhD in Computer S
ien
e from Uppsala University in

1990. In 1997 he re
eived the degree of "Do
ent" in 
omputer s
ien
e. Sin
e

2000, he is working as a professor at the department of 
omputer systems in

Uppsala. He has also been working on a part-time basis at Prover Te
hnology

AB in Sto
kholm. His main resear
h interests in
lude algorithmi
 veri�
ation

of in�nite-state systems, parametrized systems, and real-time systems.

Bengt Jonsson, Professor in Computer Systems, Uppsala University. Ph.D.

1987 at Uppsala University, resear
her at SICS 1988-1992, professor in Com-

puter Systems, Uppsala University, sin
e 1992. He is member of the s
ien
e

and te
hnology bran
h of the Swedish Resear
h Coun
il and the dire
tor of the
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national 
enter for advan
ed software Te
hnology (ASTEC). His main resear
h

interests are in the areas of formal methods , espe
ially in 
onne
tion with real-

time and distributed systems, semanti
s of 
on
urrent systems, and veri�
ation

of 
on
urrent systems.

Joa
him Parrow(proje
t 
o-ordinator) Professor in Computer Systems 1992,

UU. Ph.D. 1986 at Uppsala University, Resear
her and group leader at SICS

1986-1994 with several visits to Edinburgh 1986-1989, Professor at KTH 1994-

2001, head of department 1997-2000. Joa
him Parrow pioneered the devel-

opment of the Con
urren
y Workben
h (with Ran
e Cleaveland and Bernard

Ste�en) and of the �-
al
ulus (with Robin Milner and David Walker), and his

re
ent resear
h a
tivities are on developments and extensions of the �-
al
ulus,

with strong interests also on tools and appli
ations.

Bj�orn Vi
tor (site leader) Senior le
turer at Uppsala University sin
e 1999.

Ph.D. 1998 at Uppsala University, resear
her at SICS 1992-1995. Bj�orn Vi
tor

is the prin
ipal author of the Mobility Workben
h (MWB), the �rst automated

tool for veri�
ation of pi-
al
ulus. Resear
h interests in
lude expressiveness,

veri�
ation and analysis of 
al
uli for mobility and se
urity.

Mads Dam (external 
ollaborator) Reader (do
ent) in Computer Systems,

KTH. Ph.D. 1990 at University if Edinburgh, resear
her, sin
e 1994 leader of

the Formal Design Te
hniques Lab at SICS. Le
turer, KTH, sin
e 1990, and

sin
e 1991 leader of the Parallel and Distributed Systems Lab at KTH. Dam's

resear
h fo
uses on program veri�
ation and, more re
ently, 
omputer se
urity,

in
luding a

ess management, priva
y, and proof-
arrying 
ode. Dam's main


ontributions are in the areas of 
ompositional veri�
ation te
hniques, temporal

logi
s, and 
ode validation. Dam 
urrently holds grants in the areas of pro-

gram 
ode veri�
ation for the Erlang programming language and the JavaCard

platform, se
ure mobile 
ode, and se
ure authorization. Sele
ted referen
es:

[3, 4, 5, 6, 7, 8, 16℄.

Universidade Nova de Lisboa - FCT/UNL (FFCT )

FFCT (Funda�
ao da Fa
uldade de Ciên
ias e Te
nologia) is a foundation of

the Fa
uldade de Ciên
ias e Te
nologia of the Universidade Nova de Lisboa

(FCT/UNL). The New University of Lisbon (UNL), 
reated in 1973, is the

youngest of the three state universities in Lisbon. It has over 10,000 students,

distributed by several Fa
ulties and Institutes, whi
h are lo
ated in several

pla
es in and around Lisbon. The Fa
ulty of S
ien
es and Te
hnology (FCT)

is a few miles away from Lisbon, on the South side of the Tagus river. It

has over 5,000 undergraduate students, about 350 postgraduate students and

a sta� of some 700 people. The Computer S
ien
e Department was the �rst

of its kind in Portugal and is one of its leading 
entres of resear
h and tea
h-

ing in Computer S
ien
e and Engineering (CSE). It employs around 60 people,

hosts an undergraduate 
urri
ulum in CSE (the �rst in Portugal, sin
e 1975)

and o�ers two Master's 
ourses, one in CSE and the other in Arti�
ial Intelli-

gen
e. The resear
h is organized in two 
entres, the Centre for Informati
s and
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Information Te
hnologies (CITI) and the Arti�
ial Intelligen
e Centre. The

FFCT parti
ipates in the proje
t through the group on Programming Lan-

guages and Models (PLM) from CITI. The other resear
h streams of CITI are

Software Engineering, Parallel and Distributed Pro
essing Systems, Large S
ale

Distributed Computing Systems, Computer Graphi
s, Media Pro
essing, Visu-

alization and Intera
tion, and Geographi
 Information Systems. The group on

PLM has worked in the last de
ade on logi
 programming, 
oordination lan-

guages, metri
-like semanti
s for 
on
urren
y, and logi
s for the spe
i�
ation

and veri�
ation of mobile systems. The resear
h was 
ondu
ted in several na-

tional and EU proje
ts, namely ALPES, INTEGRATION, COMPULOG and

COORDINA, and in the working groups COORDINATION and COTIC.

Luis Monteiro Professor of Computer S
ien
e, FFCT. Ph.D. 1983 at New

University of Lisbon. Member of the Centre for Informati
s and Information

Te
hnologies, New University of Lisbon. Prior resear
h: logi
 programming,


on
urren
y, metri
 semanti
s. Current resear
h interests: theory and appli
a-

tions of 
oalgebras, theory of mobile systems.

Luis Caires, Assistant Professor of Computer S
ien
e, FFCT. Ph.D. 1999 at

New University of Lisbon. Member of the Centre for Informati
s and Informa-

tion Te
hnologies, New University of Lisbon. Main resear
h interests: theory of

programming languages, spe
i�
ation and veri�
ation of 
on
urrent and mobile

systems.

Antonio Ravara, PhD in Mathemati
s by the Te
hni
al University of Lis-

bon, 2000. MS
 in Applied Mathemati
s by the Te
hni
al University of Lisbon,

1996. BS
 in Applied Mathemati
s by the University of Lisbon, 1991. Assis-

tant Professor in the Se
tion of Computer S
ien
e, Mathemati
s Department,

Instituto Superior Te
ni
o, Te
hni
al University of Lisbon. Resear
h on theory

of 
on
urrent 
omputation, in parti
ular on mobile 
al
uli.

Sele
ted publi
ations: [17, 18, 19, 20℄.

INRIA Sophia Antipolis - INRIA (INRIA )

INRIA (Institut National de Re
her
he en Informatique et en Automatique) is

dedi
ated to basi
 and applied resear
h in information te
hnology. It is a leading

resear
h institute in Computer S
ien
e in Fran
e.

Set up in 1967 at Ro
quen
ourt near Paris, INRIA is the Fren
h National

Institute for Resear
h in Computer S
ien
e and Control. It is a s
ienti�
 and

te
hnologi
al institute operating under the dual authority of the Ministry of

Resear
h and the Ministry of Industry.

The main missions of INRIA are: to undertake basi
 and applied resear
h;

to 
reate experimental systems; to organize international s
ienti�
 ex
hange; to

ensure the transfer and dissemination of knowledge and expertise; to 
ontribute

to the e�e
tive implementation of resear
h �ndings; to 
ontribute to 
ooperative

development programmes, espe
ially through training; to 
arry out s
ienti�


evaluations; to 
ontribute to standardization.
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INRIA has maintained for many years a solid reputation in basi
 and ap-

plied resear
h in the �elds of 
omputer s
ien
e and 
ontrol. Along with its

international experien
e, INRIA has made itself available to industry in order

to realize the best solutions possible and bring them to market fast. Therefore,

INRIA is 
losely involved in the transfer of te
hnology, either through partner-

ship with industrial 
ompanies, or through its high-te
h 
ompanies. One of its

most noti
eable a
hievements has been to support development and marketing

a
tivities for produ
ts from those high-te
h 
ompanies.

INRIA parti
ipates in the proje
t with people from 2 resear
h groups: Mi-

mosa and Lemme. The Mimosa group, to whi
h Roberto Amadio and Davide

Sangiorgi belong, has worked on models and 
al
uli for mobility for the past 10

years, espe
ially on types and 
o-indu
tive te
hniques. The group has parti
i-

pated in several proje
ts, both at national and international level; these in
lude

the ESPRIT BRA proje
ts CONCUR I and CONCUR II, CONFER, the HCM

network EXPRESS, the working group CONFER II. In the past 2 years the

group has moved its interests more spe
i�
ally towards (mobile) distributed

systems, in parti
ular logi
s, types, and se
urity proto
ols. The group presently

parti
ipates in (and 
oordinates) the Fren
h \A
tion Con
ertee in
itative" Ver-

nam, on automati
 veri�
ation of 
ryptographi
 proto
ols.

The Lemme group, to whi
h Gilles Barthe belongs and of whi
h Daniel

Hirs
hko� is an external 
ollaborator, has a strong experien
e on type sys-

tems, program analysis and program transformation, proof assistants (theorem

provers). In the past few years the group is working on appli
ations of types

and theorem provers to se
urity, in 
ollaborations with industry (Gemplus and

Trusted Logi
; the latter is a start-up of INRIA). The group presently parti
i-

pates in (and 
oordinate) the Fren
h \A
tion de Re
her
he Coop�erative" S-Java,

on the theme of environments for verifying the se
urity of Java platforms and

Java programs, and in the European proje
t Veri�Card, whose goal is to estab-

lish the 
orre
tness of the JavaCard platform and to develop tools for proving

se
urity properties of JavaCard appli
ations.

The work the 3 above-mentioned proje
ts (Vernam, S-Java,Veri�Card) is

relevant for PROFUNDIS. The parti
ipation of people from these 3 proje
ts is

important; for instan
e, it will help monitoring the advan
es of other resear
h

groups. In 
omparison with the European proje
t Veri�Card, PROFUNDIS

more spe
i�
ally targets te
hniques for automated veri�
ation, and is not ne
-

essarily aiming at JavaCard-based appli
ations.

Davide Sangiorgi Resear
her. Ph.D. 1992 at Edinburgh; Resear
h fellow at

Edinburgh 1993-1994; at INRIA Sophia sin
e beginning 1995. His resear
h a
-

tivity has tou
hed several topi
s related to the mobile pro
esses, in parti
ular

�-
al
ulus, in
luding: type systems; proof te
hniques; the 
omparison with the

lambda-
al
ulus; models; 
o-indu
tive te
hniques; algebrai
 theory; expressive-

ness.

Roberto AmadioProfessor of Computer S
ien
e at the \Universit�e de Proven
e",

in Marseille (Fran
e). PhD 1991 University of Pisa; Resear
h Fellow of CNRS

in Nan
y and Ni
e between 1991 and 1996. Member INRIA proje
t MIMOSA.
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Resear
h interests: Lambda-
al
ulus, Domain Theory, Type Theory, Modelling

and Veri�
ation of Distributed Systems, Automated Dedu
tion.

Gilles Barthe Resear
her at INRIA Sophia-Antipolis sin
e O
tober 1999. Ph.

D. in 1993 at the University of Man
hester. Previous aÆliations: University of

Nijmegen (NL) 1993-1995, CWI, Amsterdam (NL) 1995-1997, Chalmers Univer-

sity (S) 1997-1998, Minho University (1998-1999). His 
urrent resear
h interests

in
lude lambda 
al
ulus, type systems, formal veri�
ation te
hniques for smart-


ards and se
urity.

Ilaria Castellani Resear
her at INRIA Sophia-Antipolis sin
e 1987. She ob-

tained a Master degree from Pisa University in 1981 and a PhD from Edin-

burgh University in 1988. Her resear
h interests in
lude: 
on
urren
y theory,

non-interleaving semanti
s for pro
ess 
al
uli, pro
ess 
al
uli with lo
alities,

asyn
hronous 
al
uli for mobile pro
esses, se
ure information 
ow.

Daniel Hirs
hko� Le
turer. Ph.D. 1999 at

�

E
ole Nationale des Ponts et

Chauss�ees (Paris); Le
turer at

�

E
ole Normale Sup�erieure de Lyon sin
e Septem-

ber 1999. Resear
h interests: theorem prover formalizations of mobile pro
esses,

automated dedu
tion, veri�
ation of mobile pro
esses.

Other parti
ipants Charles Meyssonnier, Etienne Lozes, Vin
ent Vana
k�ere.

Sele
ted publi
ations: [22, 25, 26, 27, 28, 13, 30, 37℄.

Dipartimento di Informati
a, Universit�a di Pisa - PISA

(PISA )

The Dipartimento di Informati
a of Pisa o�ers two levels of undergraduate 
ur-

ri
ula: a three years program (\Diploma Universitario in Informati
a"), and a

�ve years one (\Laurea in Informati
a"). It also o�ers a post-graduate s
hool

in Computer S
ien
e (\Dottorato").

The Department has at present about 80 members (40 professors, 20 assis-

tant professors and 20 administrative and te
hni
al sta� members). About 35

post-graduate students are enrolled in the PhD 
ourses.

The main areas of 
urrent resear
h in the Department are: Algorithms and

Data Stru
tures, Computer ar
hite
ture, Arti�
ial Intelligen
e and Roboti
s,

Databases and Information Retrieval, Computational Mathemati
s, Program-

ming Languages, Software Methodology and Engineering. The Department was

evaluated in 1999 by an international team of reviewers. The evaluation exer
ise

and its results are des
ribed at the address http://www.di.unipi.it/Evaluation.

The Department has a large resear
h produ
tion and is involved either as part-

ner or as 
oordinator in many national and international proje
ts. The Depart-

ment also 
arries out resear
h programs in 
ooperation with several 
omputer


ompanies on medium and long term resear
h themes (see the Annual Resear
h

Report at http://www.di.unipi.it/arr99/).

The Resear
h Group on Models & Languages for Open Distributed Systems,

Dipartimento di Informati
a, University of Pisa, has a strong ba
kground in the

areas of mobility and 
oordination.
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In parti
ular the Group worked on the �-
al
ulus: a 
on
urrent and dis-

tributed version of it was developed using graph rewriting te
hniques [58℄; its

operational de�nition was expressed in a restri
ted format, whi
h automati-


ally yields a redu
tion semanti
s [52℄; and �nite state veri�
ation was made

possible for its �nitary version [55℄. In this line, we parti
ipated in ESPRIT

proje
t CONFER, and working group CONFER2, both dedi
ated to fun
tional

languages and 
al
uli for 
on
urren
y and mobility.

The step from the �-
al
ulus towards programming languages for mobility

and 
oordination was taken re
ently with the de�nition [46℄ and initial imple-

mentation [38℄ of the language KLAIM (in 
ollaboration with the university of

Floren
e). Spe
ial attention was given to types for se
urity and a

ess 
ontrol

[49, 47, 48℄. We parti
ipated in the ESPRIT working group COORDINA, whi
h

hosts most of the European 
ommunity on the subje
t. Currently, the group

parti
ipates (together with a
ademi
 groups of Bologna, Floren
e and Milan)

in the proje
t "Network aware programming and Interoperability funded by

Mi
rosoft Resear
h, Cambridge, UK.

History Dependent Automata (HD-automata) have been introdu
ed in [56,

59℄, whi
h are able to allo
ate and garbage 
olle
t names. An extended format

able to represent HD-automata has been de�ned within the veri�
ation envi-

ronment JACK developed in Pisa at IEI-CNR by Stefania Gnesi, and a tool

able to translate from the �-
al
ulus to HD-automata has been implemented

[51℄. Behavioural properties related to dynami
 network 
onne
tivity, lo
ality

of resour
es and pro
esses and 
ausality among events 
an be translated to �nite

HD-automata and formally veri�ed. A 
oalgebrai
 foundation of HD-automata

has been introdu
ed in [57℄.

Mi
hele Boreale re
eived a Laurea degree in S
ienze dell'Informazione in

1991 from the University of Pisa, and Ph.D. degree in Computer S
ien
e in 1995

from the University "La Sapienza", Rome. He has been resear
h asso
iate at

the Dipartimento di S
ienze dell'Informazione of University "La Sapienza" from

February 1996 to July 1999, when he moved to the Dipartimento di Sistemi

e Informati
a of the University of Floren
e. Boreale is interested in formal

methods for spe
ifying and verifying 
on
urrent and rea
tive systems. His work

aims at investigating expressive power and tra
table proof methods for diverse

notions of pro
ess 
al
uli and behavioral equivalen
es. Emphasis is on those

aspe
ts that are 
riti
al to distributed systems, su
h as asyn
hrony, mobility

and 
ryptography in 
ommuni
ations.

Gianluigi Ferrari is asso
iate professor of Computer S
ien
e at Pisa Uni-

versity. His resear
h interests generally fall in the area of semanti
 theories for


on
urrent-distributed programming and spe
i�
ation languages. He is also in-

terested in the design and development of programming languages for highly dis-

tributed networks and semanti
-based veri�
ation environments. He has taken

part to many EU and Italian MURST and CNR resear
h proje
ts, or by indus-

tries proje
ts as "Network aware programming and Interoperability" funded by

Mi
rosoft Resear
h, Cambridge, UK.

Stefania Gnesi graduated in 
omputer s
ien
e at the University of Pisa
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in 1978. She is a resear
her at IEI-CNR sin
e 1984. She was a le
turer of

Software Engineering at the University of Siena from 1994 to 2000. Currently

she is le
turer of Software Engineering at the University of Floren
e. She was

responsible for the development of the formal spe
i�
ation and veri�
ation envi-

ronment JACK and served as 
oordinator for several CNR proje
ts on Methods

and Tools for Analysis, Veri�
ation and Validation of Safety-Criti
al and Mobile

Systems. Gnesi's 
urrent resear
h interests in
lude methods and tools for the

formal spe
i�
ation and veri�
ation of 
on
urrent, distributed and mobile sys-

tems, and appli
ations of model 
he
king to safety-
riti
al and mobile systems

and to se
urity proto
ols.

Ugo Montanari is full professor of 
omputer s
ien
e in Pisa sin
e 1976.

His interests in
lude Semanti
s of Con
urren
y, Pro
ess Des
ription and Obje
t

Oriented Languages, Constraint Programming, Graph Rewriting Systems, Co-

ordination Models, Software Ar
hite
tures, Algebrai
 and Categori
al Models

of Con
urren
y. Pioneering work in: pi
ture re
ognition, graphi
s, graph gram-

mars, heuristi
ally guided sear
h, networks of 
onstraints, algebrai
 data types,

logi
 uni�
ation and true 
on
urren
y. Presently site 
oordinator for Esprit

Working Group APPLIGRAPH and re
ently for TMR Network GETGRATS

and Esprit Working Groups CONFER II and COORDINA.

Mar
o Pistore graduated and got the PhD degree in 1998 [59℄ in 
omputer

s
ien
e from the University of Pisa. Mar
o Pistore is a resear
her at ITC-

IRST sin
e 1999. His 
urrent resear
h interests are: formal methods and model


he
king; the appli
ation of model 
he
king te
hniques to the veri�
ation of

distributed multi-agent systems; and the integration of formal methods into

the requirements engineering pro
ess. Mar
o Pistore is also involved in several

industrial te
hnology transfer proje
ts aiming at the formal spe
i�
ation and

veri�
ation of safety 
riti
al systems (e.g. railways systems, embedded systems).

Due to the number of senior resear
her involved in the proje
t, and to the

need of frequent traveling to 
arry on the advan
ed resear
h ne
essary to the

su

ess of the proje
t, suÆ
ient resour
es are needed for travel and subsisten
e,

and have been exposed in form A4.

Re
ent sele
ted publi
ations: [46, 51, 47, 49, 45, 53, 50, 40, 39, 41℄.
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