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Abstract

One of the major problems to scale up model checking techniques to
the size of industrial systems is the large memory consumption. This report
address the problem in the context of verifiers for timed systems and present
a number of techniques that reduce the amount memory used for state space
exploration in such a tool. The methods are evaluated and compared by real-
life examples and their strengths and weaknesses are described. In particular
we adress the memory consumption problem on two fronts, first by reducing
the size of each symbolic state by means of compression and second by
reducing the size of the stored state space by early inclusion checking and
probabilistic methods.

1 Introduction

During the last ten years timed automata [AD90, AD94] has evolved as a common
model to describe timed systems. This process has gone hand in hand with the de-
velopment of verification tools for timed automata. The two best known of these
tools areUPPAAL [LPY97, ABB+01] andKRONOS [DOTY95, Yov97]. One of
the major problems in applying these tools to industrial-size systems is the large
memory consumption (e.g. [BGK+96]) when exploring the state space of a net-
work of timed automata. The reason is that the exploration does not only suffer
from the large number of states that needs to be explored, but also from the large
size of each state.

In the literature a number of approaches studying these problems have been de-
veloped, for both timed and untimed systems: Some methods do not only aim at
the memory consumption but also reduce the reachable state space of a system,
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such as partial order reduction methods [God90, Val90, Pel93] and symmetry re-
ductions [HJJJ84, ID93]. Other methods aim at reducing the number of states
stored in the passed list. In the global reduction technique from [LLPY97] all
states that are not possible loop entry points are never entered in the passed list. A
related method is the sweep-line technique described in [CKM01]. Here a notion
of progress is used to throw away parts of the passed list that can never be revis-
ited. The work presented in [SD98] describe how the passed list can be pushed
down in the memory hierarchy, from main memory to disk, with a very small
penalty in terms of increased runtime. On the border between reducing the size
of the state space and reducing the size of each state we find the work presented
in [DY96]. In this work, methods similar to live-range analysis in compilers are
used to reduce the number of clocks in timed automata. Another method that fits
into this group is the CDD technique described in [BLP+99]. Here a BDD-like
structure, that can represent unions of zones efficiently, is used to store the timing
information for each state.

In probabilistic methods, such as the supertrace method [Hol91] and the hash
compaction method [WL93, SD95], the demand for exact verification is relaxed
in order to save space. In these methods there is a probability that a part of the
state space will never be visited during verification.

In this report we address both the problem of large state spaces and the problem
of large states.

The problem with large symbolic states is addressed by means of compaction.
We present two different methods that can be used for packing states. First, we
code the entire state as one large number using a multiply-and-add algorithm.
This method yields a representation that is canonical and minimal in terms of
memory usage but the performance for inclusion checking between states is poor.
The second method is mainly intended to use for the timing part of the state and
it is based on concatenation of bit strings. Using a special concatenation of the bit
string representation of the constraints in a zone, ideas from [PS80] can be used
to implement fast inclusion checking between packed zones.

We attack the problem with large state spaces in two different ways. First, to
get rid of states that do not need to be explored, as early as possible, we intro-
duce inclusion checking already in the data structure keeping the states waiting
to be explored. We also describe how this can be implemented without slowing
down the verification process. Second, we investigate how supertrace [Hol91] and
hash compaction [WL93, SD95] methods can be applied to timed systems. We
also present a variant of the hash compaction method, that allows termination of
branches in the search tree based on probable inclusion checking between states.
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The rest of report is organised as follows: In section 2 we introduce timed au-
tomata as a model for timed systems and give a brief introduction on how to check
properties for systems modelled as timed automata.

In section 3 we present three ways to represent the key objects used in checking
timed automata, namely the symbolic states. We also give a comparison between
them.

Section 4 addresses issues on the state space of a model. We describe how the wait
and past lists are handled inUPPAAL. We also describe an approximation method
of the past list that can be used when the complete state space of a model is too
big to be stored in memory.

Finally, section 5 wraps up the report by summarising the most important results
and suggests some directions for future work.

A description of the platform and examples used to evaluate the presented tech-
niques is given in Appendix A.

2 Timed Automata and Reachability Analysis

In this section we briefly review the notation. A more extensive description can be
found ine.g. [AD94, Pet99]. For clarity, we start by describing a version of timed
automata which is somewhat simplified compared to the model used inUPPAAL

and then extend it to the fullUPPAAL model in a less formal manner.

2.1 Timed Automata Model

Let Σ be a finite set of labels, ranged over bya, b etc. A timed automaton is a
finite state automaton over alphabetΣ extended with a set of real valued clocks,
to model time dependent behaviour. LetC denote a set of clocks, ranged over by
x, y, z. LetB(C) denote the set of conjunctions of atomic constraints of the form
x ∼ n or x − y ∼ n for x, y ∈ C,∼∈ {≤, <, =, >,≥} andn ∈ N. We useg and
laterD to range over this set.

Definition 1 (Timed Automaton) A timed automatonA is a tuple〈N, l0,→, I〉
whereN is a set of control nodes,l0 ∈ N is the initial node,→∈ N×B(C)×Σ×
2C ×N is the set of edges andI : N −→ B(C) assign invariants to locations. As
a simplification we will usel

g,a,r−−→ l′ to denote〈l, g, a, r, l′〉 ∈→.
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off dim brightx:=0press? x<=10

press?

x>10 press?

press?

Figure 1: A timed automaton modelling a light switch.

An example automaton is shown in Figure 1. The automaton is a model of a time
dependent light switch. Initially the the light is off and if the switch is pressed a
dim light is switched on. If the switch is pressed one more time within 10 seconds
the light gets brighter but if the second press is later than 10 seconds after the first,
the light is switched off. If the switch is pressed when the light is bright, the light
is switched off.

The clocks values are formally represented as functions, called clock assignments,
mappingC to the non-negative realsR+. We letu, v denote such functions, and
useu ∈ g to denote that the clock assignmentu satisfy the formulag. Ford ∈ R+

we letu + d denote the clock assignment that map all clocksx in C to the value
u(x) + d, and forr ⊆ C we let[r 7→ 0]u denote the clock assignment that map all
clocks inr to 0 and agree withu for all clocks inC \ r.

The semantics of a timed automaton is a timed transition-system where the states
are pairs〈l, u〉, with two types of transitions, corresponding to delay transitions
and discrete action transitions respectively:

• 〈l, u〉 ε(t)−−→ 〈l, u + t〉 if u ∈ I(l) and(u + t) ∈ I(l)

• 〈l, u〉 a−→〈l′, u′〉 if l
g,a,r−−→ l′, u ∈ g, u′ = [r 7→ 0]u andu′ ∈ I(l′)

It is easy to see that the state space is infinite and thus not a good base for al-
gorithmic verification. However, efficient algorithms may be obtained using a
symbolic semanticsbased onsymbolic statesof the form 〈l, D〉, whereD ∈
B(C) [HNSY92, YPD94]. The symbolic counterpart of the transitions are given
by:

• 〈l, D〉; 〈
l, D↑ ∧ I(l)

〉

• 〈l, D〉; 〈l′, r(D ∧ g)〉 if l
g,a,r−−→ l′
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¿ off, x = 0 À

〈off, x ≥ 0〉

〈dim, x = 0〉

〈off, x > 10〉

〈dim, x ≥ 0〉〈bright , x = 0〉

〈bright , x ≤ 10〉

〈bright , x ≥ 0〉

Figure 2: Symbolic semantics of lamp switch automaton

whereD↑ = {u + d | u ∈ D ∧ d ∈ R+} andr(D) = {[r 7→ 0]u | u ∈ D}. It
can be shown that the set of constraint systems is closed under these operations.
Moreover the symbolic semantics correspond closely to the standard semantics in
the sense that if〈l, D〉 ; 〈l′, D′〉 then, for allu′ ∈ D′ there isu ∈ D such that
〈l, u〉 → 〈l′, u′〉. As an example, the symbolic semantics of the lamp switch is
shown in Figure 2.

2.2 Reachability Analysis

Given a timed automaton with symbolic initial-state〈l0, D0〉 and a symbolic state
〈l, D〉, 〈l, D〉 is said to bereachableif 〈l0, D0〉 ;∗ 〈l, Dn〉 andD ∩ Dn 6= ∅ for
someDn. This problem may be solved using a standard reachability algorithm for
graphs. However the unbounded clock values may render an infinite zone graph
and thus might the reachability algorithm not terminate. As an example, consider
the automaton in Figure 3. The symbolic semantics of this simple automaton is
shown in Figure 4. The symbolic state space is infinite because a clock drifts away
unboundedly. The solution problem is to introduce ak-normalisedversion of the
infinite symbolic semantics. The idea is to utilise the maximum constant appearing
in clock constraints in the automaton, to render a finite symbolic semantics. For
details we refer the reader to [Pet99, Rok93] but the main fact and the intuition
behind it will be described here.

In order to do this we first have to introduce the notion of closed constraint sys-
tems. We say that a constraint systemD ∈ B(C) is closed under entailmentor
just closed, for short, if no constraint inD can be strengthened without reducing
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Start
loop

x<=10 end

x:=0, y:=0

x==10
x:=0

y>=20

x:=0, y:=0

Figure 3: Timed automaton with an infinite symbolic semantics

¿ start, x = y À

〈loop, x ≤ 10 ∧ x = y〉

〈loop, x ≤ 10 ∧ y ≤ 20 ∧ y − x = 10〉

〈end, x = y〉

〈loop, x ≤ 10 ∧ y ≤ 30 ∧ y − x = 20〉

〈loop, x ≤ 10 ∧ y ≤ 40 ∧ y − x = 30〉

...

Figure 4: Symbolic semantics of timed automaton in Figure 3
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the solution set.

Proposition 1 For each constraint systemD ∈ B(C) there is a unique constraint
systemD′ ∈ B(C) such thatD andD′ have exactly the same solution set andD′

is closed under entailment.

From this proposition we conclude that a closed constraint system can be used as
a canonical representation of a zone.

Given a zoneD and a natural numberk, thek-normalisation ofD, denotednormk(D),
is computed from the closed representation ofD by (a) removing all constraints
of the formx < m, x ≤ m, x−y < m andx−y ≤ m wherem > k, (b) replacing
all constraints of the formx > m, x ≥ m, x − y > m andx − y ≥ m where
m > k with x > k andx − y > k respectively. This can then be used to define a
notion ofk-normalised symbolic transitions (;k) by modifying the transitions of
the standard symbolic semantics to preservek-normalisation. The discrete action
transition already preserves this so there is no need to modify it, but the delay
transition should be modified to〈l, D〉;k

〈
l, normk(D

↑ ∧ I(l))
〉
.

Proposition 2 Assume a timed automatonA with symbolic initial-state〈l0, D0〉
and letk be the largest constant appearing in any constraint inA. Then〈l, D〉 is
reachable from〈l0, D0〉 if and only if there is a sequence ofk-normalised transi-
tions〈l0, D′

0〉;∗
k 〈l, D′

n〉 such thatD ∩D′
n 6= ∅.

The intuition behind this construction is that when the value of a clock is larger
than the maximum constant appearing inA it is not possible for any edge inA to
distinguish the actual value of the clock, only that the value is above the maximum
constant. Therefore it is not needed to keep track of the actual value of the clock
when it is larger than the maximum constant. As an example we apply this to
the automaton from Figure 3. For this automaton, the maximum constant is20
(from the guard ony on the edge fromloop to end). Thus we need to compute the
20-normalised symbolic semantic of the automaton to preserve the reachability
properties. This semantics can be found in Figure 5.

Using this we will get a finite symbolic state-space where we can apply a standard
reachability algorithm for graphs, such as the one in Algorithm 1. The algorithm
uses two important data structures:WAIT and PASSED. WAIT is a list of states
waiting to be explored. By controlling how new states are added toWAIT the
exploration order can be altered. IfWAIT is organised as a queue the exploration
will be breadth first, and ifWAIT is organised as a stack the exploration will be
depth first. When the exploration is started the initial state is placed inWAIT .
PASSED is a table of states explored so far. InitiallyPASSED is empty. Due to the
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¿ start, x = y À

〈loop, x ≤ 10 ∧ x = y〉

〈loop, x ≤ 10 ∧ y ≤ 20 ∧ y − x = 10〉

〈end, x = y〉

〈loop, x ≤ 10 ∧ ∧y − x = 20〉

〈loop, x ≤ 10 ∧ y > 20 ∧ y − x > 20〉

Figure 5:20-normalised symbolic semantics for automaton in Figure 3

size of the state space, these structures may consume a considerable amount of
main memory.

2.3 UPPAAL Extensions

In UPPAAL there are some extensions to the model described above. The most im-
portant of these are networks of timed automata (to model parallel tasks), shared
integer variables, urgent channels and committed locations.

2.3.1 Networks of Timed Automata

To model concurrent systems,UPPAAL has a notion of anetwork of timed au-
tomata, i.e. several timed automata (called processes) are combined into a single
system. Synchronisation between the processes are performed either using the
edge labels or, as will be described later, using shared integer variables.

To control synchronisation we partition the set of labels intolocal labelsandsyn-
chronising labels. The synchronising labels are then paired two by two InUPPAAL

each such pair of synchronising labels is called a channel and they share a com-
mon prefix (or channel name) followed by either! or ?. A label test! will be called
anoutputon channel test and test? will be called aninputon the same channel.
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Algorithm 1 Symbolic reachability analysis
PASSED= ∅, WAIT = {〈l0, D0〉}
while WAIT 6= ∅ do

take〈l, D〉 from WAIT

if l = lf ∧D ∩Df 6= ∅ then return “YES”
if D 6⊆ D′ for all 〈l, D′〉 ∈ PASSED then

add〈l, D〉 to PASSED

for all 〈l′, D′〉 such that〈l, D〉;k 〈l′, D′〉 do
add〈l′, D′〉 to WAIT

end for
end if

end while
return “NO”

As an example, consider the network in Figure 6. Here the lamp switch model
described earlier have been combined with a model of a user. This particular user
have two main interests, reading and watching TV, which he may start doing at
any time. If the user wants to watch TV he press the switch once to get a cosy dim
light and starts to watch. If, on the other hand, the user wants to read he press the
switch twice within five seconds to get a light bright enough for reading and starts
to read.

The semantics of a network is similar to the semantics of a single timed automa-
ton; the difference is that we have to define how processes interact. A state is a
pair

〈
l̄, u

〉
, the difference to the timed automata semantics is that the location of

a network is a vector of control locations, one for each process in the system. In
a network there are three types of transitions, delay transitions, local action tran-
sitions and synchronising action transitions. The delay transitions works exactly
like delay transitions for single timed automata with the exception that for a net-
work the invariant on the current location of all processes have to be taken into
account. The discrete action transition type of the single timed automata is split
into two types in the network case. A discrete action transition of a network is
either a local action transition, where one of the processes makes a move entirely
on its own, or a synchronising action transition, where two processes synchronise
on a channel and move simultaneously. The transition rules are as follows:

• 〈
l̄, u

〉 ε(t)−−→ 〈
l̄, u + t

〉
if u ∈ I(l̄) and(u + d) ∈ I(l̄), whereI(l̄) =

∧
I(li)

• 〈
l̄, u

〉 a−→〈
l̄[l′i/li], u

′〉 if li
g,a,r−−→ l′i, u ∈ g, u′ = [r 7→ 0]u, u′ ∈ I(l̄[l′i/li])

• 〈
l̄, u

〉 τ−→ 〈
l̄[l′i/li][l

′
j/lj], u

′〉 if li
gi,a?,ri−−−−→ l′i, lj

gj ,a!,rj−−−−→ l′j, i 6= j, u ∈ gi ∧
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off dim brightx:=0press? x<=10

press?

x>10 press?

press?

idle

pressing
y<5

read

TV
y:=0
press!

press!

press!

press!

press!

Figure 6: A network of timed automata modelling a light switch and its user.

gj, u
′ = [ri ∪ rj 7→ 0]u andu′ ∈ I(l̄[l′i/li][l

′
j/lj]).

This concrete semantics are then easily extended to a normalised symbolic seman-
tics that can serve as a base for model checking procedures.

2.3.2 Shared Integer Variables

As a convenience, the timed automata model ofUPPAAL has a notion ofshared
integer variables. Each network of timed automataA1| · · · |An is augmented with
a set,D, of integer variables each with a bounded domain and an initial value.
Predicates over the integer variables can be used as guards on the edges in any
process and their values can be updated on by any process, as a part of the reset.
In the current versions ofUPPAAL aninteger guardhave the formE1 ∼ E2 where
E1, E2 are integer expressions overD, as defined by the grammar below, and
∼∈ {<,≤, =, 6=,≥, >}. An integer resethas the formv := E wherev ∈ D and
E is an integer expression overD. The integer expressions are generated by the
following syntax:

E ::= E + E | E − E | E ∗ E | E/E | n | v

10



Wheren ∈ Z is an integer value andv ∈ D is an integer variable. This expression
can easily be extended to handle function calls and procedures but it is currently
not implemented.

The semantics needs to be extended to deal with the integer variables. A state of
a network is now a triple

〈
l̄, d, u

〉
wherel̄ andu are as before andd is a function

mapping each variable inD to a value in its domain. Functions such asd will be
calledinteger assignments. Similar to clock assignments we used ∈ gi to denote
that the integer assignmentd satisfies the integer guardgi.

Since delay does not affect the integer variables the delay transitions are the same
as for networks without integer variables. The action transitions are extended in
the natural way,i.e. for an action transition to be enabled the integer assignment
must satisfy all integer guards on the corresponding edges and when a transition
is taken the integer assignment is updated according to the integer resets.

However, there is one problem with this extension that needs to be considered.
How should we handle the case where one of the processes participating in a syn-
chronising transition updates a variable that is at the same time used by the other.1

There are three possible solutions to this problem, first it is possible to prevent
this by demanding that the integer resets of the edges in a synchronising transition
may not update a variable that is used or updated by the other. This property can
be checked, either statically or during verification, and an error can be reported
to the user if the property does not hold. Second, the situation can be handled by
introducing a non-determinism where either of the resets are performed before the
other. However, this feature would probably be of little use to user and the extra
non-determinism introduced may give a significantly larger state space. The third
solution is to give a defined order between the resets on the edges. InUPPAAL

resets on the edge with an output-label is performed before the resets on the edge
with an input-label. The drawback is that this solution destroys symmetry proper-
ties that could have been used to optimise the state space search, but on the other
hand it can be utilised to create more efficient models.

2.3.3 Urgent Channels

In the standard network model processes are always allowed to delay up to the
time specified by the location invariants even if there are enabled synchronisa-
tion actions. Sometime this is the wanted behaviour but on other occasions the
preferred behaviour would be that the synchronisation occurred as soon as it gets

1Used in the sense that the variable is either updated itself or its value is needed to compute the
new value of another variable.
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S2S1S0 x:=0 x>=10

u!

T2T1T0 y:=0 y>=10

u?

Figure 7: An example of a network with non convex timing regions.
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x
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Figure 8: Timing region for state[S1,T1] in the network from Figure 7.

enabled. To allow the second type of behaviours as well as the first,UPPAAL

has a notion of urgent channels. An urgent channel works much like an ordinary
channel, but with the exception that if a synchronisation on an urgent channel is
possible the system may not delay. Interleaving with other enabled action tran-
sitions, however, is still allowed. In order to keep the time regions representable
using one normal zone we forbid clock guards on edges synchronising on urgent
channels. To illustrate why this restriction is necessary we use an example.

Consider the network presented in Figure 7. Both processes may independently go
from their first state to their second state. In the second state the processes must
delay for at least 10 time units before they are allowed to wait for synchronisation
on the urgent channelu. As soon as both processes have spent 10 time units in their
second state they should synchronise and move to their third state. The problem
with this network arise in[S1,T1]. As you see in Figure 8, the timing region for
this state is not representable using a zone. Since the synchronisation occurs as
soon as the transition is enabled the region won’t even be convex.

For this simple example the problem can be solved by splitting the timing region
into two zones (marked by a dashed line in the figure), but for a more complicated
example the number of zones needed to represent one timing region may be much
larger.
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2.3.4 Committed Locations

For some some models it is necessary to have a notion of atomic sequences of
actions,e.g. to model atomic broadcast or multicast. InUPPAAL this notion is
supported using so calledcommitted locations. A committed location is a con-
trol location where no delay is allowed and if any process is in such a location
then only transitions starting in a committed location are enabled. Thus, processes
that are in committed locations may not be interleaved with processes that aren’t.
However, a process that is in a committed location may be interleaved with other
processes that are in committed locations.

A little more formally, each processAi in a network of timed automata has a set
NC

i ⊆ Ni of committed locations. For a location vectorl̄ of the network, we use
C(l̄) to denote the subset of the locations inl̄ that are committed. In the semantics
the states have the same form as for networks without committed locations, but the
transitions are somewhat different. First, delay must be forbidden if any process
is in a committed location. Second, if there are processes that are in a committed
location one of them must take part in the next transition. The transition rules are
described in terms of the transitions for a network without committed location. In
the description→c denote transitions for a network with committed locations and
→ denote transitions for a network without.

• 〈
l̄, u

〉 ε(t)−−→c

〈
l̄, u + t

〉
if

〈
l̄, u

〉 ε(t)−−→ 〈
l̄, u + t

〉
andC(l̄) = ∅

• 〈
l̄, u

〉 →c

〈
l̄[l′i/li], u

′〉 if
〈
l̄, u

〉 → 〈
l̄[l′i/li], u

′〉 and eitherli ∈ C(l̄) or
C(l̄) = ∅

• 〈
l̄, u

〉 τ−→c

〈
l̄[l′i/li][l

′
j/lj], u

′〉 if
〈
l̄, u

〉 τ−→ 〈
l̄[l′i/li][l

′
j/lj], u

′〉 and eitherli ∈
C(l̄), lj ∈ C(l̄) or C(l̄) = ∅

3 Representing Symbolic States

The symbolic states are the core objects of state space search, and one of the key
issues in implementing an efficient model checker is how to represent them. The
desired properties of the representation also differ in parts of the verifier, and there
are potential gains in using different representations in different places.

In this section we will present different ways to represent symbolic states, explain
their strengths and weaknesses and give hints on when to use them. But we start
one level above, between the logical level with location vectors integer assign-
ments and clock zones and the physical representation that is the focus of this
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section.

The encoding of the location vector and the integer assignment is, at this level,
straight forward. For the location vector, we start by numbering the locations in
each process. Then instead of a vector of locations, we get a vector of location
numbers. For the integer assignment we number all the integer variables in the
system and represent the assignment as a vector of integers, where thei:th element
is the value of the variable with numberi.

Representing the clock zone is a little trickier but starting from the constraint
system representation of a zone it is possible to obtain an efficient intermediate
representation. We start with the following observation:

Let 0 be a dummy clock with the constant value 0. Then for each constraint system
D ∈ B(C) there is a constraint systemD′ ∈ B(C ∪ {0) with the same solution set
asD, and where all constraints are of the formx−y < n or x−y ≤ n, for n ∈ Z.

We also note that to represent any clock zone we need at most(|C ∪{0}|)2 atomic
constraints. One of the most compact ways to represent this is to use a matrix
where each element represent a bound on the difference between two clocks. Each
element in the matrix is a pair〈n,∼〉 wheren is an integer and∼ tells whether
the bound is strict or not. Such a matrix is called aDifference Bounds Matrix, or
DBM for short. More detailed information about DBM:s and operations on them
can be found in [Dil89].

Now we zoom in on the representation of a single bound in the DBM. Since we
want a finite symbolic state space, we only consider normalised clock zones. Then,
given a maximum constantk, the maximum number of significant values for any
clock bound is2 · (2k +2). (Each bound is either in the interval[−k, k] or infinite,
and it can be strict or non-strict2.)

3.1 Normal Representation

The simplest way to physically represent a symbolic state is to use a machine
word for each control location, integer value or clock bound. The implementation
is straight forward, but a practical tip is that if the standard library functions for
memory management are used all the memory needed for one state should, if
possible, be allocated in the same chunk, to minimise the allocation overhead.
However, due to an early design decision, this is not the case in theUPPAAL

implementation. InUPPAAL the symbolic state is split into three different objects:
a state object containing a location vector and pointers to an integer assignment

2For the infinite bound only strict is needed but non-strict is included for simplicity.
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Location
vector

Integer
values

Clock
zone

Figure 9: The symbolic state representation used inUPPAAL.

and a clock zone, an integer assignment object representing the integer values and
an object representing the clock zone. A sketch of the connection between the
objects is shown in Figure 9

The strength of this representation is its simplicity and the speed of accessing an
individual control location, integer value, or clock bound. In this representation the
maximum time needed to reach any individual entity is the time needed to fetch a
word from the memory. This makes the representation ideal to use when we have
to do operations on individual entities,e.g.when calculating the successors of a
state. The weakness is the amount of wasted space. Here a whole machine word,
typically 32-bit wide, is used to store entities where all possible values will fit in
much less bits.

However this is a good base representation for states. It is ideal for states that will
be modified in the near future, such as intermediate states or states inWAIT . It
also works reasonably well for states inPASSED, specially for small and medium
sized examples.

This representation is used for bothWAIT andPASSED in the current version of
UPPAAL.
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3.2 Packed States

The second representation is on the opposite side of the spectra compared to the
previous one and it can be used both for the discrete part of the states, for the
clock zone and for both together. The encoding builds on a simple multiply and
add scheme, similar to the position system for numbers, and it is very compact. In
the description we will focus on encoding an entire symbolic state, but the parts
can also be encoded separately.

First, consider the state as a vectorv1, . . . , vn, where each element represents a
control location, the value of a variable or a clock bound. For each elementvi

we can compute the number of possible values,|vi|. For the location vector|vi|
is the number of control locations in the corresponding process, for the integer
assignment|vi| is the size of the domain of the corresponding variable and for the
clock zone then|vi| can be computed using the maximum constantk.

Now consider the vector as a number written down in a position system with
a variable base,i.e. each elementvi is a digit and the product

∏i−1
j=0 |vi| is its

position value. Represent the state as the value of this number,i.e. encode the
state as follows:

E(〈l, D〉) = v0 +
n∑

i=1

(
vi ·

i−1∏
j=0

|vi|
)

Note that in this context〈l, D〉 is a sequence of numbers. The encodingE(〈l, D〉)
is often too large to fit in a machine word and it have to be in fixed precision; some
kind of bignums are needed. In our prototype implementation we used the GMP
bignum package [Gra00].

Proposition 3 The representation of states using bit string encoding is canonical
and minimal in terms of space usage.

The strength of this representation is the effective use of space and the weakness
is that to access an individual integer value or clock bound a number of division
and modulo operations must be performed. This results in small states that are
expensive to handle.

In order to test the performance of this representation, it is implemented in the
PASSED structure inUPPAAL. In the implementation the packing algorithm has
been re-shuffled in order to eliminate the use of temporary bignum variables. The
implemented algorithm is listed as Algorithm 2.
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Algorithm 2 Algorithm used to pack states
Parameters:

l̄ – Location vector
d – Integer assignment vector
D – DBM representation of zone

E ⇐ l̄[0]
for i = 1 to #proc do

E ⇐ E ∗ #states(Ai) + l̄[i]
end for
for i = 1 to #var do

E ⇐ E ∗ domain(d[i]) + d[i]
end for
for i = 0 to #clock do

for j = 0 to #clock do
if i 6= j then

E ⇐ E ∗ 2k + D[i, j] + k
end if

end for
end for

In the experiment two different algorithms to check for visited states are used,
one version where only equality checking is implemented and the other where
inclusion checking is used for the clock zone part of the states. The version with
only equality is straight forward. The version with inclusion checking for the clock
zone is a little more complicated. Now we have to unpack (at least) the zone part
of the state in order to compare the DBMs bound by bound. This is described as
Algorithm 3

In Table 1 we see the performance for the packed representation with only equality
checking for the clock zone. In the table the results are given both by measured
numbers and relative to the currentUPPAAL implementation. First, note that for
the Field Bus example the verification does not terminate normally. (Denoted by
⊥ in the table.) The reason for this is that when only equality checking is used
large parts of the state space are revisited, which makesWAIT expand until the
verification process run out of memory. For the other examples the representation
is very good, with space savings of up to 67% for Fischers protocol and 57% for
a more realistic example3 at a very moderate slowdown (or even a speedup for
Fischers protocol).

3Fischers protocol behaves, as mentioned in Appendix A, different from all other examples,
with respect to verification.
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Algorithm 3 Algorithm used to compare packed states.
Parameters:

E1 – First state in comparison
E2 – Second state in comparison

inclusion(E1, E2) ⇐ tt, inclusion(E2, E1) ⇐ tt
cmp1 ⇐ E1, cmp2 ⇐ E2

for i = #clock downto 0 do
for j = #clock downto 0 do

if i 6= j then
inclusion(E1, E2) ⇐ inclusion(E1, E2) ∧ (cmp1 mod k <= cmp2

mod k)
inclusion(E2, E1) ⇐ inclusion(E2, E1) ∧ (cmp2 mod k <= cmp1

mod k)
cmp1 ⇐ cmp1/k
cmp2 ⇐ cmp2/k

end if
end for

end for
if cmp1 6= cmp2 then

return ‘E1 is not related toE2’
end if
case
2 inclusion(E1, E2) ∧ inclusion(E2, E1)⇒ return ‘E1 = E2’
2 inclusion(E1, E2) ∧ ¬inclusion(E2, E1)⇒ return ‘E1 ⊆ E2’
2 ¬inclusion(E1, E2) ∧ inclusion(E2, E1)⇒ return ‘E1 ⊇ E2’
2 ¬inclusion(E1, E2) ∧ ¬inclusion(E2, E1) ⇒ return ‘E1 is not related to
E2’

end case
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Example Time Space
real (Sec) relative real (MB) relative

Field Bus (Faulty 1) ⊥ ⊥ ⊥ ⊥
Field Bus (Faulty 2) ⊥ ⊥ ⊥ ⊥
Field Bus (Faulty 3) ⊥ ⊥ ⊥ ⊥
Field Bus (Fixed) ⊥ ⊥ ⊥ ⊥
B&O 20.42 1.09 10.48 0.48
DACAPO (big) 326.91 1.14 43.14 0.47
DACAPO (small) 18.50 1.30 6.60 0.78
Fischer 5 14.53 0.90 4.45 0.47
Fischer 6 733.91 0.54 48.34 0.33

Table 1: Performance for packed states without inclusion checking

Example Time Space
real (Sec) relative real (MB) relative

Field Bus (Faulty 1) 541.32 3.70 23.05 0.30
Field Bus (Faulty 2) 956.55 4.34 33.80 0.29
Field Bus (Faulty 3) 10630.90 8.21 136.52 0.28
Field Bus (Fixed) 2890.30 5.88 60.59 0.29
B&O 52.44 2.81 11.17 0.51
DACAPO (big) 1379.45 4.81 34.01 0.37
DACAPO (small) 31.67 2.23 5.55 0.65
Fischer 5 94.31 5.82 4.18 0.45
Fischer 6 17387.56 12.88 40.12 0.28

Table 2: Performance for packed states with expensive inclusion checking

The result of the experiment with packed states where zone inclusion checking
was implemented using division and modulo is shown in Table 2 (as absolute
figures and in relation to the currentPASSED implementation inUPPAAL). We
note that using this representation we are able to verify all the examples and that
the space performance is very good. However the time performance is very poor,
for one instance Fischers protocol we notice a slowdown of almost 13 times and
for one instance of the Field Bus protocol the slowdown is 8 times. The conclusion
is that this representation should only be used in cases where main memory is a
severe restriction.
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3.3 Packed Zones with Cheap Inclusion Check

The main drawback of representing states using the number encoding given in
section 3.2 is expensive inclusion checking. In this section we present a compact
way of representing zones overcoming this drawback. The heart of this represen-
tation builds on an observation due to [PS80] that one subtraction can be used to
perform multiple comparisons in parallel.

Let m denote the minimum number of bits needed to store all possible values for
one clock bound. The DBM is then encoded as a long bit string, where each bound
is assigned am + 1 bit wide slot. The value of the clock bound is put in them
least significant bits in the slot and the extra, most significant bit, is used as atest
bit.

Since a zoneD is included in another zoneD′ if and only if all bounds in the
DBM representingD is as tight as the same bound in the DBM representation of
D′, inclusion checking is to check if all elements in one vector is less than or equal
to the same bound in another vector. Using the new bit-string encoding of zones
this can be checked using only simple operations like bitwise-and (&), bitwise-or
(|), subtraction and test for equality.

Given two packed zonesE(D) andE(D′), to check ifD ⊆ D′ first setting all the
test bits inE(D) to zero and all the test bits inE(D′) to one. In an implementation
the test bits are usually zero in the stored states and setting them to one is done
using a prefabricated maskM where all test bits are set to one. The test is then
performed by calculatingE(D′)−E(D). The result is read out of the test bits. If a
test bit is one the corresponding bound inD is at least as tight as inD′ and if a test
bit is zero the corresponding bound is tighter inD′ than inD. Thus, if all test bits
are one we can conclude thatD ⊆ D′ and if all the test bits are zeroD ⊃ D′. It is
worth noting that “all test bits are one” is both necessary and sufficient to conclude
D ⊆ D′ while “all test bits are zero” is only sufficient to concludeD ⊃ D′.

Example 1 Consider a system with two clocksx, y and the maximum constant
2. In order to cut away some unnecessary detail, we don’t consider strictness of
bounds. The number of bits needed to store all possible values of one clock bound
in this system is 3. LetD = {x−y ≤ 1, y−x ≤ 1} andD′ = {x−y ≤ 1, y−x ≤
2} be two zones that arise from a verification of this system.

E(D) = 0 011 0 011 0 011 0 001 0 011 0 001

E(D′) = 0 011 0 011 0 011 0 001 0 011 0 010
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To check ifD ⊆ D′, start by setting all the test bits inD′ to one,e.g.by doing a
bitwise or with the precomputed maskM . The extra bits set to one will serve two
purposes. As mentioned above they will indicate the result of the comparison, but
they will also serve as borrow bits and prevent interference between the packed
bounds.

E(D′) | M = 1 011 1 011 1 011 1 001 1 011 1 010

The actual comparison is then made by a subtraction. All the packed bounds will
be subtracted by one subtraction operation, and since the test bits are set in the
first term and unset in the second term the bounds will not interfere with each
other.

E(D′) | M − E(D) = 1 000 1 000 1 000 1 000 1 000 1 001

Now the result of the inclusion check is read out of the test bits. Since all the test
bits are one we conclude thatD ⊆ D′.

In an implementation of this scheme the main issue is how to handle the bit strings.
The easiest way is to let a bignum package, such as GMP, handle everything.
However, this may give a considerable overhead, specially in connection with
memory allocation, since the bignum packages are often tailored towards other
types of applications. InUPPAAL we share the memory layout of the bignum
packages, but to reduce the overhead we have implemented our own operations
on top of it.

In the physical representation,i.e. how the bit-string is stored in memory, the bit-
string is chopped up into machine-word sized chunks, orlimbs. The limbs are then
packed in big-endian order,i.e. the least significant limb first, in an array. If the
bit string doesn’t fill an even number of machine words the last limb padded with
zero bits.

Example 2 Assuming a nine-bit machine, the packed zoneE(D′) from Example 1
is represented as follows:

100110010 110011000 000001100

Noting that the effect of all operations needed for the inclusion check, except
subtraction, is local within the limb and that subtraction only passes one borrow
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bit to the next more significant limb, we can implement the inclusion check in one
pass through the array of limbs instead of one pass for each operation. The one
pass inclusion check is shown in Algorithm 4. In the description we useE(D)[i]
to denote thei:th limb of E(D) and−w to denote a binary subtraction of machine
word size.

Algorithm 4 Inclusion check for packed zones
b ⇐ 0
for i = 1 to #limbs do

cmp⇐ (M [i] | E(D′)[i])−w (E(D)[i] + b)
if cmp 6= M [i] then return “false”
if (M [i] | E(D′)[i]) < (E(D)[i] + b) then

b ⇐ 1
else

b ⇐ 0
end if

end for
return “true”

To evaluate the performance of this technique, it was implemented in thePASSED

structure inUPPAAL. In the experiment the discrete part of each state is stored
in PASSED using the compact representation from the previous section and the
zone is stored using this technique. The results are presented in Table 3, both as
absolute figures and compared to the standard state representation. We note that
using this method the space usage is typically reduced with around 40%, without
increased verification time. The verification time is actually reduced a little using
this scheme, even though the number of operations is increased. The reason for
this is most certainly that the number of memory operations are reduced by the
smaller memory footprint of the states4.

4 Representing Symbolic State-Space

The two key data structures in a model checker is, as mentioned before,WAIT ,
that keeps track of states not yet explored, andPASSED, that keeps track of states
already visited. Both theses data structures tend to be large, and how to represent
them is an important issue for performance. In this section we describe how to im-
plementWAIT and how to improve its performance by adding inclusion checking.

4Memory operations are expensive compared to arithmetic operations, specially since there is
no temporal locality in verifiers.
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Example Time Space
real (Sec) relative real (MB) relative

Field Bus (Faulty 1) 142.47 0.97 49.69 0.64
Field Bus (Faulty 2) 212.82 0.97 71.77 0.61
Field Bus (Faulty 3) 1190.96 0.92 278.54 0.57
Field Bus (Fixed) 488.14 0.99 139.01 0.65
B&O 18.04 0.97 13.31 0.61
DACAPO (big) 278.58 0.97 43.39 0.48
DACAPO (small) 14.54 1.02 6.49 0.77
Fischer 5 12.46 0.77 4.66 0.50
Fischer 6 815.94 0.60 51.12 0.35

Table 3: Performance for packed states with cheap zone coding

We also describe a standard implementation ofPASSED as well as an implemen-
tation where space is saved at the price of possibly inconclusive answers.

4.1 RepresentingWAIT

In its most simple formWAIT is implemented as a linked list. This is easy to
implement and it is easy to control the search order by adding unexplored states
at the end, for breadth first search, or adding states at the beginning, for depth first
search.

An optimisation in terms of both time and space is to check whether a state already
occur inWAIT before adding it. For a verifier based explicit states this will only
give minor improvements, mainly by keeping down the length ofWAIT , but for a
verifier based on symbolic states this may actually prevent revisiting parts of the
state space.

In the following presentation we say that a symbolic state
〈
l̄, d, D

〉
is included in

a another symbolic state
〈
l̄′, d′, D′〉 if they have the same discrete part (i.e. l̄ = l̄′

andd = d′) andD ⊆ D′. For simplicity we will not separate the discrete parts
from each other in the presentation, and from now on we will write〈l, D〉 for〈
l̄, d, D

〉
.

We know,e.g.from [Pet99], that if〈l, D〉 ⊆ 〈l, D′〉 then all states reachable from
〈l, D〉 are also reachable from〈l, D′〉 and thus we only have to explore〈l, D′〉. So
before adding a new state〈l, D〉 to WAIT we check all states already inWAIT . If
we find any state including〈l, D〉 we stop searching and throw away〈l, D〉 since
all states reachable from it are also reachable from a state already scheduled for
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〈l1, D1〉 〈l3, D3〉 〈l4, D4〉 〈l5, D5〉〈l2, D2〉
List for search order.

Hash table for inclusion check

Figure 10: Structure ofWAIT

exploration. If no such state is found we add〈l, D〉 to WAIT . During the search
throughWAIT we also delete all states included in〈l, D〉 in order to prevent revis-
iting parts of the state space.

There are some implementation issues that need consideration. The main issue is
how to find all states inWAIT with same discrete part. The simplest way to do this
is to do a linear search throughWAIT every time a state is added. However, using
this solution it will be expensive to add states, even for examples whereWAIT is
short. One solution to this is to implementWAIT using a structure where searching
is cheap,e.g.a hash table. The problem with this solution is that picking up states
from WAIT will be expensive, at least for search strategies like breadth first and
depth first, where the exploration order depends on the order in which the states
were addedWAIT .

In the implemented solution, each state inWAIT is indexed using both a list and
a hash table. The list part is used to keep the depth or breadth first ordering of
states and to make it cheap to pick up states to explore. The hash table part is used
to index the states inWAIT based on their location vector, in order to speed up
inclusion checking. A picture of this structure is shown in Figure 10.

To test the performance of this solution we compared the space and time needed to
explore the state space of the examples mentioned in section A, for one version of
UPPAAL without inclusion checking onWAIT and one version with the combined
scheme. The result is shown in Table 4. It is worth noting that the version with
inclusion checking is both significantly faster and less memory consuming than
the version without inclusion checking, for all examples except Fischers protocol
which is, as mentioned earlier, not typical.
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Example Time (Sec) Space (MB)
no opt inclusion gain(%) no opt inclusion gain(%)

Field Bus (Faulty 1) 335.53 152.66 54.50 83.00 78.02 6.00
Field Bus (Faulty 2) 610.87 226.31 62.95 128.32 117.97 8.07
Field Bus (Faulty 3) 2142.13 1342.23 37.34 510.77 489.94 4.08
Field Bus (Fixed) 1051.19 497.85 52.64 230.03 212.33 7.70
B&O 20.24 18.80 7.11 21.91 21.91 0.00
DACAPO (big) 828.53 296.87 64.17 104.84 90.91 13.29
DACAPO (small) 97.90 14.54 85.15 15.45 8.48 45.15
Fischer 5 14.75 16.86 −14.31 9.68 9.38 3.15
Fischer 6 1179.34 1456.64 −23.51 150.93 145.73 3.44

Table 4: Performance impact of inclusion check onWAIT

4.2 RepresentingPASSED

The key feature needed by a representation ofPASSED is that searching should
be cheap. For a symbolic verifier it is also crucial, at least performance wise, that
finding states which includes a given state is possible and cheap. InUPPAAL the
standardPASSED is implemented as a hash table, where the key is computed from
the discrete part of the state and collisions are handled by chaining. The reason for
basing the hash key only on the discrete part is to simplify checking for inclusion
between states by making all related states end up in the same hash bucket. It is
easy to see that hashing only on the discrete part is as good as we can do if we
want this property. The reason for using chaining instead of open addressing to
resolve conflicts is, apart from keeping related states together, mainly simplicity
and eliminating the need for expensive rehashing. Judging by performance the
choice could go either way, at least if rehashing is not taken into account. More
about this can be read in [Lar00]. The layout of the standardPASSEDstructure is
illustrated in Figure 11.

〈l3, D4〉 〈l3, D3〉

〈l1, D5〉 〈l1, D1〉

〈l2, D2〉

Figure 11: Structure ofPASSED.

For some models the memory needed for exact verification may exceed the amount
of memory installed in the system where the verification takes place. This often
occurs within the modelling phase before the most bugs are removed from the
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model. During this phase the verification engine is often used as a tool to find
the cause of unwanted behaviour and not primarily to prove the absence of such
behaviour. Under these premises it is desirable to use a method that can handle
larger systems but sometimes miss unwanted behaviour. Here we will describe
two such methods. The first method is an application of the supertrace algorithm
from [Hol91] on networks of timed automata. The second method is based on the
hash compaction method from [WL93, SD95].

4.3 SupertracePASSED for Timed Automata

The main idea behind supertracePASSED is from the following observation: The
purpose ofPASSED is only to keep track of whether a state have been visited or
not, i.e. for each state we only need one bit of information. Thus,PASSED for a
system ofn states can be implemented a ann-bit wide bit vector. However, if
n is sufficiently large, even such a compact representation will be too large to
fit the memory of system running the verifier. A way to tackle this problem is
to loosen the demand that the verification should be exact and allow false hits
to be indicated,i.e. a previously unvisited state may, with some probability, be
reported as already visited. Such a false hit will be called anomission, as it causes
a part of the state space to be omitted from the state space search. This effect
the reachability search such that if a state is reported to be not reachable we can
not conclude that it can not be reached since it might have been excluded by an
omission.

The natural way to implement such aPASSEDstructure is to allocate a bit-vector
of size k, wherek < n, and hash each state to a value in{1, . . . , k}. In the
UPPAAL implementation of the supertrace algorithm the hash function is similar
to the first packing technique described in Section 3:

H(〈l, D〉) =

(
v0 +

n∑
i=1

(
vi ·

i−1∏
j=0

|vi|
))

mod k

To simplify the algorithm and to eliminate the need for bignum integers, we push
the modulo operation as far as possible. The resulting operation is shown, as
pseudo-code, in Algorithm 5. Note that a variation of this hash function (applied
only to the location vector and the integer assignment) is used in both the normal
PASSED implementation and the cross-reference table of theWAIT list. It is also
possible to enhance the supertrace algorithm by implementing a way to change
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the hash function between runs, in order to lower the probability that a part of
the state space is omitted. A simple way to do this is to implement a generator
of universal2 hash functions [CW79] and provide the user with a way to choose
among the functions in the class.

Algorithm 5 Hash function used in supertrace algorithm
Parameters:

l̄ – Location vector
d – Integer assignment vector
D – DBM representation of zone
k – The size of the hash table

E ⇐ l̄[0] mod k
for i = 1 to #proc do

E ⇐ (E ∗ #states(Ai) + l̄[i]) mod k
end for
for i = 1 to #var do

E ⇐ (E ∗ domain(d[i]) + d[i]) mod k
end for
for i = 0 to #clock do

for j = 0 to #clock do
if i 6= j then

E ⇐ (E ∗ 2k + D[i, j] + k) mod k
end if

end for
end for

The main drawback of the supertrace algorithm, when applied to timed automata,
is that inclusion between time zones can not be detected. The effect of this is that
number of explored states are increased. This leads to longer verification times
and harder pressurePASSED, with an increased omission probability as result.

To investigate the performance of this algorithm we have implemented it inUP-
PAAL. In the experiment we test the supertracePASSED structure for three dif-
ferent sizes: 16MB, 32MB and 64MB and compare it to the standardPASSED

implementation ofUPPAAL, to estimate the impact of collisions. The results of
the experiment are presented in Table 5. For each of the examples the table shows
the collision frequency and an estimation on the fraction of the state space not
covered due to collisions.

In the table there are several interesting observations. First, for the Philips example
the coverage is totally independent of the size of thePASSED structure. We get
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exactly the same collision frequency and coverage for all three runs. This is an
indication on that the hash function is far from optimal on this example.

We also note, when studying the big DACAPO example, that even though the
collision frequency is decreased the fraction of the state space not covered in the
search may increase. The reason for this may be that the collisions occur for dif-
ferent states in the different runs and that the number of children for these states
differ. (If a state with many children is omitted the coverage will be less than if a
state with few children is omitted.)

Example 16MB 32MB 64MB
collision omitted collision omitted collision omitted

Philips (Correct) 0.45 5.71 0.45 5.71 0.45 5.71
B&O 0.97 21.62 0.91 16.07 0.65 3.49
DACAPO (big) 4.40 13.05 2.75 13.74 1.24 4.39
DACAPO (small) 1.65 5.96 0.79 4.17 0.39 3.13
Fischer 5 0.18 0.64 0.07 0.35 0.04 0.04
Fischer 6 3.67 12.29 1.84 6.30 0.93 3.12

Table 5: Frequency of collisions and the fraction of state space not covered (inh)
for three instances of the supertracePASSEDstructure

To see how the supertrace algorithm behave time-wise we made an experiment
where the verification time was measured. The setting of this experiment is a lit-
tle different from the previous one. For this example we used inclusion checking
on WAIT , to speed up verification. This is the most likely setting when using the
tool in practice. To compare the verification speed we used two different versions
of the classicPASSED implementation as reference, one version where inclusion
checking between states were switched off and the standard version where inclu-
sion checking between states is used to optimise the search. The version without
inclusion checking is included since the number of states explored when it is used
is in the same order of magnitude as for the supertracePASSED. The standard
version is included to compare the performance for the supertracePASSED to the
PASSED implementation that is normally used when working with the tool. The
result of this experiment is presented in Table 6. As we see in the table the times
for the supertrace is in the same order of magnitude as the standardPASSED im-
plementation inUPPAAL.

4.4 Hash Compaction for Timed Automata

Hash compaction evolved from the supertrace ideas as a way to lower the proba-
bility of omissions in the verification process. It was first investigated in [WL93]
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Example Supertrace Classic
16MB 32MB 64MB exact inclusion

Philips (Correct) 2.39 2.58 2.97 2.18 1.91
Philips (Erroneous) 98.83 98.18 102.20 270.91 22.22
B&O 15.59 16.20 16.30 17.37 16.57
DACAPO (big) 268.32 268.04 269.67 294.77 254.01
DACAPO (small) 15.32 15.47 15.90 15.56 12.45
Fischer 5 11.57 13.01 12.20 18.53 14.36
Fischer 6 688.28 681.67 686.75 1675.04 1217.88

Table 6: Time (in seconds) to explore the entire state space for three different
supertracePASSED lists and two versions of the standardPASSED list

and then further developed in [SD95].

The key observation for hash compaction is that the supertracePASSED list can
be seen as representation of a set of hash values, where a set bit (1) in the table
represents that this hash value is in the set; while an unset bit (0) in the table
represent that it is not. Under the assumption that the set is sparse,i.e. the number
of elements in the set is small compared to the number of elements not in it, a
table of the elements might be a more compact representation of the set. With this
solution the number of possible hash values is no longer bounded by the number
of bits in the main memory.

In the work presented in [WL93] a normal hash table is used to store the elements
and the key into this table is computed from the elements themselves. A sketch of
this is shown in Figure 12. In [SD95] the technique is developed further. As a way
to decrease the probability of false collisions the key into the table is computed
from the state itself, instead of from the hash signature, using a different hash
function. Since the hash signature and its entry in the table are computed using
different hash functions two states have to collide in both the hash functions for a
false collision to occur.

There is an alternative way to view this second variation of hash compaction. Start
with the supertracePASSED list. To lower the probability of classifying an unvis-
ited state as already visited we increase the number of bits in each entry of the hash
table. (Given a fixed amount of memory this is done at the expense of the number
of entries in the table.) To separate different states that end up at the same position
in table we build a signature,e.g.a checksum, of the states and store this. To com-
pute the checksum we choose a function with a low probability that two different
states have the same signature,i.e.P (H(〈l1, D1〉) = H(〈l2, D2〉)|〈l1, D1〉 6= 〈l2, D2〉)
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H1 H2〈l, D〉

H1(〈l, D〉)

Figure 12: Hash compaction with hash table key based on signature

should be as small as possible. For this we use a hash function. If we take this one
step further the combination of the signature and the index into the hash table can
be seen as different parts of the same hash value. Some bits of this value are used
to index into the hash table and some bits are stored in the table. A sketch of this
is shown in Figure 13.

H(〈l,D〉)︷ ︸︸ ︷
0101 · · · 01︸ ︷︷ ︸

index

101 · · · 10︸ ︷︷ ︸
signature

Figure 13: The table index and the signature as one hash value.

Given a fixed amount of memory there is a tradeoff where to put the border be-
tween the index part and the signature part. For each bit we take away from the
index part we may double the number of bits in the signature, but at the price of
less entries inPASSED.

So far we have not mentioned how to handle collisions within the hash table. Since
there are now several possible values for the entries in the hash table, it is possible
to get collisions in the hash table. Since the main priority of this solution is space,
collisions are resolved using open addressing instead of chaining. This will save
one pointer for each state entered intoPASSED, and since the signatures are, more
or less, as big as a pointer we may fit twice as many states in the same amount
of memory with open addressing than with chaining. The price we pay for this
choice is that the hash table might get full. Normally this would only lead to an
expensive rehashing but in our case the information needed to rehash an entry
in the hash table is no longer available. This leaves us with two choices, we can
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either stop the verification and say thatPASSED is full and advice the user to try
with a largerPASSED, or we can just skip adding the state toPASSED and hope
that the search will terminate anyway. In the prototype implementation we have
chosen the first alternative.

To evaluate hash compaction for timed automata, we used two slightly different
PASSED implementations. The difference between them lays in what we store in
the hash table. In the first implementation we store signatures of entire symbolic
states. This solution gives very a compact representation of each state inPASSED,
but it has the drawback that inclusion between states inPASSED can not be de-
tected. This leads to potentially larger state spaces resulting in a higher pressure
on thePASSEDstructure.

In the secondPASSED implementation we try to get around this problem by sep-
arating the discrete part and the clock zone. In this implementation we apply the
hash function only to the discrete part of the state. The clock zone is compressed
using the method from Section 3.3 and stored in the hash table together with the
signature. With this solution we aim at minimising the number of states stored
in PASSED. However, storing the full zone has a big drawback. The entries in
PASSEDare much bigger than for the other type. For a fixed memory-size this will
give less entries inPASSED. A way around this would be to compress the zones
further using a method that, with some probability, might report false inclusions.
However, this has not been investigated in this report.

As an introductory experiment all the examples are run with 47-bit signatures5 for
three different sizes of the hash table (16MB, 32MB and 64MB), and an estimate
of the covered part of the state space is computed. In order to prevent interference
from the inclusion check onWAIT , this feature is turned off. In this experiment
we experienced no omissions, but for some examples the verification procedure
did not terminate correctly.

The faulty Philips example can not be handled at all byPASSED implementation
based only on signatures; while it can be handled by the combined scheme when
the size of the passed list is at least 32MB. The reason is that large parts of the
state space of this example is revisited since since the firstPASSED implementa-
tion only can detect equal states and not inclusion between states. In contrast to
this example, the large instance of the DACAPO example terminates for all sizes
using the firstPASSED implementation, while it fail to do so for 16MB and 32MB
using the second. This is due to that, for each state, the zone information is an
order of magnitude larger than the size of the hash signature. This, in combination

5The size of the signature may seem a little odd, but in the implementation one bit is sacrificed
to ensure that no used slot in the hash table can be mistaken for an empty.
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with the fact that (for this example) the number of explored states are almost the
same in both variations, lead to that 16MB is big enough when using signatures
only while 64MB is needed for the combined scheme.

To study what the impact of the signature length on the fraction of the state space
that is omitted from exploration we perform an experiment with 7-bit signatures.6

The result of this experiment can be seen in Table 7. As we see in the table there
are still problem instances where no omissions occur. We also note that where
omissions occur, in all cases except one, less than one per mille of the state space
is omitted from exploration.

Example signature signature+pack
16MB 32MB 64MB 16MB 32MB 64MB

Philips (correct) - - - - - -
Philips (faulty) ⊥ ⊥ ⊥ - - -
B&O 0.80 1.17 0.81 2.25 0.29 -
DACAPO (big) 0.94 0.65 0.21 ⊥ ⊥ 0.19
DACAPO (small) 0.54 0.19 0.10 0.13 0.14 0.02
Fischer 5 - - 0.05 - - -
Fischer 6 0.95 0.44 0.19 0.08 0.02 0.03

Table 7: Fraction of state space (inh) omitted from exploration for hash com-
paction with 7-bit signatures.

As a final experiment we measure the run time and memory use for state space
exploration with aPASSEDstructure based on hash compaction with 47-bit signa-
tures and compare it to the run time for state space exploration using the classic
PASSED implementation inUPPAAL. To get as close as possible to a normal use
situation, inclusion checking forWAIT is enabled in this experiment. The mea-
sured run times are listed in Table 8. We note from the table that the combined
scheme (signatures of the discrete part + packed zone) is somewhat faster, for all
examples, than using only signatures. The reason for this is the smaller number
of states that is visited using the combined scheme. We also note that using hash
compaction is somewhat slower than using the classicPASSED implementation
(for all examples except Fischers protocol). This is partly due to the extra work
needed to compute the signatures and partly due to that the hash compaction im-
plementation withinUPPAAL is partly a prototype.

The measured memory use for the different examples is listed in Table 9. From
this table we note that for the large examples,i.e. Field Bus, the large DACAPO

6This is the smallest possible signature size in the current implementation.
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Example signature signature+pack Classic
16MB 32MB 64MB 16MB 32MB 64MB

Field Bus (Faulty 1) ⊥ ⊥ ⊥ ⊥ 140.86 144.73 148.12
Field Bus (Faulty 2) ⊥ ⊥ ⊥ ⊥ 211.41 215.45 218.17
Field Bus (Faulty 3) ⊥ ⊥ ⊥ ⊥ ⊥ ⊥ 1296.95
Field Bus (Fixed) ⊥ ⊥ ⊥ ⊥ ⊥ 464.89 488.39
Philips (correct) 3.30 3.46 3.82 2.19 2.32 2.61 1.89
Philips (faulty) ⊥ ⊥ ⊥ 23.11 23.05 23.40 22.84
B&O 22.62 22.78 22.83 20.00 20.11 20.32 16.45
DACAPO (big) 304.24 305.09 303.44 ⊥ 256.77 256.35 259.87
DACAPO (small) 19.11 19.25 19.64 13.70 13.86 14.15 12.60
Fischer 5 13.05 13.18 13.50 12.80 13.05 13.35 14.42
Fischer 6 641.39 643.09 646.26 1252.79 995.90 963.30 1210.97

Table 8: Run time (in seconds) for state space exploration using aPASSED list
based on hash compaction with 47-bit signatures.

instance and Fischer 6, there are significant reductions in memory usage. We also
note that for some of the smaller examples the classicPASSEDimplementation use
less memory than the hash compaction. This suggests that the chosen size of the
hash compaction is too large, and that these examples can be verified using much
smallerPASSED. A further observation is that the measured numbers for hash
compaction are larger than the requested size forPASSED. The reason for this is
that the listed values are the total memory used in the verification,i.e. the numbers
also includeWAIT , temporary storage and the binary code. In a real application,
this should be taken into account when deciding how much memory to reserve for
PASSED.

Example signature signature+pack Classic
16MB 32MB 64MB 16MB 32MB 64MB

Field Bus (Faulty 1) ⊥ ⊥ ⊥ ⊥ 40.41 72.41 77.92
Field Bus (Faulty 2) ⊥ ⊥ ⊥ ⊥ 40.61 72.62 117.88
Field Bus (Faulty 3) ⊥ ⊥ ⊥ ⊥ ⊥ ⊥ 489.87
Field Bus (Fixed) ⊥ ⊥ ⊥ ⊥ ⊥ 75.82 212.21
Philips (correct) 17.91 33.91 65.91 17.89 33.89 65.89 4.21
Philips (faulty) ⊥ ⊥ ⊥ 18.35 34.35 66.35 18.23
B&O 17.85 33.85 65.85 17.85 33.85 65.85 21.81
DACAPO (big) 24.93 40.93 72.93 ⊥ 40.01 72.01 92.77
DACAPO (small) 18.44 34.44 66.44 18.40 34.40 66.40 8.38
Fischer 5 18.91 34.91 66.91 18.88 34.88 66.88 9.28
Fischer 6 40.13 56.13 88.13 38.38 54.38 86.38 145.64

Table 9: Space (in MB) for state space exploration using aPASSED list based on
hash compaction with 47-bit signatures.
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5 Conclusions

This report describes and evaluates three different ways to physically represent
symbolic states inPASSED, in implementing verifiers for timed automata. The
evaluation shows that if space consumption is a main issue rather than time con-
sumption then the multiply-and-add scheme can be used. For the evaluated exam-
ples this optimisation reduces the memory usage with up to 70% compared to the
current representation used inUPPAAL, at the price of 3–13 times slowdown due
to expensive inclusion checking between states. In all other cases the state should
be represented using a mixed representation where the discrete part is represented
using the multiply-and-add scheme and the zone is represented by concatenated
bit strings separated by test bits. This packing scheme reduces the memory us-
age with 35%–65% compared to the current version ofUPPAAL. In most cases
this representation also gives a minor speedup (1%–3%) compared to the current
UPPAAL implementation.

Further the report describes how to improve performance by checking for already
visited states not only onPASSED, but also onWAIT . For the evaluated examples
this optimisation reduces the verification time with up to 85% and the memory
usage with up to 45%.

Finally we studyPASSED representations based on supertrace and hash com-
paction effect the performance ofUPPAAL. The gain from this technique is sig-
nificantly reduced memory usage for large examples, but at the price of possibly
omitting parts of the state space from exploration. For the evaluated examples a su-
pertracePASSEDcause between 22h and 0.04h of the state space to be omitted
from the exploration. The evaluation show also that supertracePASSED represen-
tations only work for examples where the number of revisited states (that can’t be
detected without inclusion checking) is small.

For hash compaction we evaluate two, slightly different, methods. One method
where a hash key, signature and probe sequence is computed using both the dis-
crete part of the states and the time zone, and one method where the hash key,
signature and probe sequence is computed only from the discrete part of the states
while the time zone is compressed and stored together with the signature. The
evaluation shows that in terms of coverage both these methods outperform the
supertrace method. For 47-bit signatures there are no omissions at all (in the eval-
uated examples) and for 7-bit signatures the omissions are less than1/10:th of the
omissions in the supertracePASSEDrepresentation.

A future extension of this part of the work is to investigate how the size timing
region can be reduced while still maintaining the possibility of inclusion checking
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between states.
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References

[ABB+01] Tobias Amnell, Gerd Behrmann, Johan Bengtsson, Pedro R.
D’Argenio, Alexandre David, Ansgar Fehnker, Thomas Hune,
Bertrand Jeannet, Kim G. Larsen, M. Oliver Möller, Paul Petters-
son, Carsten Weise, and Wang Yi.UPPAAL - Now, Next, and Future.
In Modelling and Verification of Parallel Processes, number 2067 in
Lecture Notes in Computer Science, pages 100–125. Springer-Verlag,
2001.

[AD90] Rajeev Alur and David L. Dill. Automata for modeling real-time sys-
tems. InProceedings, Seventeenth International Colloquium on Au-
tomata, Languages and Programming, volume 443 ofLecture Notes
in Computer Science, pages 322–335. Springer-Verlag, 1990.

[AD94] Rajeev Alur and David L. Dill. A theory of timed automata.Journal
of Theoretical Computer Science, 126(2):183–235, 1994.

[BGK+96] Johan Bengtsson, W. O. David Griffioen, Kåre J. Kristoffersen,
Kim G. Larsen, Fredrik Larsson, Paul Petterson, and Wang Yi. Ver-
ification of an audio protocol with bus collision usingUPPAAL. In
Proceedings, Eigth International Conference on Computer Aided Ver-
ification, Lecture Notes in Computer Science. Springer-Verlag, 1996.

[BLP+99] Gerd Behrmann, Kim G. Larsen, Justin Pearson, Carsten Weise, and
Wang Yi. Efficient timed reachability analysis using clock differ-
ence diagrams. InProceedings, Eleventh International Conference
on Computer Aided Verification, volume 1633 ofLecture Notes in
Computer Science, pages 341–353. Springer-Verlag, 1999.

[CKM01] Søren Christensen, Lars Michael Kristensen, and Thomas Mailund. A
sweep-line method for state space exploration. InProceedings, Sev-
enth International Conference on Tools and Algorithms for the Con-
struction and Analysis of Systems, volume 2031 ofLecture Notes in
Computer Science, pages 450–464. Springer-Verlag, 2001.

35



[CW79] J. Lawrence Carter and Mark N. Wegman. Universal classes of hash
functions.Journal of Computer and System Sciences, 18(2):143–154,
1979.

[Dil89] David L. Dill. Timing assumptions and verification of finite-state con-
current systems. InProceedings, Automatic Verification Methods for
Finite State Systems, volume 407 ofLecture Notes in Computer Sci-
ence, pages 197–212. Springer-Verlag, 1989.

[DOTY95] Conrado Daws, Alfredo Olivero, Stavros Tripakis, and Sergio Yovine.
The tool kronos. InProceedings, Hybrid Systems III: Verification
and Control, volume 1066 ofLecture Notes in Computer Science.
Springer-Verlag, 1995.

[DY96] Conrado Daws and Sergio Yovine. Reducing the number of clock
variables of timed automata. InProceedings, 17th IEEE Real-Time
Systems Symposium. IEEE Computer Society Press, 1996.

[DY00] Alexandre David and Wang Yi. Modelling and analysis of a commer-
cial field bus protocol. InProceedings, Twelfth Euromicro Conference
on Real Time Systems, pages 165–174. IEEE Computer Society Press,
2000.

[God90] Patrice Godefroid. Using partial orders to improve automatic verifi-
cation methods. InProceedings, Second International Conference on
Computer Aided Verification, volume 531 ofLecture Notes in Com-
puter Science, pages 176–185. Springer-Verlag, 1990.

[Gra00] Torbjörn Granlund.The GNU Multiple Precision Arithmetic Library,
3.0.1 edition, 2000.

[HJJJ84] Peter Huber, Arne M. Jensen, Leif O. Jespen, and Kurt Jensen. To-
wards reachability trees for high-level petri nets. InProceedings, Ad-
vances on Petri Nets ’84, volume 188 ofLecture Notes in Computer
Science. Springer-Verlag, 1984.

[HNSY92] Thomas A. Henzinger, Xavier Nicollin, Joseph Sifakis, and Sergio
Yovine. Symbolic model checking for real-time systems. InPro-
ceedings, Seventh Annual IEEE Symposium on Logic in Computer
Science, pages 394–406, 1992.

[Hol91] Gerard J. Holzmann.Design and Validation of Computer Protocols.
Prentice-Hall, 1991.

[HSLL97] Klaus Havelund, Arne Skou, Kim G. Larsen, and Kristian Lund. For-
mal modelling and analysis of an audio/video protocol: An industrial

36



case study using uppaal. InProceedings, 18th IEEE Real-Time Sys-
tems Symposium, pages 2–13. IEEE Computer Society Press, 1997.

[ID93] C. Norris Ip and David L. Dill. Better verification through symme-
try. In Proceedings, Eleventh International Conference on Computer
Hardware Description Languages and their Applications, volume 32
of IFIP Transactions A: Computer Science and Technology, pages
97–112. North-Holland, 1993.

[Lam87] Leslie Lamport. A fast mutual exclusion algorithm.ACM Transac-
tions on Computer Systems, 5(1):1–11, 1987.

[Lar00] Fredrik Larsson. Efficient implementation of model-checkers for net-
works of timed automata. Licentiate Thesis 2000-003, Department of
Information Technology, Uppsala University, 2000.

[LLPY97] Kim G. Larsen, Fredrik Larsson, Paul Pettersson, and Wang Yi. Ef-
ficient verification of real-time systems: Compact data structure and
state space reduction. InProceedings, 18th IEEE Real-Time Systems
Symposium, pages 14–24. IEEE Computer Society Press, 1997.

[LP97] Henrik Lönn and Paul Pettersson. Formal verification of a tdma pro-
tocol startup mechanism. InProceedings of 1997 IEEE Pacific Rim
International Symposium on Fault-Tolerant Systems, pages 235–242.
IEEE Computer Society Press, 1997.

[LPY97] Kim G. Larsen, Paul Petterson, and Wang Yi. Uppaal in a nutshell.
Journal on Software Tools for Technology Transfer, 1997.

[Pel93] Doron Peled. All from one, one for all: on model checking using rep-
resentatives. InProceedings, Fifth International Conference on Com-
puter Aided Verification, volume 697 ofLecture Notes in Computer
Science, pages 409–423. Springer-Verlag, 1993.

[Pet99] Paul Pettersson.Modelling and Verification of Real-Time Systems
Using Timed Automata: Theory and Practice. PhD thesis, Uppsala
University, 1999.

[PS80] Wolfgang J. Paul and Janos Simon. Decision trees and random ac-
cess machines. InLogic and Algorithmic, volume 30 ofMonographie
de L’Enseignement Mathématique, pages 331–340. L’Enseignement
Mathématique, Université de Genève, 1980.

[Rok93] Tomas Gerhard Rokicki.Representing and Modeling Digital Circuits.
PhD thesis, Stanford University, 1993.

37



[SD95] Ulrich Stern and David L. Dill. Improved probabilistic verification by
hash compaction. InCorrect Hardware Design and Verification Meth-
ods: IFIP WG10.5 Advanced Research Working Conference Proceed-
ings, 1995.

[SD98] Ulrich Stern and David L. Dill. Using magnetic disk instead of main
memory in the Murϕ verifier. In Proceedings, Tenth International
Conference on Computer Aided Verification, volume 1427 ofLecture
Notes in Computer Science. Springer-Verlag, 1998.

[Val90] Antti Valmari. A stubborn attack on state explosion. InProceed-
ings, Second International Conference on Computer Aided Verifica-
tion, volume 531 ofLecture Notes in Computer Science, pages 156–
165. Springer-Verlag, 1990.

[WL93] Pierre Wolper and Dennis Leroy. Reliable hashing without collision
detection. InProceedings, Fifth International Conference on Com-
puter Aided Verification, volume 697 ofLecture Notes in Computer
Science, pages 59–70. Springer-Verlag, 1993.

[Yov97] Sergio Yovine. Kronos: A verification tool for real-time systems.
Journal on Software Tools for Technology Transfer, 1, October 1997.

[YPD94] Wang Yi, Paul Petterson, and Mats Daniels. Automatic verification
of real-time communicating systems by constraint-solving. InPro-
ceedings, Seventh International Conference on Formal Description
Techniques, pages 223–238, 1994.

38



A Examples and Experiment Environment

To evaluate the the ideas presented in this report we have made a number of exper-
iments. In this section we describe the environment in which the experiments are
performed. The results themselves are presented together with the ideas behind
them.

The experiments are run on a Sun Ultra Enterprise 450 with four7 400MHz CPUs
and 4GB of main memory. The operating system on the machine was Solaris 7.

All the ideas have been implemented on top of the current development version of
UPPAAL (3.1.26), and to measure the performance we used five different applica-
tions: Field Bus, B&O, DACAPO, Philips and Fischer. During all the experiments
the memory limit for the run is set to 1GB which is at least twice the amount of
memory needed forUPPAAL 3.1.26 to check any of the examples, using the stan-
dard representation of states. If any run exceeds this limit the run is marked as
unsuccessful (⊥).

The Field Bus application is a model of the data link layer of a commercial field
bus protocol. The protocol and the models we use (three erroneous and one cor-
rected version) are described in [DY00].

B&O is a highly time-sensitive protocol devolved by Bang & Olufsen to trans-
mit control messages between audio/video components. The model used in the
experiments is described in [HSLL97].

DACAPO is a model of the start-up algorithm of the so-called DACAPO proto-
col. The DACAPO protocol is TDMA (time division multiple access) based and
intended for local area networks inside modern vehicles. For a more thorough de-
scription of this application, see [LP97]. In these experiments we use two different
models: a small one with three stations and drifting clocks, and larger one with
four stations and perfect clocks.

The Philips example is a model of the physical layer of a protocol used by Philips
to connect different parts of stereo equipment. This model was one of the first
larger case studies made withUPPAAL. The model is thoroughly described in
[BGK+96]. This example is only used in the experiments with probabilistic passed
lists. Two versions of this protocol are used in the experiments, the correct model
and one faulty model.

The last application is Fischers protocol for mutual exclusion [Lam87]. This sim-

7The version ofUPPAAL used in the experiments is not multi threaded, so we only use one
CPU for each run.
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ple protocol for mutual exclusion has, unfortunately, become a standard bench-
mark for verification tools for timed systems, since the state space grows rapidly
with the number of processes. The reason that this example is not a good bench-
mark example is that it is not very realistic and it behaves differently, verification
wise, from examples based on real case studies. In the experiments we have used
two different sizes of this problem, one with five processes and one with six pro-
cesses.
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